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Preface

This volume contains the revised version of papers presented at VMCAI 2002,
the Third International Workshop on Verification, Model Checking, and Abstract
Interpretation, Venice (Italy), January 21-22, 2002.

The main goal of the workshop was to give an overview of the main directions
decisive for the growth and cross-fertilization of major research activities in
program analysis and verification.

The VMCAI series was started in 1997 with the aim of gathering researchers
interested in investigating similarities and differences among these three research
methodologies, that may be summarized as follows:

- program verification aims at proving that programs meet their specifications,
i.e., that the actual program behavior corresponds to the desired one.

- model checking is a specific approach to the verification of temporal prop-
erties of reactive and concurrent systems, which has been very successful in
the area of finite-state programs.

- abstract interpretation is a method for designing and comparing semantics
of program, expressing various types of program properties; in particular, it
has been successfully used to infer run-time program properties that can be
valuable in optimizing programs.

The program committee selected 22 papers out of 41 submissions on the basis
of at least 3 reviews. The principal selection criteria were relevance, quality,
and clarity. The resulting volume offers the reader an interesting perspective
of the current research trends in the area. In particular, the papers contribute
to the following topics: Security and Protocols, Timed Systems and Games,
Static Analysis, Optimizations, Types and Verification, and Temporal Logics
and Systems.

The quality of the papers, the interesting discussions at the workshop, and
the friendly atmosphere enjoyed by all participants in Venice, encouraged us in
the project of making VMCAI an annual privileged forum for researchers in the
area.

Special thanks are due to the institutions that sponsored the event: the Com-
puter Science Department of the University Ca’ Foscari, the European Associ-
ation for Programming Languages and Systems (EAPLS), the MIUR Project
“Interpretazione Astratta, Type Systems e Analisi Control-Flow” and the MIUR
Project “Metodi Formali per la Sicurezza - MEFISTO”. We are especially grate-
ful to C. Braghin for her helpful support in organizing the workshop.

March 2002 Agostino Cortesi
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Combining Abstract Interpretation and Model

Checking for Analysing Security Properties of
Java Bytecode

Cinzia Bernardeschi and Nicoletta De Francesco

Dipartimento di Ingegneria della Informazione
Università di Pisa, Via Diotsalvi 2, 56126 Pisa, Italy

{cinzia, nico}@iet.unipi.it

Abstract. We present an approach enabling end-users to prove secu-
rity properties of the Java bytecode by statically analysing the code
itself, thus eliminating the run time check for the access permission. The
approach is based on the combination of two well-known techniques:
abstract interpretation and model checking. By means of an operational
abstract semantics of the bytecode, we built a finite transition system em-
bodying security informations and abstracting from actual values. Then
we model check it against some formulae expressing security properties.
We use the SMV model checker. A main point of the paper is the defini-
tion of the properties that the abstract semantics must satisfy to ensure
the absence of security leakages.

1 Introduction and Motivation

Java Virtual Machine Language (referred to hereafter as JVML) [12] is becom-
ing a widely used medium for distributing platform-independent programs. In
multilevel secure systems, the problem of the disclosure of sensitive information
of programs written in JVML is particularly important. One of the main moti-
vations is avoiding the damages produced by malicious programs which try to
broadcast secret information. Mobile Java bytecode is checked by the Virtual
Machine for safety properties: a bytecode Verifier enforces static constraints on
Java bytecode to rule out type errors, access control violation, object initial-
isation failure and other dynamic errors. Moreover, to protect end-users from
hostile programs, Java security model assigns access privileges to code and pro-
vides a customisable ”sandbox” in which Java bytecode runs. At run-time a Java
bytecode can do anything within the boundaries of its sandbox, but it can not
take any action outside those boundaries.

This paper presents an approach enabling end-users to prove security proper-
ties of the Java bytecode by statically analysing the code itself, thus eliminating
the run time check for the access permission. The approach is based on the
combination of two well-known techniques: abstract interpretation and model
checking. Abstract interpretation [7] is a method for analyzing programs by col-
lecting approximate information about their run-time behavior. It is based on

A. Cortesi (Ed.): VMCAI 2002, LNCS 2294, pp. 1–15, 2002.
c© Springer-Verlag Berlin Heidelberg 2002



2 Cinzia Bernardeschi and Nicoletta De Francesco

a non-standard semantics, that is a semantic definition in which simpler (ab-
stract) domains replace the standard (concrete) ones, and the operations are
interpreted on the new domains. Using this approach different analyses can be
systematically defined. In particular we refer to abstract interpretation based on
operational semantics [7,15]. Model checking [6] is an automatic technique for
verifying finite state systems. This is accomplished by checking whether a struc-
ture, representing the system, satisfies a temporal logic formula describing the
expected behavior. The approach combining abstract interpretation and model
checking has been defined in [16,17].

In [4] we defined an abstract interpretation based method to check secure
information flow of a subset of JVML. The secure information flow property
[9,1,18,3] requires that information at a given security level does not flow to lower
levels. A program, in which every variable is assigned a security level, has secure
information flow if, when the program terminates, the value of each variable does
not depend on the initial value of the variables with higher security level. Let us
suppose that variable y has security level higher than that of variable x. Examples
of violation of secure information flow in high level languages are: x:=y and if
y=0 then x:=1 else x:=0. In the first case, there is an explicit information flow
from y to x, while, in the second case there is an implicit information flow: in
both cases, observing the final value of x reveals information on the value of the
higher security variable y. In [4] a concrete operational semantics of the language
is defined, able to keep information flow during execution. The basic ideas on
which the semantics is based are: i) values carry a security level which changes
dynamically, depending on how the values are manipulated, and ii) implicit flows
are modeled by an environment under which the instructions are executed; the
environment, at every step of the computation, records the security level of the
open implicit flows. Then an abstract operational semantics is defined, which
disregards the numerical part of the values, and operates only on their security
levels. By examining the final states of the abstract semantics it is possible to
check secure information flow.

Other security leakages may occur when high level information is revealed
not only by the value of the variables, but by the behavior of the program
[10,19]. These leakages are also known as covert channels. Consider the program
while (y > 0) do skip, where y is an high variable. It loops indefinitely when
y is greater than zero. Thus high level information can be leaked by examining
the termination behavior of the program. Another leakage is when high level
information affects the number of instructions executed during the computations.
For example, information on the initial value of the high security variable y can
be leaked by observing the number of instructions executed by the program if
y=0 then { x:=1; skip } else x:=1 .

Covert channels do not concern the input-output behavior of the program,
but its dynamic behavior. They can be checked only by examining the interme-
diate states of the computations. In the present paper we define an approach to
check security of programs, and in particular covert channels, which combines
abstract interpretation with model checking: once built the abstract semantics
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of the program, we inspect it for the security properties. In such a way we fully
exploit the information embodied in the abstract semantics, which, being oper-
ational, shows (the abstraction of) all possible execution paths of the program.
The main point of the paper is the definition of the properties that the abstract
semantics must satisfy to ensure the absence of covert channels. The properties
are then expressed as temporal logic formualae, and checked by using the SMV
model checker [11].

The paper is organised as follows: Section 2 presents the language and the
security model. Section 3 defines the concrete and abstract semantics. Section 4
introduces the program security properties and our method. Section 5 concludes
the work.

2 The Language and the Security Model

Given a set A, A� denotes the set of finite sequences of elements of A; λ indicates
the empty sequence; if w is a finite sequence, �w denotes the length of w, i.e.
the number of elements of w; · denotes both the concatenation of a value to a
sequence and the standard concatenation operation between sequences. Finally,
if i ∈ {1, . . . , �w}, with w[i] we denote the i-th element of w. We represent stacks
by sequences, with the convention that, if w is a nonempty stack, w[1] is the top
element.

Our language is the subset of JVML called JVML0 in [20]. It has an operand
stack, a memory containing the local variables, simple arithmetic instructions
and conditional/unconditional jumps. The instructions are reported in Fig. 1,
where x ranges over a set var of local variables and op over a set of binary arith-
metic operations (add, sub, ..). Note that the language supports subroutine
calls via the jsr and ret instructions.

op pop two operands off the stack, perform the operation,
and push the result onto the stack

pop discard the top value from the stack
push k push the constant k onto the stack
load x push the value of the variable x onto the stack
store x pop off the stack and store the value into variable x
if j pop off the stack and jump to j if non-zero
goto j jump to j
jsr j at address p, jump to address j and push

return address p+ 1 onto the operand stack
ret x jump to the address stored in x
halt stop

Fig. 1. Instruction set



4 Cinzia Bernardeschi and Nicoletta De Francesco

A program is a sequence c of instructions, numbered starting from address 1;
∀i ∈ {1, · · · , �c}, c[i] is the instruction at address i. In the following, we denote by
V ar(c) the variable names occurring in c. We assume that a program is always
executed starting from the instruction c[1] and with an empty operand stack.
Moreover, we assume that programs respect the following static constraints,
checked the Java bytecode Verifier: no stack overflow and underflow occur, and
executions will not jump to undefined addresses.

We give the standard semantics of the language in terms of a Kripke structure
[6]. A Kripke structure K = (Q,Q0, AP, L,→) is a 5-tuple where:

Q is a set of states;
Q0 ⊆ Q is a set of initial states;
AP is a finite set of atomic propositions;
L : Q → 2AP is a function that labels each state with the set of atomic
propositions true in that state;
→⊆ Q×Q is a total transition relation on Q which gives the possible tran-
sitions between states.

The semantics uses the domain Vε of constant values, ranged over by v, v′, ..
and Aε of addresses, ranged over by i, j, ... Vε∪Aε is ranged over by k, k′, ... For
each X ⊆ var, Mε

X = X → (Vε ∪ Aε) is the domain of memories defined on
X , ranged over by m,m′, . . .. Sε = (Vε ∪ Aε)� is the domain of stacks, ranged
over by s, s′, . . .. In the following, Mε = ∪X⊆varMε

X and, given m ∈ Mε
X and

Y ⊆ X , m↓Y is the restriction of m to Y .
The domain of the states of the standard semantics is Qε = Aε × Mε ×

Sε. A state is given by the value of three variables, PC, MEM and STACK,
where PC is the program counter, MEM is the memory, and STACK is the
operand stack. Each state is labeled by an atomic proposition for each variable,
expressing its value. We denote by 〈i,m, s〉 the state labeled by PC = i,MEM =
m,STACK = s.

Given a program c and a memory m0 ∈ Mε, the standard semantics of the
program is the structure (Qε, 〈1,m0, λ〉, AP, L,−→ε), where −→ε is defined in
Fig. 2. The notation m[k / x] is used in the figure to indicate the memory m′

which agrees with m for all variables, except for x, for which it is m′(x) = k.
Since the program is deterministic, the corresponding structure has only one,
possibly infinite, path. We call final a state such that PC = i with c[i] = halt.
Note that self loops on these states are necessary to respect the totality of the
transition relation.

We now recall the notion of control flow graph of a program, containing the
control flow information among the instructions of the program, and the notion
of postdomination and immediate postdomination in directed graphs [2].

Definition 1 (control flow graph). Given a program c, the control flow graph
of the program is the directed graph (V,E), where V = {1, .., �c+ 1} is the set of
nodes; and E ⊆ V ×V contains the edge (i, j) if and only if (a) the instruction at
address j can be immediately executed after that at address i; or (b) c[i] = halt
and j = �c + 1. The node �c + 1 is the final node of the graph and does not
correspond to any instruction.
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c[i] = op : 〈i,m, k1 · k2 · s〉 −→ε 〈i+ 1,m, (k1 op k2) · s〉

c[i] = pop : 〈i,m, k1 · s〉 −→ε 〈i+ 1,m, s〉

c[i] = push k : 〈i,m, s〉 −→ε 〈i+ 1,m, k · s〉

c[i] = load x : 〈i,m, s〉 −→ε 〈i+ 1,m,m(x) · s〉

c[i] = store x : 〈i,m, k · s〉 −→ε 〈i+ 1,m[k / x], s〉

c[i] = goto j : 〈i,m, s〉 −→ε 〈j,m, s〉

c[i] = if j : 〈i,m, 0 · s〉 −→ε 〈i+ 1,m, s〉

c[i] = if j : 〈i,m, (k �= 0) · s〉 −→ε 〈j,m, s〉

c[i] = jsr j : 〈i,m, s〉 −→ε 〈j,m, (i+ 1) · s〉

c[i] = ret x : 〈i,m, s〉 −→ε 〈m(x),m, s〉

c[i] = halt : 〈i,m, s〉 −→ε 〈i,m, s〉

Fig. 2. Standard semantics

Definition 2 (postdomination). Let i and j be nodes of the control flow graph
of a program. We say that node j postdominates i, denoted by j pd i, if j �= i
and j is on every path from i to the final node. We say that node j immediately
postdominates i, denoted by j =ipd(i), if j pd i and there is no node r such that
j pd r pd i.

3 Abstract Interpretation

This section presents an instrumented concrete operational semantics of the lan-
guage, embodying annotations on the information flow, and then an abstraction
of this semantics, concentrating only on the information flow aspects and ignor-
ing actual values. We assume a set L = {l, h} of security levels, ordered by l ⊂ h,
and with � we denote the upper bound between levels. We consider annotated
programs, where each variable is associated with a security level. A program P
is a triple 〈c,H, L〉 where c is a sequence of instructions, and and H and L are
the high and low variables of P , respectively, with H ∪ L = V ar(c).

The semantics handles values enriched with a security level. During the exe-
cution of a program, the security level of a value indicates the least upper bound
of the security levels of the explicit and implicit information flows, on which the
value depends. Moreover, the semantics executes instructions under a security
environment, which is a security level. At each moment during the execution,
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the security environment represents the least upper bound of the security levels
of the open implicit flows.

We now introduce the domains of the concrete semantics. V = (Vε × L) is
the domain of concrete values. Concrete values are pairs (v, σ), where v ∈ Vε
and σ ∈ L. Low (high) values are those with the form (v, l) (resp. (v, h) ). The
concrete domain of addresses is A = (Aε × L). Note that also addresses need
to be annotated, since the decision on the address to jump to, can be made
depending on high information. For each x ∈ var, MX = X → (V ∪ A) is the
domain of concrete memories, ranged over byM,M ′, · · · and S = (V∪A)� are the
concrete operand stacks, ranged over by S, S′, · · ·. The domain of concrete states
is Q = L × Aε ×M× S × (Aε ∪ {0}). Each state is a configuration the state
variables 〈ENV,PC,MEM,STACK, IPD〉, where ENV is the environment
and contains a security level, PC,MEM and STACK are the program counter,
the memory and the operand stack, respectively, and IPD is a flag used to
handle high implicit flow, as explained below. The transition relation −→ on the
concrete states is shown in Fig. 3.

i = i′

〈σ, i,M, S, i′〉 −→ 〈l, i,M, S, 0〉

i �= i′

c[i] = op, S = (k1, τ1) · (k2, τ2) · S′ : 〈σ, i,M, S, i′〉 −→ 〈σ, i+ 1,M, (k1 op k2, τ1 
 τ2) · S′, i′〉

c[i] = pop, S = (k, τ) · S′ : 〈σ, i,M, S, i′〉 −→ 〈σ, i+ 1,M, S′, i′〉

c[i] = push k : 〈σ, i,M, S, i′〉 −→ 〈σ, i+ 1,M, (k, σ) · S, i′〉

c[i] = load x,M(x) = (k, τ) : 〈σ, i,M, S, i′〉 −→ 〈σ, i+ 1,M, (k, σ 
 τ) · S, i′〉

c[i] = store x, S = (k, τ) · S′ : 〈σ, i,M, S, i′〉 −→ 〈σ, i+ 1,M [(k, τ)/x], S′, i′〉

c[i] = goto j : 〈σ, i,M, S, i′〉 −→ 〈σ, j,M, S, i′〉

c[i] = if j, S = (k �= 0, τ) · S′ : 〈σ, i,M, S, i′〉 −→ ((σ = l) ∧ (τ = h))?
〈h, j, upM (M, i), upS(S), ipd(i)〉 : 〈σ 
 τ, i+ 1,M, S, i′〉

c[i] = if j, S = (0, τ) · S′ : 〈σ, i,M, S, i′〉 −→ ((σ = l) ∧ (τ = h))?
〈h, i + 1, upM (M, i), upS(S), ipd(i)〉 : 〈σ 
 τ, i + 1,M, S, i′〉

c[i] = jsr j : 〈σ, i,M, S, i′〉 −→ 〈σ, j,M, (i+ 1, σ) · S, i′〉

c[i] = ret x,M(x) = (j, τ) : 〈σ, i,M, S, i′〉 −→ ((σ = l) ∧ (τ = h))?
〈h, j, upM (M, i), upS(S), ipd(i)〉 : 〈σ 
 τ, j,M, S, i′〉

c[i] = halt : 〈σ, i,M, S, i′〉 −→ 〈σ, i,M, S, i′〉

Fig. 3. Concrete semantics

To keep the security level of a value equal to the security level of the infor-
mation on which it depends, the semantics modifies the security level of each
value pushed onto the operand stack according to the present environment. For
example, the execution of load x assigns to the value pushed onto the stack the
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least upper bound between the security level ofM(x) and the environment. Note
that jsr associates the return address pushed onto the stack with the security
level of the present environment.

An implicit flow is entered with an if or a ret instruction. We use the
notion of immediate postdomination to control implicit flows. Given an if (ret)
instruction at address i, ipd(i) is the first instruction not affected by the implicit
flow, since it represents the point in which the different branches join. Consider
an if instruction at address i. If this instruction is executed under the low
security environment and the value on top of the operand stack is high, then
the environment is upgraded to h and ipd(i) is recorded in IPD. Moreover
the security level is upgraded of each value held by a variable assigned by a
store instruction in at least one of the two branches. More precisely, let W =
{x|c[j] = store x and j belongs to a path of the control flow graph starting at i
and ending at ipd(i), excluding ipd(i)}. For each x ∈W , if M(x) = (k, σ), then
upM (M, i)(x) = (k, h). The contents of the variables not in W is not changed.
Upgrading the memory in this way takes into account the fact that a variable
may be modified in one branch and not in the other one. Similarly, the security
level of each value present in the operand stack is upgraded to h by applying the
function upS . We upgrade the operand stack on entering an implicit flow to take
into account the fact that the stack may be manipulated in different ways by the
two branches. When the instruction c[ipd(i)] is executed, i.e. when PC = IPD,
the environment is downgraded and IPD is reset to 0 (corresponding to no
instruction). The ret x instruction is handled similarly, taking into account the
security level of the address stored in x. Note that having only two security levels
simplifies the semantics. In fact, if we consider whatever number of levels, IPD
would be a stack of addresses, instead of a single address. In our case, a high
if that depends on another high if is already in a high region and the region
terminates at the ipd of the outermost if. For the same reason, the upgrading
of environment, memory and stack, and the modification of IPD is performed
only when an if ( ret x ) instruction is executed in the low environment, and
with a high value on the top of the stack (resp. a high address stored in x).

Given a program P = 〈c,H, L〉 and a memory M0 ∈M, the concrete seman-
tics of P is the structure with 〈l, 1,M0, λ, 0〉 as the initial state: it consists of
the low environment, the address of the first instruction, the given memory, the
empty operand stack and the IPD flag equal to 0.

If we ignore information on security, then the concrete semantics is isomor-
phic to the standard semantics of the language. The concrete semantics has an
only extra case (case i = i′ in Fig. 3) concerning the handling of IPD. It is ap-
plied when PC = IPD and has the effect of downgrading the environment and
resetting IPD. Given a memory m ∈ Mε

X and a concrete memory M ∈ MX ,
we say that they are consistent (M ↔ m) if ∀x ∈ X : M(x) = (m(x), τ), for
some τ . Given a stack s ∈ Sε and a concrete stack S ∈ S, we say that they are
consistent (S ↔ s) if �s = �S and ∀i ∈ {1, .., �S}, S[i] = (s[i], τ), for some τ .

Theorem 1 (standard and concrete semantics consistency). Given a
program P = 〈c,H, L〉, let M0 ∈MV ar(c) and m0 ∈Mε such that M0 ↔ m0.
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〈l, 1,M0, λ, 0〉 ∗−→〈τ, i,M, S, j〉 if and only if 〈1,m0, λ〉 ∗−→ε〈i,m, s〉
with M ↔ m and S ↔ s.
The purpose of abstract interpretation (or abstract semantics) [7,8] is to

correctly approximate the concrete semantics of all executions in a finite way.
We now present an abstract operational semantics which is an abstraction of the
concrete semantics: concrete values are abstracted by keeping only their security
level and disregarding their numerical part. Addresses maintain their identity.
All other structures are abstracted consequently.

The domain of values V = Vε×L is abstracted in the following way: (Vε)� =
{�} and L� = L. Thus V� = {�} × L� which is isomorphic to L. For every
concrete value (k, σ) ∈ V , its abstraction is given by αV((k, σ)) = (�, σ) = σ. The
domain of addresses A = Aε ×L is abstracted in the following way: (Aε)� = Aε
and thus A� = A × L� and αA((j, σ)) = (j, σ). The abstract memories M�

X :
X → (V� ∪A�) are the functions from variable identifiers to abstract values and
addresses. The abstraction function on memories αM :MX →M�

X assigns the
abstraction ofM(x) toM �(x), for each x ∈ X . The domain of stacks S� is defined
analogously. The abstract states,Q�, contains the abstractions of the components
of Q: αQ : Q → Q� is defined as αQ(〈σ, i,M, S, j〉) = 〈σ, i, αM(M), αS(S), j〉.

The abstract semantics is defined by the same rules of the concrete semantics,
used on the abstract domains. The transition relation of the abstract semantics is
denoted by−→�. Note that, for if instructions both alternative branches are exe-
cuted, since every value is abstracted to ”�”. Moreover, since addresses maintain
their identity, also all possible return points are explored. Given P = 〈c,H, L〉
we denote by A(P ) the abstract transition system defined by the abstract rules
and starting from the state 〈l, 1,M �

0, λ, 0〉 where M �
0 ∈ Mvar(c) is such that

∀x ∈ L :M �(x) = l and ∀x ∈ H :M �
0(x) = h. The following theorem states that

the abstract semantics mimics all possible concrete executions: the abstraction
of every path of a concrete semantics is a path of the abstract one.

Theorem 2 (correctness of the abstract semantics). Given two concrete
states Q,Q′ ∈ Q, Q −→ Q′ implies αQ(Q) −→� αQ(Q′).

Note that the abstract semantics is finite. In fact, since security levels, envi-
ronments and abstract values are finite, then abstract memories are finite too.
Abstract operand stacks are finite because we assume stack boundedness.

4 Model Checking the Abstract Semantics

In this section we define some security properties guaranteeing the absence of
different security leakages and we show how it is possible to prove them for a
program P by model checking the abstract semantics of P for a set of logic
formulae.

In the following, we assume a program P = 〈c,H, L〉. The following property
states that the final value of each low variable does not depend on the initial
value of the high variables.
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Definition 3 (secure information flow). P satisfies the secure information
flow property (SIF ) if for each pair of memories m1,m2 ∈ Mε

V ar(c), with
m1 ↓L= m2 ↓L,
if 〈1,m1, λ〉 ∗−→ε〈i1,m′

1, s1〉 and 〈1,m2, λ〉 ∗−→ε〈i2,m′
2, s2〉 with c[i1] = c[i2] =

halt,
then m′

1 ↓L= m′
2 ↓L.

The second property we consider concerns the timing flows due to termination
observation [10,19]: it is not possible to leak high information by observing the
termination of the program.

Definition 4 (termination agreement). P satisfies the termination agree-
ment property (TERM) if for each pair of memories m1,m2 ∈ Mε

V ar(c), with
m1 ↓L= m2 ↓L,
if 〈1,m1, λ〉 ∗−→ε〈i1,m′

1, s1〉 with c[i1] = halt, then 〈1,m2, λ〉 ∗−→ε〈i2,m′
2, s2〉

with c[i2] = halt.

The third property concerns timing channels where the number of instruc-
tions executed in a computation may reveal information on the value of the high
variables.

Definition 5 (timing agreement). We say that P satisfies the timing agree-
ment property (TIME) if for each pair of memories m1,m2 ∈ Mε

V ar(c), with
m1 ↓L= m2 ↓L,
if 〈1,m1, λ〉 ∗−→ε〈i1,m′

1, s1〉 with c[i1] = halt, and 〈1,m2, λ〉 ∗−→ε〈i2,m′
2, s2〉

with c[i2] = halt, then the two computations have the same length.

The following theorems relate the abstract semantics with the above proper-
ties.

Theorem 3. P satisfies SIF if for each state of A(P ) such that c[PC] = halt,
then ∀x ∈ L,MEM [x] = l or MEM [x] = (i, l) for some i.

Theorem 4. P satisfies TERM if every state of A(P ) such that ENV = h
does not belong to a cycle.

Theorem 5. P satisfies TIME if:

all paths in A(P ) starting from a state satisfying STACK[1] = h and PC = i
where c[i] = if and ending with a state satisfying PC = ipd(i) have the same
length.
all paths in A(P ) starting from a state satisfying PC = i and MEM [x] =
(j, h) where c[i] = ret x and ending with a state satisfying PC = ipd(i) have
the same length.
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Theorem 3 states that to check SIF it suffices to examine the final states
of the abstract semantics, and, in particular, to check that in these states the
low variables hold low values and the stack contains only low values. Theorem 4
says that TERM can be controlled by checking that no instruction is executed
more than once under a high environment. Theorem 5 states that, to ensure
TIME, the branches starting from an if instruction at address i with an high
condition (the value on top of the stack is h) must have the same length until
ipd(i) is reached. A similar condition is stated for ret instructions with high
return address.

The proof of the above theorems is based on a set of properties of the con-
crete semantics that we now briefly show. We need some definitions. Two con-
crete values (k1, σ1), (k2, σ2) ∈ (V ∪A) are low equivalent ( (k1, σ1) ∼V (k2, σ2))
if and only if if either they are equal or σ1 = σ2 = h. Two concrete mem-
ories M,M ′ ∈ MX are low equivalent (M ∼M M ′ ) if and only if for each
x ∈ X,M(x) ∼V M ′(x). To define low equivalence of operand stacks, we repre-
sent them in a canonical form. Each S ∈ S is uniquely representable in canonical
form as S = u · w, where w contains only high values and the bottom element
of u is a low value. Two concrete operand stacks S = u · w and S′ = u′ · w′ are
low equivalent (S ∼S S′) if and only if
�u = �u′ and ∀i ∈ {1, .., �u} : u[i] ∼V u′[i].

Two operand stacks are low equivalent if and only if the u parts of their
canonical representation have the same length and hold low equivalent values in
the same positions.

The following lemma states that, if the environment is low, two concrete
transitions starting from the same instruction and low equivalent memories and
operand stacks, maintain low equivalence of memories and stacks. Moreover,
after the transitions, the environments are equal. Finally, if the environment is
still low, then also the contents of the program counter is the same and IPD.
Instead, if the environment becomes high, then ipd(i) is stored into IPD.

Lemma 1. Let M1 ∼M M2 and S1 ∼S S2.
〈l, i,M1, S1, 0〉 → 〈τ, i1,M ′

1, S
′
1, j〉 implies 〈l, i,M2, S2, 0〉 → 〈τ, i2,M ′

2, S
′
2, j〉

with M ′
1 ∼M M ′

2, S
′
1 ∼S S′

2, and,
if τ = l, then i1 = i2 and j = 0; if τ = h, then j = ipd(i)

The following lemma states that, in each transition executed under the high
security environment, the memory and the operand stack before and after the
transition are low equivalent to each other. Moreover, the environment is down-
graded only when the instruction at address IPD is executed, and in this case
IPD is reset to 0.

Lemma 2. 〈h, i,M, S, j〉 → 〈τ, i′,M ′, S′, j′〉 implies M ∼M M ′, S ∼S S′ and,
if τ = l, then i′ = j and j′ = 0.

The proofs of the Theorems 3, 4 and 5 is based on the following informal
reasoning. Consider two standard computations starting from memories that
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agree on the value of low variables. Consider the corresponding concrete compu-
tations, existing by Theorem 1. By Lemma 1, until the environment is low, the
two computations perform the same instructions, keep low quivalence of memo-
ries and operand stacks, and maintain the same environment and IPD = 0. By
the same lemma, if one of them upgrades the environment, also the other one do.
While executing in the high environment, low equivalence of memory and stacks
is maintained by Lemma 2. The proof then follows by considering the abstract
computations corresponding to the concrete ones, existing by Theorem 2, and
the conditions expressed by the theorems.

4.1 Implementation in SMV

We have used the SMV tool [11] to implement our method. SMV is a tool for
checking finite state systems against specifications in the temporal logic CTL
[6]. The specifications are assertions on the state variables and on the paths of
the system. Using the SMV model checker, the three conditions above can be
written as follows:

ϕSIF = ∧x∈LAG((PC = i) ∧ c[i] = halt)
→ ((MEM [x] = l) ∨ (MEM [x] = (j, l)));

ϕTERM =AG(((PC = i) ∧ (ENV = h))→ AG(PC! = i));

ϕTIME = AG(((PC = i) ∧ (STACK[1] = h) ∧ ((c[i] = if))
→ ∨r=1,..nX

r(PC = ipd(i))
∧AG(((PC = i) ∧ (MEM [x] = (j, h) ∧ (c[i] = ret x))
→ ∨r=1,..nX

r(PC = ipd(i))
where n = �c and Xr = X...X r times.

We recall that in CTL a state Q satisfies A φ if φ is true in all paths starting
from Q; Q satisfies G φ if φ is true in all states reachable from Q; Q satisfies
X φ if φ is true in all states reachable from Q by only one transition. The three
formulae are the translation in the logic of SMV of the conditions expressed by
Theorems 3, 4 and 5. In ϕTIME , to check that the lengths of the paths from a
state to another one are all equal, we use the sequences of the X operator with
length ≤ �c : the formula is true if r ≤ �c exists such that Xr(PC = ipd(i)) is
true; in this case all paths have length r.

4.2 Examples

Consider programs with L = {x} andH = {y}. Fig. 4 shows a non-secure implicit
flow. It corresponds to the program: if y=0 then x:=1 else x:=0. Fig.
4(c) shows the abstract structure of the program. A(P ) does not satisfy ϕSIF
nor ϕTIME , while ϕTERM is satisfied. Fig. 4(b) shows a concrete computation
violating SIF .



12 Cinzia Bernardeschi and Nicoletta De Francesco

1 load y
2 if 5
3 push 1
4 goto 6
5 push 0
6 store x
7 halt

(a)

〈ENV, PC, [MEM(x) MEM(y)], STACK, IPD〉

〈l, 1, [(5, l)(1, h)], λ, 0〉
↓load

〈l, 2, [(5, l)(1, h)], (1, h), 0〉
↓iftrue

〈h, 5, [(5, l)(1, h)], λ, 6〉
↓push

〈h, 6, [(5, l)(1, h)], (0, h), 6〉
↓ipd

〈l, 6, [(5, l)(1, h)], (0, h), 0〉
↓store

〈l, 7, [(0, h)(1, h)], λ, 0〉
↓halt ↑

(b)

〈l, 1, [(l)(h)], λ, 0〉
↓load

〈l, 2, [(l)(h)], (h), 0〉
↙iftrue ↘iffalse

〈h, 5, [(l)(h)], λ, 6〉 〈h, 3, [(l)(h)], λ, 6〉
↓push

↓push 〈h, 4, [(l)(h)], h, 6〉
↓goto

〈h, 6, [(l)(h)], (h), 6〉
↓ipd

〈l, 6, [(l)(h)], (h), 0〉
↓store

〈l, 7, [(h)(h)], λ, 0〉
↓halt ↑

(c)

Fig. 4. A program not satisfying SIF

The program in Fig. 5 is an example of violation of termination agreement.
This program terminates depending on the value non-zero or zero of the high
security level variable y. It corresponds to the high level program: while (y)
do skip. Fig. 5(b) shows the abstract semantics of the program. Note that it
satisfies ϕSIF , but not ϕTERM : there is a cycle including states with ENV = h.

Fig. 6 shows an example of not secure program due to to a timing channel.
The number of steps of the program depends on the value of the high security
level variable y. When the program terminates the low variable x always holds
1. Fig. 6 (b) shows the abstract semantics of the program. It satisfies ϕSIF and
ϕTERM , but it does not satisfy ϕTIME .

5 Conclusions

The work [5] presents an approach, based on abstract interpretation and model
checking, enabling a smart card issuer to verify that a new applet securely inter-
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acts with already downloaded applets. The work concentrates on applet inter-
faces, therefore the security levels correspond to the possible interactions among
applets. Covert channels are not handled and in general the formulae are not
general but specific for the particular applet to be verified.

An alternative approach to check secure information flow in assembly code
may be developed by defining a typing system for this purpose. Typing systems
have been defined for high level languages for example in [19,14]. Typing sys-
tems for assembly code have been defined, for example, in [13,20,21], but they
check safety and do not handle secure information flow. An advantage of our
approach with respect to those based on typing is that it is semantics based and
thus keeps information on the dynamic behavior of programs, allowing to check
more precisely the desired properties. A further advantage is flexibility: different
security properties can be checked on the abstract semantics by expressing them
as temporal logic formulae. For example, the condition that a low variable never
holds a high value during the computations can be expressed by the formula:
∧x∈LAG(MEM [x] = l). This condition, that ensures secure information flow,
corresponds to that checked by the typing approaches and it is stronger than
that expressed in Theorem 3.

1 load y

2 if 1

3 halt

(a)

〈ENV,PC, [MEM(y)], STACK, IPD〉

〈l, 1, [(h)], λ, 0〉
↓load

〈l, 2, [(h)], (h), 0〉
↙iffalse ↘iftrue ←

〈h, 1, [(h)], λ, 3〉 |
↓load |

〈h, 2, [(h)], h, 3〉 |
↙iffalse ↘iftrue |

〈h, 3, [(h)], λ, 3〉
↓ipd

〈l, 3, [(h)], λ, 0〉
↓halt ↑

(b)

Fig. 5. A program not satisfying TERM

References

1. G. R. Andrews, R. P. Reitman. An axiomatic approach to information flow in
programs. ACM Transactions on programming languages and systems, 2(1), 1980,
pp. 56-76.



14 Cinzia Bernardeschi and Nicoletta De Francesco

1 load y

2 if 5

3 push 0

4 pop

5 push 1

6 store x

7 halt

(a)

〈ENV, PC, [MEM(x) MEM(y)], STACK, IPD〉

〈l, 1, [(l)(h)], λ, 0〉
↓load

〈l, 2, [(l)(h)], (h), 0〉
↙iffalse ↓iftrue

〈h, 3, [(l)(h)], λ, 5〉
↓push

〈h, 4, [(l)(h)], h, 5〉
↘pop

〈h, 5, [(l)(h)], λ, 5〉
↓ipd

〈l, 5, [(l)(h)], λ, 0〉
↓push

〈l, 6, [(l)(h)], l, 0〉
↓store

〈l, 7, [(l)(h)], λ, 0〉
↓halt ↑

(b)

Fig. 6. A program not satisfying TIME

2. T. Ball. What’s in a region? Or computing control dependence regions in near-
linear time for reducible control flow. ACM Letters on Programming languages
and Systems, Vol. 2, N. 1-4, 1993, pp. 1-16.

3. R. Barbuti, C. Bernardeschi, N. De Francesco. Abstract Interpretation of Opera-
tional Semantics for Secure Information Flow. To appear on Information Processing
Letters.

4. R. Barbuti, C. Bernardeschi, N. De Francesco. Checking Security of Java Bytecode
by Abstract Interpretation. Proceedings of the Special Track on Security at the
ACM Symposium on Applied Computing (SAC2002), March 10-14, Spain 2002,
(to appear).

5. P. Bieber, J. Cazin, P. Girard, J-L. Lanet, V.Wiels, G. Zanon. Checking Secure
Interactions of Smart Card Applets. Proceedings of ESORICS 2000.

6. E.M. Clarke, E.A. Emerson, A.P. Sistla. Automatic verification of finite-state
concurrent systems using temporal logic specifications. ACM Transactions on pro-
gramming Languages and Systems, vol. 8, n. 2, 1986, 244-263.

7. P. Cousot, R. Cousot. Abstract interpretation frameworks. Journal of Logic and
Computation, 2, 1992, pp. 511-547.

8. P. Cousot, R. Cousot. Inductive Definitions,Semantics and Abstract interpre-
tations. Proc. 19th ACM Symposium on Principles of programming languages,
POPL’92, 1992, pp. 83-94.

9. D. E. Denning, P. J. Denning. Certification of programs for secure information
flow. Communications of the ACM, 20(7), 1977, pp. 504-513.

10. B.W. Lampson. A note on the confinement problem. Communications of the ACM,
Vol. 16, n. 10, 1973, pp. 613-615.

11. K.L. McMillan. The SMV language. Cadence Berkeley Labs, Cadence Design
Systems, Berkeley, March 1999.



Combining Abstract Interpretation and Model Checking 15

12. Lindholm T., F. Yellin. The java virtual machine specification. Addison-Wesley,
1996.

13. G. Morrisett, D. Walker, K. Crary, N. Glew. From System F to Typed Assembly
Language. ACM Transactions on Programming Languages and Systems, Vol. 21,
N. 3, 1999, pp. 527-568.

14. A. Sabelfeld, D. Sands. The impact of synchronization on secure information flow
in concurrent programs. Proceedings Andrei Ershov 4th International Conference
on Perspective of System Informatics, Novosibirsk, LNCS, Springer-Verlag, July
2001.

15. D. A. Schmidt. Abstract interpretation of small-step semantics. Proceedings 5th
LOMAPS Workshop on Analysis and Verification of Multiple-Agent Languages,
M. Dam and F. Orava, eds. Springer, 1996.

16. D. A. Schmidt, B. Steffen. Program analysis as model checking of abstract inter-
pretations. Proc. 5th Static Analysis Symposium, G. Levi. ed., Pisa, September,
1998. Springer LNCS 1503.

17. D. A. Schmidt. Data-flow analysis is model checking of abstract interpretations.
Proc. 25th ACM Symp. Principles of Programming Languages, San Diego, 1998.

18. D. Volpano, G. Smith, C. Irvine. A sound type system for secure flow analysis.
Journal of Computer Security, 4(3), 1996, pp. 167-187.

19. D. Volpano, G. Smith. Eliminating covert flows with minimum typing. Proceedings
10th IEEE Computer Security Security Foundation Workshop, June 1997, pp. 156-
168.

20. R. Stata, M. Abadi. A type system for java bytecode subroutine. ACM Transac-
tions on Programming Languages and Systems, Vol. 21, n. 1, 1999, pp. 90-137.

21. Z. Xu, B. P. Miller, T. Reps. Safety Checking of Machine Code. Proceedings ACM
SIGPLAN Conference on Programming Language Design and Implementation,
Vancouver, Canada, 2000, pp. 70-82.



Proofs Methods for Bisimulation Based

Information Flow Security�

Riccardo Focardi, Carla Piazza, and Sabina Rossi

Dipartimento di Informatica, Università Ca’ Foscari di Venezia
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Abstract. Persistent BNDC (P BNDC, for short) is a security property
for processes in dynamic contexts, i.e., contexts that can be reconfigured
at runtime. We study how to efficiently decide if a process is P BNDC. We
exploit a characterization of P BNDC through a suitable notion of Weak
Bisimulation up to high level actions. In the case of finite-state processes,
we study two methods for computing the largest weak bisimulation up to
high level actions: (1) via Characteristic Formulae and Model Checking
for µ-calculus and (2) via Closure up to a set of actions and Strong
Bisimulation. This second method seems to be particularly appealing: it
can be performed using already existing tools at a low time complexity.

1 Introduction

Systems are becoming more and more complex, and the security community
has to face this by considering, e.g., issues like process mobility among different
architectures and systems. A mobile process moving on the network can be influ-
enced and reconfigured by the environments it crosses, possibly leading to new
security breaches. A program executing in a “secure way” inside one environ-
ment could find itself in a different setting (with different malicious attackers)
at runtime, e.g., if the process decides to migrate during its execution.

Persistent BNDC (P BNDC, for short) [11, 12], is a security property based
on the idea of Non-Interference [13] (formalized as BNDC [10]), which is sui-
table to analyze processes in dynamic environments. The basic idea is to re-
quire that every state which is reachable by the system still satisfies a basic
Non-Interference property. If this holds, we are assured that even if the system
migrates during its execution no malicious attacker will be able to compromise
it, as every possible reachable state is guaranteed to be secure. This extension
of BNDC leads to some interesting results, as it can be equivalently defined as a
Weak Bisimulation up to high level actions. This result, allowing to avoid both
the universal quantification over all the possible attackers, present in BNDC, and
the universal quantification over all possible reachable states, required by the def-
inition of P BNDC, naturally suggests the effective computability of P BNDC.
� Partially supported by the MURST projects “Interpretazione astratta, type systems
e analisi control-flow” and “Modelli formali per la sicurezza” and the EU Contract
IST-2001-32617 “Models and Types for Security in Mobile Distributed Systems”.
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In this paper we consider the specific problem of automatically checking
P BNDC. In particular, we describe two methods for determining whether a
system is P BNDC. The first method is based on the derivation of Characteris-
tic Formulae [21, 24] in the language of modal µ-calculus [16]. The characteristic
formulae can be automatically verified using model checkers for µ-calculus, such
as NCSU Concurrency Workbench [4]. The second method is in the spirit of [24]:
it is based on the computation of a sort of transitive closure (Closure up to high
level actions) of the system and on the verification of a Strong Bisimulation.
This allows us to use existing tools as a large number of algorithms for comput-
ing the largest strong bisimulation between two processes have been proposed
[22, 2, 17, 7] and are integrated in model checkers, such as NCSU Concurrency
Workbench, XEVE [1], FDR2 [23]. In particular, this second approach improves
on the polynomial time complexity of the Compositional Security Checker CoSeC
presented in [9], since only one bisimulation test is necessary.

The paper is organized as follows. In Section 2 we recall the Security Process
Algebra (SPA, for short) and the notions of Strong and Weak bisimulation. In
Section 3 we introduce the P BNDC property and we recall its characterization
in terms of weak bisimulation up to high level actions. In Section 4 we propose
two methods to prove the weak bisimulation up high level actions and we demon-
strate some complexity results. Finally, in Section 5 we draw some conclusions.

2 Preliminaries

The Security Process Algebra (SPA, for short) [10] is a slight extension of Milner’s
CCS [20], where the set of visible actions is partitioned into high level actions
and low level ones in order to specify multilevel systems. SPA syntax is based on
the same elements as CCS that is: a set L of visible actions such that L = I ∪O
where I = {a, b, . . .} is a set of input actions and O = {ā, b̄, . . .} is a set of output
actions; a special action τ which models internal computations, i.e., not visible
outside the system; a complementation function ·̄ : L → L, such that ¯̄a = a,
for all a ∈ L, and τ̄ = τ ; Act = L ∪ {τ} is the set of all actions. The set of
visible actions is partitioned into two sets, ActH and ActL, of high and low level
actions such that ActH = ActH and ActL = ActL, and ActH ∪ ActL = L and
ActH ∩ActL = ∅. The syntax of SPA agents (or processes) is defined as follows:

E ::= 0 | a.E | E + E | E|E | E \ v | E[f ] | Z

where a ∈ Act , v ⊆ L, f : Act → Act is such that f(ᾱ) = f(α) and f(τ) = τ ,
and Z is a constant that must be associated with a definition Z def= E.

Intuitively, 0 is the empty process that does nothing; a.E is a process that
can perform an action a and then behaves as E; E1 + E2 represents the non
deterministic choice between the two processes E1 and E2; E1|E2 is the parallel
composition of E1 and E2, where executions are interleaved, possibly synchro-
nized on complementary input/output actions, producing an internal action τ ;
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Prefix

a.E
a→ E

E1
a→ E′

1 E2
a→ E′

2

Sum

E1 +E2
a→ E′

1 E1 + E2
a→ E′

2

E1
a→ E′

1 E2
a→ E′

2 E1
a→ E′

1 E2
ā→ E′

2

Parallel a ∈ L
E1|E2

a→ E′
1|E2 E1|E2

a→ E1|E′
2 E1|E2

τ→ E′
1|E′

2

E
a→ E′

Restriction if a �∈ v
E \ v a→ E′ \ v

E
a→ E′

Relabelling

E[f ]
f(a)→ E′[f ]

E
a→ E′

Constant if A
def
= E

A
a→ E′

Fig. 1. The operational rules for SPA

E \ v is a process E prevented from performing actions in v1; E[f ] is the process
E whose actions are renamed via the relabelling function f .

The operational semantics of SPA agents is given in terms of Labelled Tran-
sition Systems. A Labelled Transition System (LTS) is a triple (S,A,→) where
S is a set of states, A is a set of labels (actions), →⊆ S×A×S is a set of labelled
transitions. The notation (S1, a, S2) ∈→ (or equivalently S1

a→ S2) means that
the system can move from the state S1 to the state S2 through the action a.
The operational semantics of SPA is the LTS (E ,Act ,→), where the states are
the terms of the algebra and the transition relation →⊆ E ×Act × E is defined
by structural induction as the least relation generated by the axioms and infer-
ence rules reported in Fig. 1. The operational semantics for an agent E is the
subpart of the SPA LTS reachable from the initial state E and we refer to it as
LTS (E) = (SE ,Act ,→), where SE is the set of processes reachable from E. A
process E is said to be finite-state if SE is finite.

The concept of observation equivalence between two processes is based on
the idea that two systems have the same semantics if and only if they cannot be
distinguished by an external observer. This is obtained by defining an equivalence
relation over E , equating two processes when they are indistinguishable. In the
following, we report the definitions of two observation equivalences called strong
bisimulation and weak bisimulation [20].

1 In CCS the operator \ requires that the actions of E \ v do not belong to v ∪ v̄.
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Definition 1 (Strong Bisimulation). A binary relation R ⊆ E×E over agents
is a strong bisimulation if (E,F ) ∈ R implies, for all a ∈ Act,
• if E a→ E′, then there exists F ′ such that F a→ F ′ and (E′, F ′) ∈ R;
• if F a→ F ′, then there exists E′ such that E a→ E′ and (E′, F ′) ∈ R.
Two agents E,F ∈ E are strongly bisimilar, denoted by E ∼ F , if there exists a
strong bisimulation R containing the pair (E,F ).

A weak bisimulation is a bisimulation which does not care about internal
τ actions. So, when F simulates an action of E, it can also execute some τ
actions before or after that action. We will use the following auxiliary notations.
If t = a1 · · ·an ∈ Act∗ and E a1→ · · · an→ E′, then we write E t→ E′. We also
write E t=⇒ E′ if E( τ→)∗ a1→ ( τ→)∗ · · · ( τ→)∗ an→ ( τ→)∗E′ where ( τ→)∗ denotes a
(possibly empty) sequence of τ labelled transitions. If t ∈ Act∗, then t̂ ∈ L∗ is
the sequence gained by deleting all occurrences of τ from t. Hence, E â=⇒ E′

stands for E a=⇒ E′ if a ∈ L, and for E( τ→)∗E′ if a = τ .

Definition 2 (Weak Bisimulation). A binary relation R ⊆ E×E over agents
is a weak bisimulation if (E,F ) ∈ R implies, for all a ∈ Act,
• if E a→ E′, then there exists F ′ such that F â=⇒ F ′ and (E′, F ′) ∈ R;
• if F a→ F ′, then there exists E′ such that E â=⇒ E′ and (E′, F ′) ∈ R.
Two agents E,F ∈ E are weakly bisimilar, denoted by E ≈ F , if there exists a
weak bisimulation R containing the pair (E,F ).

In [20] it is proved that ∼ is the largest strong bisimulation, ≈ is the largest
weak bisimulation and they are equivalence relations.

3 Security Properties

We recall the Persistent BNDC (P BNDC, for short) security property and its
characterization in terms of weak bisimulation up to high level actions [11, 12].

We first give the definition of Bisimulation-based Non Deducibility on Com-
positions (BNDC, for short) [8, 10]. The BNDC security property aims at guar-
anteeing that no information flow from the high to the low level is possible,
even in the presence of malicious processes. The main motivation is to protect
a system also from internal attacks, which could be performed by the so called
Trojan Horse programs. Property BNDC is based on the idea of checking the
system against all high level potential interactions, representing every possible
high level malicious program. In particular, a system E is BNDC if for every
high level process Π a low level user cannot distinguish E from (E|Π) \ ActH ,
i.e., if Π cannot interfere [13] with the low level execution of the system E.

Definition 3 (BNDC). Let E ∈ E.
E ∈ BNDC iff ∀ Π ∈ EH , E \ActH ≈ (E|Π) \ActH .
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In [11, 12] it is shown that the BNDC property is not strong enough to analy-
se systems in dynamic execution environments. For example, if code mobility
is allowed, a program could migrate to a different host in the middle of its
computation. In this setting we have to guarantee that every reachable state of
the process is secure. Another interesting example is the execution of an applet
on a Java Card, where an attacker could try to bring the card in an unstable
(insecure) state by powering off the card in the middle of applet computation.

To deal with these situations, in [11, 12] it has been introduced the security
property named P BNDC.

Definition 4 (Persistent BNDC). Let E ∈ E.

E ∈ P BNDC iff ∀ E′ reachable from E and ∀ Π ∈ EH ,
E′ \ActH ≈ (E′|Π) \ActH ., i.e., E′ ∈ BNDC .

Example 1. Consider the process E1 = l.h.j.0+ l.(τ.j.0+ τ.0) where l, j ∈ ActL
and h ∈ ActH . E1 can be proved to be BNDC . Indeed, the causality between
h and j in the first branch of the process is “hidden” by the second branch
l.(τ.j.0 + τ.0), which may simulate all the possible interactions with a high
level process. Suppose now that E1 is moved in the middle of a computation.
This might happen when it find itself in the state h.j.0 (after the first l is
executed). Now it is clear that this process is not secure, as a direct causality
between h and j is present. In particular h.j.0 is not BNDC and this gives
evidence that E1 is not P BNDC. The process may be “repaired” as follows:
E2 = l.(h.j.0+τ.j.0+τ.0)+l.(τ.j.0+τ.0). It may be proved that E2 is P BNDC.
Note that, from this example it follows that P BNDC ⊂ BNDC.

In [12] it has been proven that property P BNDC is equivalent to the security
property SBSNNI [9, 10] which is automatically checkable over finite state pro-
cesses. However, this property still requires a universal quantification over all the
possible reachable states from the initial process. In [11, 12] it has been shown
that this can be avoided, by including the idea of “being secure in every state”
inside the bisimulation equivalence notion. This is done by defining an equiva-
lence notion which just focus on observable actions not belonging to ActH . More
in detail, it is defined an observation equivalence, named weak bisimulation up to
ActH , where actions from ActH are allowed to be ignored, i.e., they are allowed
to be matched by zero or more τ actions. To do this, it is used a transition
relation which does not take care of both internal and high level actions.

We use the following notations. For an action a ∈ Act , we write ( a→){0,1}

to denote a sequence of zero or one a actions. The expression E â=⇒\ActH
E′

is a shorthand for E â=⇒ E′ if a �∈ ActH , and for E( τ−→)∗( a−→){0,1}( τ−→)∗E′ if
a ∈ ActH . Notice that the relation â=⇒\ActH

is a generalization of the relation
â=⇒ used in the definition of weak bisimulation [20]. In fact, if ActH = ∅, then

for all a ∈ Act , E â=⇒\ActH
E′ coincides with E â=⇒ E′.
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Definition 5 (Weak Bisimulation up to ActH). A binary relation R ⊆ E×E
over agents is a weak bisimulation up to ActH if (E,F ) ∈ R implies, for all
a ∈ Act,
• if E a→ E′, then there exists F ′ such that F â=⇒\ActH

F ′ and (E′, F ′) ∈ R;
• if F a→ F ′, then there exists E′ such that E â=⇒\ActH

E′ and (E′, F ′) ∈ R.
Two agents E,F ∈ E are weakly bisimilar up to ActH , written E ≈\ActH

F , if
(E,F ) ∈ R for some weak bisimulation R up to ActH .

The relation ≈\ActH
is the largest weak bisimulation up to ActH and it is an

equivalence relation. In [12] it is proven that P BNDC can be characterized in
terms of ≈\ActH

as follows. We will exploit this result for verifying P BNDC.

Theorem 1. Let E ∈ E. Then, E ∈ P BNDC iff E ≈\ActH
E \ActH .

4 Checking P BNDC

In this section we present two methods to determine whether E ≈\ActH
E\ActH ,

in the case that E is a finite-state process. In particular, we tackle the problem of
proving E ≈\ActH

F , when E and F are finite-state processes. The first method
we propose consists in defining from a given processE a modal µ-calculus formula
φ≈\ActH (E) such that F satisfies φ≈\ActH (E) if and only if E ≈\ActH

F . The
second method consists in deriving from the LTS’s of E and F two transformed
LTS’s that are strongly bisimilar if and only if E ≈\ActH

F .

4.1 Characteristic Formulae

The modal µ-calculus [16] is a small, yet expressive process logic. We consider
modal µ-calculus formulae constructed according to the following grammar:

φ ::= true | false | φ1 ∧ φ2 | φ1 ∨ φ2 | 〈a〉φ | [a]φ | X | µX.φ | νX.φ

where X ranges over an infinite set of variables and a over a set of actions Act .
The fixpoint operators µX and νX bind the respective variable X and we adopt
the usual notion of closed formula. For a finite setM of formulae, we write

∧
M

and
∨
M for the conjunction and disjunction of the formulae in M .

Modal µ-calculus formulae are interpreted over processes, which are modelled
by LTS’s. Let E be a process and LTS (E) = (SE ,ActH ,→). The subset of states
that satisfy a formula φ, denoted by ME(φ)(ρ), is intuitively defined in Fig. 2.
We use the notion of environment that is a partial mapping ρ : Var �→ 2SE which
interprets at least the free variables of φ by subsets of SE . For a set x ⊆ SE and
a variable X , we write ρ[X �→ x] for the environment that maps X to x and that
is defined on a variable Y �= X iff ρ is defined on Y and maps Y then to ρ(Y ).

Intuitively, true and false hold for all resp. no states and ∧ and ∨ are
interpreted by conjunction and disjunction, 〈a〉φ holds for a state E′ ∈ SE if
there is a state E′′ reachable from E′ with an action a which satisfies φ, and [a]φ
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ME(true)(ρ) = SE

ME(false)(ρ) = ∅
ME(φ1 ∧ φ2)(ρ) = ME(φ1)(ρ) ∩ME(φ2)(ρ)
ME(φ1 ∨ φ2)(ρ) = ME(φ1)(ρ) ∪ME(φ2)(ρ)

ME(〈a〉φ)(ρ) = {E′ | ∃E′′ : E′ a→ E′′ ∧ E′ ∈ME(φ)(ρ)}
ME([a]φ)(ρ) = {E′ | ∀E′′ : E′ a→ E′′ ⇒ E′′ ∈ME(φ)(ρ)}
ME(X)(ρ) = ρ(X)

ME(µX.φ)(ρ) =
T{x ⊆ SE | ME(φ)(ρ[X �→ x]) ⊆ x}

ME(νX.φ)(ρ) =
S{x ⊆ Se | ME(φ)(ρ[X �→ x]) ⊇ x}

Fig. 2. Semantics of modal mu-calculus

holds for E′ if all states E′′ reachable from E′ with an action a satisfy φ. The
interpretation of a variable X is as prescribed by the environment. The formula
µX.φ, called least fixpoint formula, is interpreted by the smallest subset x of SE
that recurs when φ is interpreted with the substitution of x for X . Similarly,
νX.φ, called greatest fixpoint formula, is interpreted by the largest such set. Exi-
stence of such sets follow from the well-known Knaster-Tarski fixpoint theorem.
As the meaning of a closed formula φ does not depend on the environment, we
sometimes write ME(φ) for ME(φ)(ρ) where ρ is an arbitrary environment.

The set of processes satisfying a closed formula φ is Proc(φ) = {F | F ∈
MF (φ)}. We also refer to (closed) equation systems of modal µ-calculus formulae,

Eqn : X1 = φ1, . . . , Xn = φn

where X1, . . . , Xn are mutually distinct variables and φ1, . . . , φn are modal µ-
calculus formulae having at most X1, . . . , Xn as free variables.

An environment ρ : {X1, . . . , Xn} → 2SE is a solution of an equation sys-
tem Eqn, if ρ(Xi) = ME(φi)(ρ). The fact that solutions always exist, is again
a consequence of the Knaster-Tarski fixpoint theorem. In fact the set of envi-
ronments that are candidates for solutions, EnvE = {ρ | ρ : {X1, . . . , Xn} →
2SE}, together with the lifting � of the inclusion order on 2SE , defined by
ρ � ρ′ iff ρ(Xi) ⊆ ρ′(Xi) for i ∈ [1..n] forms a complete lattice. Now, we can
define the equation functional FuncEqn

E : EnvE → EnvE by FuncEqn
E (ρ)(Xi) =

ME(φi)(ρ) for i ∈ [1..n], the fixpoints of which are just the solutions of Eqn .
FuncEqn

E is monotonic asME(φi) is monotonic. In particular, there is the largest
solution νFuncEqn

E of Eqn (with respect to �), which we denote by ME(Eqn).
This definition interprets equation systems on the states of a given process E.
We lift this to processes by agreeing that a process satisfies an equation system
Eqn , if its initial state is in the largest solution of the first equation. Thus the set
of processes satisfying the system Eqn is Proc(Eqn) = {F | F ∈MF (Eqn)(X1)}.

The relation ≈\ActH
⊆ E × E can be characterized as the greatest fixpoint

νFunc≈\ActH
of the monotonic functional Func≈\ActH

on the complete lattice of
relations R ⊆ E × E ordered by set inclusion, where (E,F ) ∈ Func≈\ActH

(R) if
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and only if points (1) and (2) of Definition 5 hold. Thus a relation R is a weak
bisimulation up to ActH if and only if R ⊆ Func≈\ActH

(R), i.e., R is a post-
fixpoint of Func≈\ActH

. By the Knaster-Tarski fixpoint theorem, νFunc≈\ActH
is

the union of all post-fixpoints of Func≈\ActH
, i.e., it is the largest weak bisimula-

tion up to ActH . If we restrict to the complete lattice of relations R ⊆ SE × SF
we obtain a monotonic functional Func(E,F )

≈\ActH
whose greatest fixpoint is exactly

νFunc≈\ActH
∩ (SE × SF ), and this is enough to determine if E ≈\ActH

F .
Let E be a finite-state process, E1, . . . , En its |SE | = n states, and E1 = E

its initial state. We construct a characteristic equation system [21]

Eqn≈\ActH
: XE1 = φ

≈\ActH

E1
, . . . , XEn = φ

≈\ActH

En

consisting of one equation for each state E1, . . . , En ∈ SE . We define the formu-
lae φ

≈\ActH

Ei
such that the largest solution MF (Eqn≈\ActH

) of Eqn≈\ActH
on an

arbitrary process F associates the variables XE′ just with the states F ′ of F
which are weakly bisimilar up to ActH to E′. Theorem 2 is in the spirit of [21]
and shows the exact form of such formulae. We use these notations:

〈〈a〉〉\ActH
φ

def=




〈〈τ〉〉φ if a = τ
〈〈a〉〉φ if a �∈ ActH and a �= τ
〈〈a〉〉φ ∨ 〈〈τ〉〉φ if a ∈ ActH and a �= τ

where 〈〈τ〉〉φ def= µX.φ ∨ 〈τ〉X and 〈〈a〉〉φ def= 〈〈τ〉〉〈a〉〈〈τ〉〉φ. Notice that 〈〈a〉〉\ActH
,

〈〈τ〉〉 and 〈〈a〉〉 correspond to a=⇒\ActH
, τ̂⇒ and a⇒, respectively, since

ME(〈〈a〉〉\ActH
φ)(ρ) = {E′ | ∃E′′ : E′ â=⇒\ActH

E′′ ∧E′′ ∈ME(φ)(ρ)},
ME(〈〈τ〉〉φ)(ρ) = {E′ | ∃E′′ : E′ τ̂=⇒ E′′ ∧ E′′ ∈ME(φ)(ρ)},
ME(〈〈a〉〉φ)(ρ) = {E′ | ∃E′′ : E′ a=⇒ E′′ ∧ E′′ ∈ME(φ)(ρ)}.

Theorem 2. MF (Eqn≈\ActH
)(XE′) = {F ′ ∈ SF | E′ ≈\ActH

F ′} when

φ
≈\ActH

E′
def=
∧{∧{〈〈â〉〉\ActH

XE′′ | E′ a→ E′′} | a ∈ Act}∧∧{[a]∨{XE′′ | E′ â=⇒\ActH
E′′} | a ∈ Act}.

Example 2. Consider the process E1 of Example 1. For every state E′ reachable
from E′, let ψE′ denote φ

≈\ActH

E′ . Then

ψE1 = 〈〈l〉〉\ActH
Xh.j.0 ∧ 〈〈l〉〉\ActH

Xτ.j.0+τ.0∧
[l](Xh.j.0 ∨Xτ.j.0+τ.0 ∨Xj.0 ∨X0) ∧ [τ ]XE1 ∧ [h]XE1

ψτ.j.0+τ.0 = 〈〈τ〉〉\ActH
Xj.0 ∧ 〈〈τ〉〉\ActH

X0∧
[τ ](Xτ.j.0+τ.0 ∨Xτ.j.0 ∨Xj.0 ∨Xτ.0 ∨X0)∧
[h](Xτ.j.0+τ.0 ∨Xτ.j.0 ∨Xj.0 ∨Xτ.0 ∨X0)

ψτ.j.0 = 〈〈τ〉〉\ActH
Xj.0 ∧ [τ ](Xτ.j.0 ∨Xj.0) ∧ [h](Xτ.j.0 ∨Xj.0)

ψh.j.0 = 〈〈h〉〉\ActH
Xj.0 ∧ [τ ]Xh.j.0 ∧ [h](Xh.j.0 ∨Xj.0)

ψj.0 = 〈〈j〉〉\ActH
X0 ∧ [h]Xj.0 ∧ [τ ]Xj.0 ∧ [j]X0

ψτ.0 = 〈〈τ〉〉\ActH
X0 ∧ [τ ](Xτ.0 ∨X0) ∧ [h](Xτ.0 ∨X0)

ψ0 = [h]X0 ∧ [τ ]X0
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Corollary 1. Proc(Eqn≈\ActH
) = {F | E ≈\ActH

F}.
This result holds for all processes F as Eqn≈\ActH

does not depend on F .
Characteristic formulae, i.e., single formulae characterizing processes can be

constructed by applying simple semantics-preserving transformation rules on
equation systems as described in [21]. These rules are similar to the ones used
by A. Mader in [19] as a mean of solving Boolean equation systems (with alter-
nation) by Gauss elimination. Hence, since for any equation system Eqn there
is a formula φ such that Proc(Eqn) = Proc(φ), we obtain that:

Theorem 3. For all finite-state processes E there is a modal µ-calculus formu-
lae φ≈\ActH (E) such that Proc(φ≈\ActH (E)) = {F | E ≈\ActH

F}.
Using this method we can for instance exploit the model checker NCSU

Concurrency Workbench ([4]) to check whether E ≈\ActH
F . Unfortunately,

in the µ-calculus formula we obtain for a process E there are both µ and ν
operators (see [21]). In the worst case the number of µ and ν alternations in
φ≈\ActH (E) is 2|SE|+1 (when LST (E) has a unique strongly connected compo-
nent) and in that case the complexity of model checking φ≈\ActH (E) on LTS(F )
is O(|SF |(2|SE|+1)/2) (see [18, 3]).

4.2 Strong Bisimulation

We show now how to reduce the problem of testing whether two processes are
weakly bisimilar up to ActH to a strong bisimulation problem. The next property
follows from the definition of â=⇒\ActH

.

Proposition 1. A binary relation R ⊆ E×E over agents is a weak bisimulation
up to ActH if and only if (E,F ) ∈ R implies, for all a ∈ Act
• if E â=⇒\ActH

E′, there is F ′ ∈ E such that F â=⇒\ActH
F ′ and (E′, F ′) ∈ R;

• if F â=⇒\ActH
F ′, there is E′ ∈ E such that E â=⇒\ActH

E′ and (E′, F ′) ∈ R.
Proof. (⇒). We prove that if R ⊆ E ×E is a weak bisimulation up to ActH , and
(E,F ) ∈ R, then, for all a ∈ Act we have
• if E â=⇒\ActH

E′, there is F ′ ∈ E such that F â=⇒\ActH
F ′ and (E′, F ′) ∈ R;

• if F â=⇒\ActH
F ′, there is E′ ∈ E such that E â=⇒\ActH

E′ and (E′, F ′) ∈ R.
We distinguish three cases.

Case 1. a = τ . In this case E â=⇒\ActH
E′ coincides with E( τ→)∗E′. The

proof follows by induction on the number of τ actions in E( τ→)∗E′. The base
case arises when zero τ actions are performed and it is trivial. For the induction
step, let E τ→ E′′( τ→)∗E′. Since, (E,F ) ∈ R, by Definition 5 there exists F ′′ ∈ E
such that F τ̂=⇒\ActH

F ′′, i.e., F ( τ→)∗F ′′ and (E′′, F ′′) ∈ R. By the induction

hypothesis, there exists F ′ ∈ E such that F ′′ τ̂=⇒\ActH
F ′, i.e., F ′′( τ→)∗F ′ and

(E′, F ′) ∈ R. This proves the thesis since F ( τ→)∗F ′′( τ→)∗F ′, i.e., F τ̂=⇒\ActH
F ′.
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Case 2. a ∈ L and a �∈ ActH . In this case we have that E â=⇒\ActH
E′

coincides with E( τ→)∗E′′ a→ E′′′( τ→)∗E′. By Case 1 above, there exists F̄ ′′ ∈ E
such that F ( τ→)∗F̄ ′′ and (E′′, F̄ ′′) ∈ R. By Definition 5 there exists F̄ ′′′ ∈ E
such that F̄ ′′ â=⇒\ActH

F̄ ′′′, i.e., F̄ ′′( τ→)∗F ′′ a→ F ′′′( τ→)∗F̄ ′′′ and (E′′′, F̄ ′′′) ∈ R.
Again, by Case 1 above, there exists F ′ ∈ E such that F̄ ′′′( τ→)∗F ′ and (E′, F ′) ∈
R. This proves the thesis since F ( τ→)∗F ′′ a→ F ′′′( τ→)∗F ′, i.e., F â=⇒\ActH

F ′.

Case 3. a ∈ ActH . In this caseE â=⇒\ActH
E′ coincides either with E( τ→)∗E′

or with E( τ→)∗E′′ a→ E′′′( τ→)∗E′. The proof follows by Case 1 and Case 2 above.
(⇐). It is easy to prove that if R ⊆ E × E is a binary relation over agents

such that for all (E,F ) ∈ R, a ∈ Act it holds
• if E â=⇒\ActH

E′, there is F ′ ∈ E such that F â=⇒\ActH
F ′ and (E′, F ′) ∈ R;

• if F â=⇒\ActH
F ′, there is E′ ∈ E such that E â=⇒\ActH

E′ and (E′, F ′) ∈ R;
then R is a weak bisimulation up to ActH . In particular, this follows from the
fact that, by the definition of â=⇒\ActH

, E a→ E′ implies E â=⇒\ActH
E′ for each

E,E′ ∈ E and a ∈ Act.

A direct consequence of this theorem is that two systems E and F are weakly
bisimilar up to ActH if and only if they are strongly bisimilar when in place of
the transition relation a→ we consider the set of labelled transitions â=⇒\ActH

.
We can exploit this fact to determine whether E ≈\ActH

F by: (i) translating
the two labelled transition systems LTS(E) and LTS(F ), into LTSH(E) and
LTSH(F ); (ii) computing the largest strong bisimulation ∼ between LTSH(E)
and LTSH(F ). More formally we define:

Definition 6 (Closure up to ActH). Let E ∈ E with LTS(E) = (SE ,Act ,→).
The closure up to ActH of E is the labelled transition system LTSH(E) =
(SE ,Act , ↪→), where

a
↪→ is defined as â=⇒\ActH

, i.e.:

E′ a
↪→ E′′ =



E′( τ→)∗E′′ if a = τ

E′( τ→)∗F ′ a→ F ′′( τ→)∗E′′ if a �∈ ActH
E′( τ→)∗F ′ a→ F ′′( τ→)∗E′′ or E′( τ→)∗E′′ if a ∈ ActH

Let us denote with EH a process whose operational semantics is given by
the transformed transition system LTSH(E), i.e., LTS(EH) = LTSH(E). The
next result is an immediate consequence of Proposition 1.

Corollary 2. Let E,F ∈ E. Then, E ≈\ActH
F iff EH ∼ FH .

Now, our first problem is to compute LTSH(E) from LTS (E), using Defini-
tion 6. This can be immediately obtained with the following algorithm:

Algorithm 1 Let E ∈ E with LTS(E) = (SE ,Act ,→). The closure up to ActH
of E, LTSH(E) = (SE ,Act , ↪→), is computed as follows:
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1. calculate
τ
↪→ as ( τ→)∗, i.e., as the reflexive and transitive closure of τ→;

2. calculate
a
↪→ as the composition

τ
↪→ ◦ a→ ◦ τ

↪→;
3. if a ∈ ActH then add E

a
↪→ F , every time E

τ
↪→ F .

Correctness of algorithm above is trivially obtained by observing that (by
Definition 6):

τ
↪→ is equivalent to ( τ→)∗;

a
↪→ with a ∈ L \ ActH is equivalent to

( τ→)∗◦ a→ ◦( τ→)∗, i.e., to
τ
↪→ ◦ a→ ◦ τ

↪→;
a
↪→ with a ∈ ActH is equivalent to the

union of ( τ→)∗◦ a→ ◦( τ→)∗ (calculated in step 2 above) and ( τ→)∗ (calculated in
step 3 above). As far as time and space complexities are concerned, we notice that
they depend on the algorithms used for computing the reflexive and transitive
closure and the composition of relations. We start by fixing some notations. Let
n = |SE | be the number of states in LTS (E), for each a ∈ Act, let ma be the
number of a→ transitions in LTS (E), and m =

∑
a∈Actma. Similarly, let m̂a be

the number of
a
↪→ transitions in LTSH(E), and m̂ =

∑
a∈Act m̂a.

The next theorem shows that E ≈\ActH
F can be checked in polynomial time

with respect to the number of states of the system.

Theorem 4. Algorithm 1 can be executed in time O(nm̂τ + nw) and space
O(n2), where w denotes the exponent in the running time of the matrix mul-
tiplication algorithm used.2 If m̂ ≤ n, then it is possible to work in time O(nm̂)
and space O(n).

Proof. First of all we have to determine the transitive closure of τ→. The algo-
rithm proposed in [14] computes the transitive closure of a graph represented
with adjacency-lists in time O(mτ + ne), where e is the number of edges in
the transitive closure of the graph of the strongly connected components. Since
mτ , e ≤ m̂τ , an upper bound to the cost of the computation of ( τ→)∗ is O(nm̂τ ).

Let us consider the computation of the composition ( τ→)∗◦ a→ ◦( τ→)∗. Given
two transition relations →1 and →2 on a set of n nodes, the problem of determi-
ning the composition →1 ◦ →2 is known to be equivalent to the n× n Boolean
matrix multiplication problem (see [6]). In particular, if Ai is the adjacency-
matrix defined by →i, for i = 1, 2, then the adjacency-matrix of →1 ◦ →2 is
the matrix A1 ·A2. Hence, in our case, we have to: (i) determine the adjacency-
matrixes Aτ∗ and Aa associated to ( τ→)∗ and a→ respectively; (ii) compute the
product (Aτ∗ · Aa) · Aτ∗; (iii) rebuild the adjacency-list representation (in the
computation of the strong bisimulation it is important to use the adjacency-list
representation). Starting from the adjacency-list representations of ( τ→)∗ and a→
in time O(n2) we obtain their adjacency-matrix representations Aτ∗ and Aa.
The matrix product (Aτ∗ · Aa) ·Aτ∗ can be determined in time O(n2.376) using
twice the algorithm in [5]. Then, again in time O(n2), we rebuild the adjacency-
list representation. So, the global cost of the computation of ( τ→)∗◦ a→ ◦( τ→)∗ is
O(n2.376). We have to perform this step once for each a ∈ L, assuming that |L| is
2 In the algorithm in [5], which is at the moment the fastest in literature, we have
that w = 2.376.
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a constant wrt. n. Notice that we could work using only 2 matrix multiplications,
instead of 2|L| matrix multiplications, but in this case we would have to use
matrixes in which each element is an array of length L of bits, hence also in this
way it is not possible to drop the assumption that |L| is a constant wrt. n.

Hence, we have described a procedure which maps E into LTSH(E) in time
O(nm̂τ + nw) and space O(n2), where w is the exponent in the running time of
the matrix multiplication algorithm used (w = 2.376 using [5]).

In the procedure just described we use the adjacency-matrix representation
to compute a→ ◦( τ→)∗. If we know that m̂ ≤ n, then using the adjacency-list
representation and a näıve algorithm (two iterations of the näıve algorithm for
the transitive closure [6]) we can perform this step in time O(nm̂). Thus, when
m̂ ≤ n, we determine LTSH(E) in time O(nm̂) and space O(n + m̂) = O(n).

The theorem above is applicable to the general case E ≈\ActH
F . However,

since in our case F = E \ActH , we can interleave the computation of LTSH(E)
and LTSH(E \ ActH), lowering the constant involved in the time complexity.
To do so, we need the notion of ActH -Completion defined as follows:

Definition 7 (ActH-Completion). Let E ∈ E with LTS(E) = (SE ,Act ,→).
The ActH-Completion of E, LTSC(E) = (SE ,Act , ↪→), is defined as follows:
we have E

a
↪→ E′ every time E a→ E′. Moreover, every time E τ→ E′ we have

E
a
↪→ E′ for all a ∈ ActH .

Intuitively, the ActH -completion extends a given LTS by adding an edge
a
↪→,

with a ∈ ActH , each time that there is an edge τ→ in the original LTS.
Let us denote with E∅ a process whose operational semantics is given by the

closure up to ∅ of LTS(E). Note that this amounts to saying that LTS(E∅) =
(SE , Act,

â=⇒). In fact, recall that if ActH = ∅, then E â=⇒\ActH
E′ coincides

with E â=⇒ E′ for all a ∈ Act . The following holds:

Proposition 2. Let E ∈ E be a process.
(i) LTSH(E) = LTSC(E∅)
(ii) LTSH(E \ActH) = LTSC(E∅ \ActH)
Proof. The first equation follows immediately from the definitions and states
that the ActH -Completion of E∅ is the closure up to high level actions of E.

We prove the second equation. By definition, LTSH(E \ ActH) is the LTS
obtained by substituting a→ with â=⇒ in LTS(E \ ActH), as E \ ActH cannot
execute high level actions. Thus, if E′ is a state in LTSH(E \ActH), then E′ is
also a state in LTS(E \ActH), i.e., there is a path from E to E′ which does not
involve actions of ActH . This implies that E′ is a state of LTS(E∅ \ActH), and
hence it belongs also to LTSC(E∅ \ ActH). Similarly we can prove that if E′ is
a state in LTSC(E∅ \ActH), then E′ is a state in LTSH(E \ActH).

Now, we prove that E′ a
↪→ E′′ in LTSH(E \ActH) if and only if E′ a

↪→ E′′ in
LTSC(E∅ \ActH). We distinguish three cases.



28 Riccardo Focardi, Carla Piazza, and Sabina Rossi

Case 1. a = τ . Since operation \ActH has no effects on τ transitions in both
cases the τ transitions are exactly those in the transitive closure ( τ→)∗ of E.

Case 2. a ∈ L and a �∈ ActH . Again, since operation \ActH has no effects
on the a transitions in both cases the a transitions are exactly the transitions in
( τ→)∗◦ a→ ◦( τ→)∗ computed on E.

Case 3. a ∈ ActH . The a transitions which are in LTSH(E \ ActH) are
exactly the transitions in ( τ→)∗ computed on E and also the a transitions which
are in LTSC(E∅ \ActH) are exactly the transitions in ( τ→)∗ computed on E.

Hence we can determine LTSH(E) and LTSH(E \ActH) as follows:

Algorithm 2 Let E ∈ E . We calculate LTSH(E) and LTSH(E\ActH) through
the following steps:

1. compute E∅;
2. compute and give as output LTSC(E∅);
3. compute E∅ \ActH ;
4. compute and give as output LTSC(E∅ \ActH).

The correctness of the algorithm is given by Proposition 2 which proves that
LTSC(E∅) = LTSH(E) (step 2 above) and LTSC(E∅\ActH) = LTSH(E\ActH)
(step 4 above). The time and space complexity of the algorithm are the ones in
Theorem 4, since steps 2, 3, and 4 can be performed using three visits.

Once we have the LTS’s LTSH(E) and LTSH(E \ ActH) there are many
algorithms which can be used to decide whether EH ∼ (E \ ActH)H (e.g., [22,
15, 17, 2, 7]). Some of these algorithms are integrated in model checkers [1, 4, 23].
The worst case time complexity of the algorithms in [22, 7] to decide EH ∼ (E \
ActH)H is O(m̂ logn), assuming that the LTS’s are represented using adjacency-
lists. Using these complexity results together with Theorem 4 we obtain that:

Corollary 3. It is possible to decide E ≈\ActH
E \ActH in time O(nm̂τ +nw+

m̂ logn) and space O(n2), where w denotes the exponent in the running time of
the matrix multiplication algorithm used. If m̂ ≤ n, then it is possible to work in
time O(nm̂) and space O(n).

Notice that using this approach in many practical cases there are a large
number of states which occur both in LTSH(E) and in LTSH(E\ActH). We can
avoid to replicate these states, share them among the two LTS’s, and test whether
the two roots are bisimilar. In particular, this can be done in the following way:
after the computation of E∅, using a backward visit, mark all the nodes of
E∅ which do not reach a transition whose label is in ActH ; while computing
LTSC(E∅ \ActH) with a breath-first visit consider that if E′ is a marked node,
then E′ is also a node in LTSC(E∅), hence share E′ with LTSC(E∅) and do
not call the breath-first visit on E′. In this way we lower again the constants
involved in the effective time and space complexities: if we mark n′ nodes, then
in steps 3. and 4. of Algorithm 2 we have to visit only n − n′ nodes, and the
total space required to store the nodes is 2n− n′ instead of 2n.
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Fig. 3. The labelled transition systems of E1 and E1 \ActH .
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Fig. 4. The labelled transition systems LTSH(E1) and LTSH(E1 \ActH).

Example 3. Consider again process E1 = l.h.j.0 + l.(τ.j.0 + τ.0) of Example 1.
In Fig. 3 we show LTS(E1) and LTS (E1 \ ActH). By performing the closure
up to ActH (Algorithm 1) we obtain the transformed labelled transition systems
LTSH(E1) and LTSH(E1 \ActH) reported in Fig. 4. In particular, the first step
just adds the τ -loops in every state; the second one, adds two transitions labelled
with l corresponding to l.τ and one transition labelled with j corresponding to
τ.j; finally, step 3 adds a h-labelled transition every time there is a τ transition.
The two transformed transition systems are not strongly bisimilar: the leftmost
node after l in LTSH(E1) is not bisimilar to any node in LTSH(E1 \ ActH),
since in LTSH(E1 \ ActH) all the nodes are either “sink-nodes” (which only
executes τ and h loops) or they have at least one outgoing edge with label j or
l. Indeed, that node in LTSH(E1) may execute only h and τ actions and could
thus be simulated only by sink-nodes in LTSH(E1 \ActH). However, differently
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Fig. 5. The labelled transition systems LTSH(E1) and LTSH(E1 \ActH) with
sharing.

from sink-nodes, after one h, it is also able to execute a j. This proves that
EH1 �∼ (E1 \ ActH)H , thus, by Corollary 2, E1 �∈ P BNDC . In Fig. 5 we show
again LTSH(E1) and LTSH(E1\ActH), now sharing the common states, i.e., we
avoid to repeat the states (and the sub-LTS’s) which do not reach an action h.

5 Conclusions

We consider the security property P BNDC and we present two methods to
prove it. While the first method exploit model checkers for the µ-calculus, the
second one is based on the use of bisimulation algorithms. We show that this
second approach can perform the P BNDC -check in polynomial time with re-
spect to the number of states of the system and improves on the polynomial
time complexity of the Compositional Security Checker CoSeC presented in [9].
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Abstract. Many formal specifications of the JavaCard Virtual Machine
are defensive, in that they perform type-checking at run-time. In this
paper, we show how to construct from such a defensive virtual machine an
offensive one that does not perform type-checking at run-time. Further,
we establish that the two machines coincide for the class of JavaCard
programs that pass bytecode verification. Both the construction of the
offensive virtual machine and its correctness proof are achieved using
(non-standard) abstract interpretation techniques and have been fully
formalized in the Coq proof assistant.

1 Introduction

JavaCard Open platform smartcards are small devices designed to integrate
multiple applications on-board. Such applications, which include identity doc-
uments, electronic purses, loyalty applets and health records, are intended to
coexist on the same card and communicate securely, and in principle, can be
loaded on the card after its issuance to users.

JavaCard [16] is a popular programming language for open platform smart-
cards. According to the JavaCard Forum [15], JavaCard is the ideal choice for
smart cards because (1) JavaCard programs are written in a subset of Java,
hence JavaCard developers can benefit from the well-established Java technol-
ogy; (2) the JavaCard security model enables multiple applications to communi-
cate securely. Despite the discovery of several security breaches, see e.g. [13, 20],
JavaCard has become de facto a standard for smartcard programming.

Reasoning about JavaCard The prospects of a widespread use of smartcards
as identity documents and money devices put security issues at stake and has
emphasized the necessity to develop formal models for verifying properties of
the JavaCard platform. Over the last few years, intensive investigations have
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been carried in this direction, leading to several formal models of the JavaCard
Virtual Machine and of the ByteCode Verifier. Despite impressive progress, see
e.g. [14], much work remains to be done. Two crucial issues require particular
attention:

– Scalability. Most formal specifications of the JavaCard platform only focus on
a restricted subset of the language. This is clearly a problem because unex-
pected interactions between different features may lead to security breaches;

– Accuracy. Most formal specifications describe defensive virtual machines, i.e.
virtual machines where values are tagged by their type and typing informa-
tion is verified at run-time. In contrast, actual implementations of the virtual
machine are so-called offensive and rely on successful bytecode verification
to eliminate type verification at run-time.

Addressing both issues is crucial to gain confidence in the JavaCard platform. In
[4], we address the first issue by providing an in-depth machine-checked account
of the JavaCard platform, including a defensive virtual machine and a bytecode
verifier. In this paper, we address the second issue by deriving an offensive virtual
machine from a defensive one, and by showing that the two machines coincide
on programs that have passed bytecode verification.

Apart from pursuing our earlier effort, our work brings evidence that:

– the formal verification of the relationship between the defensive virtual ma-
chine, the offensive virtual machine and bytecode verification scales up to
the whole instruction set of the JavaCard Virtual Machine, including those
instructions used for subroutines, exceptions, object handling and method
calls that were left out from [8, 19, 25], where the relation between the three
components was first considered;

– the construction of the offensive machine can be seen as a non-standard ab-
stract interpretation of the defensive one (we say “non-standard” because the
boolean-valued functions that relate to typing are abstracted as everywhere
true), and that its correctness w.r.t. the defensive virtual machine can be
seen as a non-standard statement of correctness of abstract interpretations.
(See e.g. [10, 26] for some material and references on abstract interpretation.)

While the second insight has not been exploited directly in this paper, it suggests
that the process can be automated. Such an automation falls beyond the scope
of this paper but is currently being pursued in the context of Jakarta, see [3].

Contents The remaining of the paper is organized as follows: first in Section 2
we shortly introduce the Coq proof assistant. In Section 3, we give an overview
of our earlier formalization of the defensive JavaCard Virtual Machine [4], that
forms the starting point for the work reported here. In Section 4, we construct an
offensive virtual machine from the defensive one. The correctness of the offensive
virtual machine (as an abstract interpretation of the defensive one) is established
in Section 5. The relationship with bytecode verification is discussed in Section
6. Finally, we conclude in Section 7 with related work and directions for future
research.
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2 A Primer on Coq

Coq [28] is a proof assistant based on the Calculus of Inductive Constructions.
It combines a specification language (featuring inductive and record types) and
a higher-order predicate logic (via the Curry-Howard isomorphism).

Our specifications of the JavaCard Virtual Machine only make a limited use
of dependent types—a salient feature of Coq. This design choice was motivated
by portability; by not using dependent types in an essential way (e.g. for partial
function), our formalizations can be transposed easily to other proof assistants,
including PVS and Isabelle. The development of the Jakarta toolset [3], that
performs such kind of translations, has confirmed us in our choice.

We continue this primer with some notation. We use * to denote the carte-
sian product of two types, (a,b) to denote pairs, [x:A] b to denote a λ-
abstraction, (x:A) B to denote a dependent function space and A→B to denote
a non-dependent function space. An inductive type is declared with the keyword
Inductive, its name, possibly some parameters, its type and a list of its con-
structors with their names. A record type R is declared with the keyword Record

followed by its name, its type, and a description (name and type) of its fields.
It is represented internally as an inductive type with a single constructor. Se-
lectors are functions (defined by case-analysis) so we write (l a) instead of the
more standard a.l. The latter notation is then used for qualified names where
a construction c defined in a module m can be accessed with the notation m.c.

Finally, definitions are introduced by the Definition keyword and pattern
matching over an inductive type is introduced by the Cases notation as shown
in the following intuitive example:

Definition is_zero : bool := [n:nat]
Cases n of O ⇒ true | (S p) ⇒ false end.

We point out that all functions in Coq are required to be terminating and
total. To handle partial functions, we use the lift monad which is introduced in
the Coq library through the parameterized inductive type:

Inductive Exc [A:Set] : Set :=
value : A→(Exc A) | error : (Exc A).

For instance, the function that computes the head of a list is defined using Exc

since the head of an empty list does not exist:

Definition head [A:Set,l:list A] : (Exc A) :=
Cases l of
nil ⇒ (error A) |
(cons x _) ⇒ (value A x)

end.
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3 CertiCartes: A Formal Executable Semantics of the
JavaCard Platform

In a previous paper [4], we report on:

1. an executable specification of the defensive Java Card Virtual Machine
JCVM;

2. an executable specification of the JavaCard ByteCode Verifier BCV;
3. a machine-checked proof of correctness of the ByteCode Verifier, stating

that all programs that pass bytecode verification do not raise type errors at
run-time.

Both specifications and proofs have been carried within the Coq proof assistant,
and constitute one of the most in-depth machine-checked accounts of the Java-
Card platform to date (more that 8.000 lines of codes for the specification and
also 8.000 lines of proofs).

The formal semantics of the defensive JavaCard Virtual Machine, which
forms the starting point for the work reported in this paper, is described by
providing in Coq a representation of JavaCard programs, of JCVM memory
model and of the semantics of the instructions. We briefly review these items
below.

3.1 Representation of JavaCard Programs

JavaCard programs may be compiled to their Coq representation, that faithfully
represents all JavaCard programs, using:

1. a Java compiler that produces a collection of class files;
2. a JavaCard converter that translates the class files into cap files;
3. the JCVM Tools (developed by B. Serpette, see [4]) that perform a number

of verifications on cap files and translate a collection of cap files into their
representation in Coq.

In our formalization, a JavaCard program only consists of a collection of classes,
interfaces and methods (indexes to the constant pool have been solved by the
JCVM Tools) defined as records. For instance, a method is declared as:

Record Method: Set := {
signature :((list type)*type); (∗ s i gna ture of the method ∗)
local :nat; (∗number of l o c a l v a r i a b l e s ∗)
bytecode :(list Instruction);(∗ i n s t ru c t i on s to be executed ∗)
is_static :bool; (∗ f l a g f or s t a t i c methods ∗)
handler_list:(list handler_type);(∗ except ion handlers ∗)
method_id :cap_method_idx; (∗ index of the method ∗)
owner :cap_class_idx; (∗ index of the owner c l a s s ∗)

}.

where in particular Instruction and type are inductive types enumerating
respectively all the JavaCard bytecode names and the JavaCard type system.
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3.2 Representation of JCVM Memory Model

The JCVM memory model is formalized by a type state that captures the
possible states of the virtual machine during its execution. As suggested above,
our memory model is typed, so as to allow for type-checking to be performed at
run-time. More precisely, we start from the type of values of the virtual machine.
A value is a pair made of the static type of the value and of an integer number:

Definition valu := type*Z.

and we propagate the type information through the memory model, e.g. through
a frame, as described below:

Record frame : Set := {
opstack : (list valu); (∗ operand s tack ∗)
locvars : (list valu); (∗ l o c a l v a r i a b l e s ∗)
method_loc : cap_method_idx; (∗ l o ca t i on of the method ∗)
context_ref : Package; (∗ context information ∗)
p_count : bytecode_idx (∗ program counter ∗)

}.

Definition stack := (list frame).

Then, we represent objects, than can be either class instances or arrays, with
an inductive (sum) type:

Inductive obj : Set :=
Instance : type_instance → obj |
Array : type_array → obj.

Both type_instance and type_array are record types that contain all the
relevant information for describing instances and arrays respectively. For exam-
ple, a class instance is described by the index of the class from which the object
is an instance, the instance variables (as a list of valu), the reference to the
owning package and a flag to indicate whether the object is an entry point and
whether it is a permanent or temporary entry point (entry points are used in
the JavaCard security model for access control). Formally, we set:

Record type_instance : Set := {
reference : class_idx;
contents_i : (list valu);
owner_i : Package;
entry_point : bool;
permanent_e_pt : bool;

}.

Arrays are formalised in a similar fashion.
The heap, in which objects are stored, in naturally defined as a list of objects:

Definition heap := (list obj).

Finally, a state is defined as a triple:

Definition state := static_heap*heap*frame.

where static_heap, containing static fields of classes, is a list of valu.
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3.3 Representation of JCVM Instructions

We formalize one-step execution by defining for each instruction a function of
type state → returned_state (the result of one-step execution is tagged to
witness normal or abrupt termination). For example, the function defining the
putstatic bytecodes, that set a static field of a class and exist in four forms
(for a reference, a byte or a boolean, a short and an int), is defined by:

Definition PUTSTATIC :=
[t:type][idx:static_heap_idx][st:state][cap:jcprogram]

(∗ Extracts topmost frame of the s tack ∗)
Cases (get_topframe st) of
(value h) ⇒
(∗Extracts the head of the operand s tack of the topmost frame∗)
Cases (head (opstack h)) of
(value x) ⇒

(∗ Extracts the idx−th element of the s t a t i c heap ∗)
Cases (Nth_elt (get_static_heap st) idx) of
(value (tnod,vnod)) ⇒

Cases t tnod of
(Ref_) (Ref_) ⇒ (res_putstatic_ref st x idx cap) |
(Prim Byte) (Prim Byte) ⇒ (res_putstatic st x idx) |
(Prim Byte) (Prim Boolean) ⇒ (res_putstatic st x idx) |
(Prim Short) (Prim Short) ⇒ (res_putstatic st x idx) |
(Prim Int) (Prim Int) ⇒ (res_putstatic st x idx) |
_ _ ⇒ (AbortCode type_error st)

end |
error ⇒ (AbortCode static_heap_error st)
end |

error ⇒ (AbortCode opstack_error st)
end |

error ⇒ (AbortCode state_error st)
end.

Note that:

– the first argument t is there used to summarize in a single Coq function the
four different putstatic bytecodes;

– if this first argument is Byte, the bytecode can be used to set a value of type
Byte or Boolean;

– the res_putstatic and res_putstatic_ref functions construct a term
of type returned_state corresponding to the resulting new state of the
bytecode;

– the AbortCode function constructs a returned_state tagged to witness an
abrupt termination and the reason of the error;

– the semantics embeds many of the checks that are usually performed at
compile-time, including the type-checking verifications performed by the
ByteCode Verifier.
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Finally, we define a function exec_instruction that dispatches bytecode
names from the inductive type Instruction to our formalization of the seman-
tics of the bytecodes.

In the next section, we show how to construct from this defensive virtual
machine an offensive virtual machine that does not perform type-checking at
run-time.

4 The Offensive Virtual Machine

In this section, we flesh out the construction of an offensive virtual machine
from the defensive machine described in the previous section. To start with, we
remove typing information from values and set:

Definition valu := Z.

We notice that valu is defined in both defensive and offensive virtual machines,
so we will use the notation for qualified names introduced in Section 2 wherever
the two definitions are in the same scope. off_JCVM is the name of the module
in which the offensive virtual machine is defined.

The definitions of frame and state remain unchanged but now use the
redefined valu type. This leads to a simplified memory model in which type
information is omitted wherever valu is used. Next, the semantics of each in-
struction is modified. More precisely, type-checking verifications are eliminated,
as exemplified by the function:

Definition PUTSTATIC :=
[t:type][idx:static_heap_idx][st:state][cap:jcprogram]

Cases (get_topframe st) of
(value h) ⇒

Cases (head (opstack h)) of
(value x) ⇒
Cases (Nth_elt (get_static_heap st) idx) of
(value nod) ⇒

Cases t of
(Ref _) ⇒ (res_putstatic_ref st x idx cap) |
(Prim _) ⇒ (res_putstatic st x idx)

end |
error ⇒ (AbortCode static_heap_error st)
end |

error ⇒ (AbortCode opstack_error st)
end |

error ⇒ (AbortCode state_error st)
end.

The type t is only used to discriminate the different PUTSTATIC bytecodes for
which the semantics differs depending t is a primitive or reference type.

Note that the process of constructing the offensive virtual machine is inspired
from abstract interpretation. Indeed, one can define a function alpha_off_valu
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of type valu → off_JCVM.valu that maps values of the defensive virtual ma-
chine to values of the offensive virtual machine, removing typing information:

Definition alpha_off_valu [v:valu] : off_JCVM.valu := (Snd v).

Then alpha_off_valu is extended to frame in the locations valu is used:

Definition alpha_off_frame [h:frame] : off_JCVM.frame :=
(off_JCVM.Build_frame (map alpha_off_valu (opstack h))

(map alpha_off_valu (locvars h))
(method_loc h)
(context_ref h)
(p_count h)).

We define in a similar way alpha_off for states and alpha_off_rs for
returned states. Hereafter, we will use off_state for off_JCVM.state and
off_returned_state for off_JCVM.returned_state.

Finally, the offensive semantics of each instruction is defined in such a way
that the diagram of Figure 1 commutes, provided the defensive virtual machine
does not raise any type error (the AbortCode function will not be called with
the type_error parameter). Note that we slightly depart from standard ab-
stract interpretation because the construction of the offensive virtual machine
assumes some checks made by the defensive virtual machine to be successful,
and hence the diagram only commutes under the proviso that these checks are
indeed successful.

state

alpha off
��

exec instruction i
// returned state

alpha off rs
��

off state
off exec instruction i

// off returned state

Fig. 1. Commutative diagram of defensive and offensive execution

In the next section, we present a formal proof of the diagram in Coq.

5 Equivalence of Offensive and Defensive Machines

The equivalence between offensive and defensive virtual machines is stated as
a commutation property between both executions, under the assumption that
defensive execution does not raise any typing error. Formally, we want to prove:

((execs n p) �= (AbortCode type_error state))) →
(alpha_off_rs (execs n p)) = (off_execs n (alpha_off p))
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where execs n p (resp. off_execs) denotes the result of executing the de-
fensive (resp. offensive) virtual machine n steps starting from the initial state
associated to the JavaCard program p.

This is done in Coq by proving this property for each bytecode of the virtual
machine. For the putstatic bytecode, it leads to the following statement:

Lemma PUTSTATIC_commut: (st:state)(t:type)(n:nat)(cap:jcprogram)
let res = (exec_instruction (putstatic t n) st cap) in
let off_res =
(off_exec_instruction (putstatic t n) (alpha_off st) cap) in

(˜res = (AbortCode type_error st)) →
(alpha_off_rs res cap) = off_res.

The proof is similar to the proof of commutation of the abstract virtual ma-
chine discussed in Section 6, and exploits a new package that performs inversion
principles for functions [2]. In a nutshell, the tactic allows to split the proof of
properties of the form ∀x. φ(x, fx), where f is a recursive function defined by
a complex case analysis, into easier proofs of the form

∀x. s1 = t1 → . . . → sn = tn → φ(x, fx)

where the equalities correspond to one possible case of the function’s definition,
one subgoal per possible case. The tactic is very useful to prove commutation
properties, as the equalities it generates often make the proof of φ(x, fx) trivial.

The size of proof scripts for commutation properties of our virtual machines
can be up to 8 times smaller than without the tactic. Indeed, we get directly a
reduced goal whereas we had previously to decompose the state and rewrite the
goal step by step. Furthermore, factorization of some part of the script is eased
wherever same tactics are used for differents goals.

Using this tactic, under the context st:state, t:type, n:nat,
cap:jcprogram, and if G is the term corresponding to the PUTSTATIC_commut
lemma without the previous universal quantifiers, we will have to prove 40 sub-
goals such as:

– Subgoal 1:
(sh:static_heap)(hp:heap) st=(sh,(hp,(nil frame))) →G

– Subgoal 2:
(sh:static_heap)(hp:heap)(f:frame)(lf:(list frame))
st=(sh,(hp,(cons h lf))) →(head (opstack h))=error →G

– Subgoal 8:
(sh:static_heap)(hp:heap)(f:frame)(lf:(list frame))(x:valu)
(z:Z)
st=(sh,(hp,(cons h lf))) →(head (opstack h))=(value x) →
(Nth_elt (get_static_heap st) idx)=(value((Prim Short),z)) →
t=(Prim Int) →G

– Subgoal 9:
(sh:static_heap)(hp:heap)(f:frame)(lf:(list frame))(x:valu)
(z:Z)
st=(sh,(hp,(cons h lf))) →(head (opstack h))=(value x) →
(Nth_elt (get_static_heap st) idx)=(value ((Prim Int), z)) →
t=(Prim Int) →G
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The generated equalities are automatically rewritten into G leading to trivial
proofs for all the generated subgoals. For the subgoal 9, where the execution be-
haves normally with Int types (res_putstatic has been called and unfolded),
G is rewritten to:

˜(Normal ((l_update_nth sh idx x),
(hp,
(cons (update_opstack (tail opstack h) h)

(tail (cons h lf))))))
=(off_JCVM.AbortCode type_error (sh,(hp,(cons h lf))))

→(alpha_off_rs (Normal
((l_update_nth sh idx x),
(hp,
(cons (update_opstack (tail opstack h) h)

(tail (cons h lf))))))
cap)

=(off_JCVM.Normal
((l_update_nth (alpha_off_sh sh) idx (alpha_off_valu x)),
((alpha_off_heap hp),
(cons (off_JCVM.update_opstack

(lvalu2lovalu (tail (opstack h)))
(alpha_off_frame h))

(tail (cons (alpha_off_frame h)
(alpha_off_lframe lf)))))))

The hypothesis is useless for this subgoal where the two results of the execution
are equal.

6 Relation with Bytecode Verification

In [4], we construct an abstract virtual machine operating on types and derive
from it an executable ByteCode Verifier by implementing a data-flow analysis as
specified in Sun’s specification. In this section, we briefly review this construction
and show that both offensive and defensive virtual machines coincide on those
programs that pass bytecode verification.

6.1 The Abstract Virtual Machine and Its Correctness Proof

As emphasized in the introduction, defensiveness results in having a type-checker
hidden inside the JavaCard Virtual Machine. Subsequently, we can use abstrac-
tion techniques to flesh out type-checking. Concretely, the abstract JCVM is
given by a notion of abstract state abs_state, derived from the notion of ab-
stract value (with a slightly different type system due a special treatment of the
type ReturnAddress):

Definition valu := abs_type.

an abstraction function alpha_abs of type:

state → abs_state
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and an abstract semantics for each instruction as a function of type:

abs_state → list abs_state

Note that abstractions may lead to non-determinism (such as for the ifnull

bytecode that branches to two different program counters), hence the abstract
execution of an instruction may return several states, which we collect in a list.

Having defined the abstract virtual machine, one must establish the cor-
rectness of this virtual machine w.r.t. the defensive virtual machine. Again,
correctness is expressed as a commuting diagram. Namely, the abstraction is
shown correct by proving that, for every instruction, providing the defensive
virtual machine does not raise exceptions, the diagram of Figure 2 relating de-
fensive and abstract execution commutes—the function alpha_abs_rs of type
returned_state → returned_abs_state extends alpha_off to returned
states.

state

alpha abs
��

exec instruction i
// returned state� _

�alpha abs rs
��

abs state
abs exec instruction i

// (list abs returned state)

Fig. 2. Commutative diagram of defensive and abstract execution

The hooked vertical arrow on the right-hand side of the diagram means that
the abstraction of the concrete returned state is, up to subtyping, a member of
the list of abstract returned states.

6.2 Bytecode Verification and Its Correctness

The bytecode verifier is constructed from the abstract virtual machine using a
data-flow analysis that iterates executing the abstract virtual machine by a pro-
cess described in [4]. Formally, the function bcv:jcprogram → bool is defined
by well-founded recursion and hence contains a proof of termination of the data-
flow analysis. The correctness of the BCV states that, if bytecode verification is
successful, then the function AbortCode will not be called, and hence that no
typing error occurs at run-time.

The correctness proof of the ByteCode Verification, which uses the correct-
ness of the abstraction, ensures that both defensive and offensive virtual ma-
chines coincide for those programs that pass bytecode verification. Formally, we
do so by showing that for every program p:jcprogram such that bcv p = true,
we have

(alpha_off (execs n p)) = (off_execs n (alpha_off p)).
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7 Conclusion

We have shown how to construct an offensive JavaCard Virtual Machine from a
defensive one. Further, we establish that the two machines coincide for the class
of JavaCard programs that pass bytecode verification, thus providing a formal
correspondence between the defensive virtual machine, the offensive virtual ma-
chine and bytecode verification. Both the construction of the offensive virtual
machine and its correctness proof are cast in terms of (non-standard) abstract
interpretations, which provide a rigorous justification of our methodology and
opens the way for automated tool support.

Further, the constructions and verifications have been machine-checked in
Coq, which together with the work reported in [4], provides us with one of the
most in-depth machine-checked accounts of the JavaCard platform to date.

7.1 Related Work

The literature abounds with formal specifications of the Java and JavaCard
Virtual Machine, see e.g. [6, 9, 19, 21, 22, 23, 24, 25, 27] to cite only a few.
However it should be noted that, in general, these specifications only consider
subsets of the the virtual machine and, often being tailored towards Java, do
not consider specific aspects of JavaCard such as transactions and firewalls.

As emphasized in the introduction, only a few authors consider both an
offensive and a defensive virtual machines. We briefly review their work and
compare their approaches to ours.

– In their J-Book, Börger et al. [27] propose Abstract State Machines (ASMs)
[29] based models of several Java virtual machines. In particular, they start
from a trustful (offensive) machine that assumes programs to be successfully
verified, and build from it a defensive machine which performs type checks
before trustful execution. While their work also highlights the tight rela-
tionships between the two machines, their approach seems less practical for
automated construction and validation of virtual machines. In particular, it
does not seem as straightforward to build a tool that constructs automati-
cally a defensive virtual machine from its offensive and abstract counterpart.

– In a series of papers [8, 19, 25], Casset, Lanet and Requet report on the use
of the B method [1] for specifying the JavaCard platform. Like us, they start
from a defensive virtual machine and use refinement to construct an offensive
virtual machine and a bytecode verifier. The correctness proof of the offensive
virtual machine is then expressed as the correctness proof of the refinement.
Their methodology is similar to ours, but they only consider a subset of
the virtual machine that does not include the JavaCard specificities and is
“not representative of the tricky parts of the instruction set”. Further, the
B method is not suitable for establishing some important properties of the
platform, such as the termination of the data-flow analysis used in bytecode
verification.
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7.2 Future Work

The methodology advocated in this paper is generic enough to be applied in a
number of analyses related e.g. to initialization [11, 17], information flow [5, 7]
and resource control [12]. We are currently applying this methodology to modi-
fied defensive virtual machines to extract stronger type systems for JavaCard. In
order to facilitate these studies, we have undertaken the design and implementa-
tion of the Jakarta toolset, which aims at automating most of the construction
and correctness proofs of the offensive and abstract virtual machines [3]. An of-
fensive virtual machine has already been automatically built using the Jakarta
toolset. We believe this line of work will provide valuable insight and tool support
for designing the type systems of future versions of JavaCard.
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Abstract. In this paper, we analyze the suitability of reactive frame-
works for modelling and verification of cryptographic protocols. Our
study shows that cryptographic protocols can be modelled easily and
naturally including the communication feature of the Internet wherein a
point-to-point communication could be interpreted as broadcast mecha-
nism due to the underlying routing and LAN architectures. The reactive
framework provides an effective modelling of attacks/intruders as well as
the capturing of the security properties such as secrecy and authenticity
as observers. The observer-based approach of synchronous reactive frame-
works aids in the modelling of properties incrementally and the use of
the simulate-compile-verify cycle of the synchronous programming envi-
ronment. The anomalies that could arise due to possible concurrent runs
of agents can be detected. For illustration purposes, we use the TMN
protocol. We will also argue that the reactive frameworks also provide a
basis for specifying cryptographic protocols.

1 Introduction

Public key encryptions are commonly used for secure communications over pub-
lic computer networks. Development of e-commerce over the Internet has lead
to a wide spectrum of secure protocols, called cryptographic protocols, that use
cryptographic primitives for transactions. In these protocols, it is very impor-
tant to ensure security as interactions take place over public networks that are
basically insecure. In such protocols, it is very crucial to ensure:

– Messages meant of an agent cannot be read/accessed by others (secrecy).
– Guarantee genuineness of the sender of the message. (authenticity)

On any insecure network, there will be active attacks (attackers themselves are
bona-fide users of the network!) to get information of other bona-fide agents
by eavesdropping/impersonating other valid agents. Establishing secrecy and
authenticity have two issues:

1. The possibility of breaking the encrypted message, and
2. Ensuring secrecy and authenticity of messages.
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From the perspective of cryptographic protocol verification, it is the second
aspect one is concerned with assuming that the encryption cannot be broken
without the underlying secret key. The problem can be stated as follows:

Assuming the non-crackability of cryptographic primitives, establish that
the protocol maintains secrecy and authenticity of transactions.

In the literature, techniques of establishing the correctness of classical distributed
protocols have been adapted for establishing the secrecy/authenticity of the
cryptographic protocols. Approaches can be broadly categorized as follows: (1)
State Machine Models [11, 14], (2) π-Calculus Based Models [1], (3) Methods
Based on Belief Logics [5], and (4) Theorem Prover based Methods [8, 3, 16, 4,
19, 9]. [17] provides an annotated bibliography.

In the area provably correct systems, there have been quite considerable ef-
forts in the specification and verification of reactive systems [7]. The family of
synchronous languages [2] has been well studied for the design and synthesis of
provably correct reactive systems. Synchronous languages also support a pow-
erful programming environment including verification. In this paper, we show
that the techniques of modelling and verifying reactive systems in synchronous
languages such as Esterel can be effectively used for verifying the correctness
of cryptographic protocols. As Esterel has a precise formal semantics and pow-
erful tool based techniques for verification, it is possible to model the protocol
and the attacker cleanly and establish the security properties using its’ simulate-
compile-verify programming environment. The environment also permits us to
find if flaw exists if concurrent runs of the protocol are allowed for the principals.
Our reactive approach seems to satisfy some of the goals set by approaches of
defining simples specification languages exclusively for cryptographic protocols
[10]. Furthermore, the availability of preemption in Esterel allows the mod-
elling of complex e-commerce protocols that use preemptive features at various
points. Throughtout our presentation, we try to convey the underlying principles
and intuition for the sake of simplicity and brevity.

2 Analysis of Cryptographic Protocols

Analysis of the cryptographic protocols is usually based on

1. The model of the intruder: The most widely used classical model of the
intruder is that described in Dolev and Yao [6] where:
(a) Intruder can obtain/decompose any message passing via the network.
(b) Intruder can remember/insert messages using the data seen.
(c) As the intruder is a legitimate user of the network, and can initiate a

conversation with any user.
(d) Given the key, the intruder can encrypt/decrypt a message.
(e) Intruder cannot get partial information, guess the key or perform statis-

tical tests, and
(f) Encrypted message can neither be altered nor read without the key.
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2. Characteristics of Protocols: The main characteristics are:
(a) Roles of principals are finite.
(b) Computational steps of each principal are finite.
(c) All the messages are bounded in size.
(d) Nonces (new messages) can be created.
(e) Except for the Nonces all other entities are constants.

Informally speaking, the protocol is said to be correct under the above general
model of the intruder and the characteristics of the protocol, if it is not possible
for an intruder, say C, to get the key of some principal, say A, fraudulently while
A is trying to transact with another principal, say B.

2.1 Issues in the Modelling of the Protocol and the Intruder

Protocols in general are operational descriptions of actions and reactions (re-
sponses). In general, they follow the principle that for every set (or sequence)
of actions a finite set of reactions is expected. The general characteristics that
needs to be catered/adhered to are:

1. Possible actions/roles that can be taken by the principals; while the roles of
the intruder may be nondeterministic fashion, the reactions are deterministic.

2. Properties of communication medium and the Cryptographic primitives.
3. The operational structure of the protocol.
4. Protocol properties other than that are related to security.
5. Capabilities of the Attacker: eavesdropping over the network, sending fraud-

ulent/forged messages, interception of messages etc. These capabilities are
quite general and are not dependent on the protocol.

6. The general principles adhered to by the Server (like never re-issuing session
keys or agents their Nonces).

7. Thus, the attacker is also a valid principal in the system and the intruder
could be doing his genuine role as well as that of an attacker concurrently.

8. Security properties such as secrecy, authenticity as intended.

3 Modelling Cryptographic Protocols in Esterel

In this section, we discuss modelling cryptographic protocols using Esterel and
use use the TMN protocol [18] studied in detail in [12] for illustrations. First,
we shall consider the basic protocol to illustrate the modelling and subsequently,
we shall discuss possible attacks on the protocol and the improvements needed
to make the protocol secure.

Note 1. For illustrative purpose, we shall be using Esterel to model crypto-
graphic protocols with a view to model and verify relative to various types of
intruders. Note that the cryptographic protocols do require the manipulation of
cryptographic primitives. However, in synchronous languages the general pro-
gramming language features are usually borrowed from those existing in the
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host language such as C or java in which they are embedded. In our illustrations
of modelling in Esterel, we abuse the usual notation of procedure calls and
parameter transmissions for the sake of simplicity and succinctness. As the nota-
tion is fairly standard, no confusion should result. Such an interface for Esterel
for cryptographic protocol analysis purposes is being built.

3.1 Basic TMN Protocol

TMN protocol [18] consists of three players: an initiator A, a responder B, and
a server S who mediates between them for the generation of session keys. The
protocol employs two methods of encryption:
a. Standard encryption: The function denoted E when applied to a message m
produces an encrypted text that can be decrypted with a secret key. Further,
the encrypted message can be decrypted only by the server. A typical example
of such a method is the RSA encryption.
b. Vernam Encryption: This is written V (k1, k2) and gives the bit-wise exclusive-
or. It is be noted that V (k1, V (k1, k2)) = k2 and V (k2, V (k1, k2)) = k1.
Protocol: The protocol in the notation of [12] is given below:

Message 1: A → S: A.S.B.E(Ka)

Message 2: S → B: S.B.A

Message 3: B → S: B.S.A.E(Kb)

Message 4: S → A: S.A.B.V (Ka, Kb)

The simple model of the protocol corresponding to the above description is shown
in Figure 1. We have used a bus rather than explicit channels as that resembles
the model of the Internet structure (which is essentially a store forward network).
The numbers over the messages shown in complete lines in Figure 1, correspond
to the message numbers given above. The dotted lines with numbers with an
apostrophe show the dual of picking up the message (corresponding to receipt).

Server

Initiator

Responder

(A)

(S)

(B)

Bus

(to S)

(to B)

(to A)

(to S)

(2)

(4)

(3)

(1)

(1’)

(4’)

(3’)

(2’)
 (I)

Fig. 1. Structure of the TMN Protocol
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Note 2. We use E(Ka) and V(Ka,Kb) with the arguments explicitly even though
only the respective values are seen rather than the components; explicit syntax
helps us to keep track of different modules and parameter bindings.

3.2 Modelling the Basic TMN Protocol in Esterel

The model of communication used in Esterel is the broadcast mechanism; that
is, whoever is ready to see /listen to a message can see/will get it at that point.
Such a feature becomes handy in the modelling of the Internet which is a es-
sentially a Store-Forward packet network (where message packets at any router
can be seen by everyone who are on the same bus or access to it). This feature
avoids the need of artificial channels for modelling communication as required
in models based on CSP or CCS. Further, the orthogonality of concurrency and
communication in esterel makes it possible to model concurrent roles simul-
taneously. Specification of principals in esterel taking the role of an initiator,
responder and server respectively are shown in Figures 2, 3, and 4 respectively.
The specification has been parameterized with respect to the behaviour of the
principal. The labels on the statements are used for purposes of reference only.
The overall TMN protocol with the above three agents is shown in Figure 5.

Note 3. The message structure is treated as a string from which the components
can be extracted1 by some function say, Extract (not shown).

Discussion: The three principals A,B and S are part of the TMN protocol.
Each agent is doing some other computation other than that of participating
in the protocol as required for transacting with other agents. Note that this
a nonterminating behaviour. In the following, we shall informally discuss the
actions performed by A as an initiator, B as a responder and S as a server.
Initiator: Labels �i0 , ...�i3 correspond to actions with the interpretation: (i)
await for some signal to initiate a session with a responder, (ii) make known to
the server the intention to have a session with a responder with the underlying
structure for the message packet, (iii) wait for some finite time for the server
(which is indicated by the signal tick, and (iv) receive the response from the
server as and when it sends the session key. Since, the underlying model assumes
that the principals know how to extract the key given a priori known message
structure, it follows easily that the initiator (in this case agent A) will get the
key of the responder with whom it wanted to have a transaction (in this case
agent B) using the simplification rules given for Vernam encryption earlier.
Responder: Labels �r0 , ...�r3 correspond to actions with the interpretation: (i)
await for request from the server for a response, (ii) waiting for some finite time
before answering, and (iii) sending the requested information to the server.
Server: Labels �s0 , ...�s3 correspond to actions having the interpretation: (i)
awaiting for an initiator, (ii) waiting for sometime before sending the request
to the responder, (iii) sending the request to the responder, (iv) awaiting a
1 It must be noted, that in Esterel all such aspects are done as per the host language
which can be C, Java etc.



Analyzing Cryptographic Protocols in a Reactive Framework 51

module Initiator;

input start; Is: some string type;

output Ia : some string type;
var Ka: key bit type;

A: initiator type; B: responder type; S: server type;

loop

�i0: await start;

�i1: emit Ia(A,S,B,E(Ka));

%Structure:(sender.via,destination,encrypted msg)%

�i2: await tick;

�i3: await Is(S,A,B,V(Ka,Kb))

success:

endloop

end module

Fig. 2. Model of Initiator

module Responder;

input Is: some string type;

output Ib : some string type;
var Kb: key type;

A: initiator type; B: responder type; S: server type;

loop �r0: await immediate Is(S,B,A);

�r1: await tick;

�r2: emit Ib(B,S,A,E(Kb);

endloop

end module

Fig. 3. Model of Responder

module Server:

input Ia, Ib: some string type;

output Is: some string type;

var A: initiator type; B: responder type; S: server type;

key initiator, key receiver: key type;

loop �s0: await immediate Ia(A,S,B,E(Ka);

A:= first(Ia(A,S,B,E(Ka)); B:= third(Ia(A,S,B,E(Ka));

key initiator:= getkey (Ia(A,S,B,E(Ka));

�s1: await tick;

�s2: emit Is(S,B,A);

�s3: await Ib(B,S,A,E(KB));

key receiver:=getkey(Ir(B,S,A,E(Kb));

�s4: await tick;

�s5: emit Is(S,A,B, V(Ka,Kb))

endloop

end module

Fig. 4. Model of Server
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module TMN;

input start;

output Ia, Ib, Is: some string type;

run initiator [Ia/Ia, Is/Is, Ka/Ka, A/A,B/B,S/S]

||
run responder [Ib/Ib, Is/Is, Kb/Kb,A/A,B/B,S/S]

||
run server;

end module

Fig. 5. Model of the TMN Protocol with Three Principals

response from the server - allowing it sometime for responding, (v) again awaiting
before sending the information to the initiator and (vi) sending the required key
information in the agreed structure to the initiator.

3.3 Characteristic Features of the Model

Capturing the roles and capabilities of the agents:
The model clearly articulates, the roles of agents, message packets, possible

concurrent roles etc. To be more specific:

– The capabilities of the principals and the protocol followed by them are
explicit.

– In the protocol, we have shown A to be performing the role of an initiator,
B the role of a responder and S the role of a server. From the parameterized
specifications, it is easy to see how the role of the principal can be changed
and also several (finite) roles can be conceived concurrently.

– Further, Ia, Ib, Is can be seen as packets that can be seen by the principals
while being alert in the scope. This is one of the ways of abstracting the
model of the public network with routers.

Verifying the proof obligations for message passing

– An initiator will get the key sent by the responder via the server given that
responder and server react in finite time.

– Ignoring functional rewritings of the equation, the question corresponds to:
at(�1) ; after(�i3)
or in terms of messages Ia(A,S,B,E(Ka)) ; Is(S,A,B,V(Ka,Kb))
where at(p) after(p) are the usual control predicates that indicate whether
the control point is currently “at p” or has crossed “p” respectively.

– The inferences follow naturally from the automata constructed using the
Xeve tool2 for the above program and showing that the constructed au-
tomata is symbolically bisimilar to the automata corresponding to the trace
[Ia(A,S,B,E(Ka)) Is(S,A,B, V (Ka,Kb))]∗ where “*” denotes the usual

2 A proof tool based on symbolic bisimulation available for synchronous frameworks.
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Kleene-star operation denoting finite a priori unbounded repetitions of the
trace. Other implicit relations of the actions of the principals A,B and S can
also be captured by similar trace structures.

3.4 Analyzing Security Properties

In this section, we shall discuss the analysis of security properties.
First, we generalize the model with several principals as shown in Figure 6

having m initiators and n responders. Note that the correspondence of initiators
and responders need not be one-to-one physically.

module TMN-many;

input start: boolean;

output Ia1 , · · · , Iam , Ib1 , · · · , Ibn , Is: some string type;

run initiator [Ia1/Ia, Is/Is, Ka1/Ka, A1/A,B(1)/B,S/S]

· · ·
|| run initiator [Ian/Ia, Is/Is, Kan/Ka, An/A,B(m)/B,S/S]

|| run responder [Ib1/Ib, Is/Is, Kb1/Kb, A(1)/A,B1/B,S/S]

|| · · ·
|| run responder [Ibm/Ib, Is/Is, Kbm/Kb,A(n)/A,Bm/B, S/S]

|| run server;

Fig. 6. Model of the TMN Protocol with Several Principals

Security Properties via Traces: Let Ai be the initiator and let Bj be the
corresponding responder; we assume Ai is not the same as Bj . We say that the
protocol is secure under the assumption of non-crackability of the cryptographic
primitive if the key, Kbj sent by Bj to Ai via the server occurs only in the
form V (Kai ,Kbj ). That is, for the latest request from Ai to Bj , there is no
other message of the form V (Kar ,Kbj ) for some r �= i message in the system.
Now, let us see whether the protocol discussed above satisfies this property or
a counterexample or an attack can be found. In the module structure shown in
Figure 6, it can be seen that the module corresponding to the structure of the
initiator or the responder for that instantiation can output only on that named
output signal. That means, in the structure shown it is not possible to break
security for the following reasons:

– Esterel is a lexically scoped typed language. Hence, unless the access to
signals is explicitly given or derived under the scoping rules, the modules will
not be able to access the signals. In the context shown, we have shown Ia
being accessible only by A and the server, and Ib being accessible only by B
and the server. In view of the strong typing, no intruder (which in this case
has to be other than A or B) will be able send signals mimicking as other
agents. In other words, the typing rules ensure that accessing messages not
meant for it are out of bound for others.
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– Considered in another way, the typing rules ensure the authenticity of the
messages (i.e., the messages should have been sent by such and such a prin-
cipal) that was perhaps implicit in the original protocol.

To model attacks wherein the intruders can see messages, create new mes-
sages etc., we need to derive a weaker structure than that shown in Figure 6.
This is done by permitting each principal to access and broadcast on signals that
are not necessarily meant for it. This is achieved by placing signals correspond-
ing to the various initiators and responders in the lexical scope of all initiators
and responders (or all valid principals). In this model, one cannot guarantee
authenticity as will be seen later.

Note 4. It must be noted that esterel permits concurrent incarnations of a
module. For this reason, one could define explicit rules of combination when two
signals are emitted concurrently.

4 Modelling Intruders, Attacks, and Analysis

The main capabilities of the intruder are:

1. Obtain any message, store them, and reinsert them at some point.
2. Decompose the plain text into different components, modify the components

(no breaking is allowed) and insert the messages in the system.

Intruders following the above rules can be obtained by looking at the messages
on the bus. Consider the modelling of an intruder corresponding to the messages
emitted by the initiator shown in Figure 2. It may be noted that the initiator
shown in Figure 2 emits only one message Ia(A,S,B,E(Ka)). As the server is
unique, the messages constructed will have the server name unaltered as well as
its position unchanged. The possible messages that can be generated or emitted
with the capabilities as mentioned above on the message that is normally emitted
by an initiator is given by (here, principal C is used to denote an intruder):

Ia(A,S,B,E(Ka))-- corresponds to emitting a message stored earlier;

Ia(A,S,B,E(Kc))-- Alter the key to that of agent C (intruder)

Ia(A,S,C,E(Ka))-- Responder is altered to C.

Ia(A,S,C,E(Kc))-- Responder as well as the key is changed to that of C

Ia(C,S,B,E(Kc))-- C becomes initiator

The other possible messages will not play any role; in fact, the third message
shown above also does not play any useful role as the intruder will not be able to
derive any useful information as it is its’ (intruder) own key that is being passed.
Interception (in a sense blocking!) is modelled by an “abort” statement and a
signal “intercept” that is a local input signal to the intruder. Thus, when Ia and
intercept are simultaneous, Ia would be intercepted. We have not shown the
possibility of it being stored just for simplicity. An intruder, C, that alters the
messages read from A as above, is given in Figure 7. In the figure, the signals,
“zero, one, two, three, and four” are input signals that have been used to model
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module Crude-init;

input zero, one, two, three, four, intercept;

loop

abort

await Ia(C,S,B,E(Kc));

await immediate

case zero do Ia(A,S,B,E(Ka));

case one do emit Ia(A,S,B,E(Kc));

case two do emit Ia(A,S,C,E(Ka)) ;

case three do emit Ia(A,S,C,E(Kc));

case four do emit Ia(C,S,B,E(Kc));

when intercept;

endloop

end module Crude-init

Fig. 7. Crude Intruder of Initiator

input nondeterminacy corresponding to the possibilities of emitting messages
mentioned above.

On similar lines, one can construct intruders corresponding to the possible
messages that can be seen emitted by the responder and server. A parallel com-
position of all such intruders will be the actual intruder for the system:

||i crude − init ||j crude − respond ||k crude − server

will be the general intruder where i, j, and k denote the quantification over all
messages that can be emitted by the initiator, responder and server respectively.

In the following, we shall consider some structured intruders that would
illustrate the various attacks on the basic protocol described previously. It must
be noted that the behaviours of these structured intruders will be contained in
the behaviour of the general intruder constructed as above. These aspects will be
discussed in the full paper. As concurrent incarnations of modules are possible,
we can model finite concurrent roles.

Since the intruders are assumed to be valid principals of the system, without
loss of any generality, we can assume that messages sent will have the well-defined
syntactic structure. The attackers that mimic the roles of initiator, responder
or the server of sessions can be obtained by decomposing the possible messages
that could possibly be emitted and performing operations as detailed above. We
shall illustrate the possibilities of attacks seen from the initiator module, the
initiating agent being called A:

1. replacing the key of the initiator by its’ own key which is realized by:

CA ≡ initiator[Ia/Ia, Is/Is,Kc/Ka, A/A,B/B, S/S]

2. creating a new message as if A has initiated. This is given by,

CA ≡ initiator[Ia/Ia, Is/Is,Kc/Ka, A/A,B/B, S/S]
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The difference between (2) and (1) is that in (1) the message was in response
to an initiation from the actual initiator A whereas in (2) a fraudulent mes-
sage was created by the intruder C.

The module shown in Figure 8 combines the above two scenarios where input
signals one, two represent signals that make the intruder decide the choice (this
is where input indeterminacy comes into the picture). Actually the case corre-
sponding to, two, is as good as C starting as an initiator. The other possibilities
have been ignored as they don’t seem to be structurally feasible. We have placed
reactions pairwise (through the await-case statement) as the intruder once de-
cides on a role will take the corresponding reaction.

module Intruder-init;

input one, two;

Is: some string type;

output Ia: some string type;

var Ka: key bit type;

A: initiator type;

B: responder type;

S: server type;

loop

await

case one do emit Ia(A,S,B,E(Kc)); %change key%

case two do emit Ia(C,S,B,E(Kc)); % change A%

end await

await tick; % assume one is sustained till the nest reaction

of the await-case statement %

await immediate

case one do await immediate Is(S,A,B,V(Kc,Kb));

case two do await immediate Is(S,A,B,V(Kc,Kb))

endawait;

endloop

end module

Fig. 8. Model of General Intruder

On similar lines, the general intruder models can be obtained for playing the
roles of responder and server. In short, breaking the message components and
plain substitution makes it possible to perform attacks like (i) eavesdropping,
(ii) mimicking an initiator, (iii) mimicking a responder, (iv) and mimicking as a
server for the un-encrypted part (or plain text) etc. With concurrent roles being
possible, attacks such as (a) concurrently mimicking as initiator and responder
and (b) attack through concurrent sessions are possible. These are modelled using
the parallel operator that permits concurrent instantiations of modules. The
possibility of the initiator, A, starting two concurrent sessions will be discussed
later. The work in [12] elucidates the various attacks on the TMN protocol using
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the CSP model checker elaborately. In the following section, we discuss these
attacks and show how the attacks can be derived as instances of the general
model discussed above.

Note 5. The interception of a message classically corresponds to somebody block-
ing (and picking) the message from reaching the actual destination. In the fol-
lowing, we have allowed the intruder from copying the packet and allowing it to
reach the destination as pure interception does not lead to new possible attacks
(note we have already modelled interception earlier). It must be noted that in-
terception can be trivially modeled through a preemptive message. Interception
will become relevant relative to questions like whether the initiator as well as
the intruder are able to get the key etc.

4.1 Attacks in the Protocols

In this section, we shall illustrate the various attacks described in [12] as instances
of the model discussed so far.

Intruder Mimicking Initiator: Operationally, the intruder mimicking the
initiator can be described as follows:

– The intruder picks up the request of the initiator, say A, to some responder,
say B.

– Sends the modified request (to denote as if it has come from initiator A).
This is accomplished by replacing in the message digest its’ own key in place
of the key of the initiator.

As the intruder is also a valid principal in the system, the behaviour of an
agent mimicking as A can be described by the following module:

CA ≡ initiator[Ia/Ia, Is/Is, Kc/Ka, A/A, B/B, S/S]

The verification for this property is done by constructing an observer for repeated
occurrences of the trace “Ia(A,S,B,E(Ka)) Is(S,A,B,V(Kc,Kb))”as shown below:

module observer;

input Ia, Is: some string type;

output alarm: alarm type;

loop

await immediate Ia(A,S,B,E(Ka));

await Is(S,A,B,V(Kc,Kb));

present ?Is = (A,S,B,E(Ka))

then emit alarm

else skip

end present;

end loop

end module observer
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The observer when run along with the protocol emits the signal alarm depicting
the underlying attack. Now, let us analyze further additional questions about
security we can ask about the system having A, B, S and CA as the principals
(i.e. the system shown in Figure 5 along with CA).

1. Does the intruder get kb? That is, does CA get the message “Is(S,A,B,
V(Kc,Kb))” in response to Ia(A,S,B,E(Kc))? The deduction of getting the
key after this message is obtained, follows since the intruder is also a valid
principal and hence, knows the underlying simplification rules.

From the Xeve (also by simulation through Xes), the answer is YES.
2. Is it possible that the principal A also could have initiated the request and

got the key concurrently?
The answer is YES on the same lines as (1) above.

3. Is it possible that the principal A as well as the intruder CA can get the keys
concurrently?

The answer is YES since it is possible to have multiple emissions of
the same signal for which a proper combination function[2] can be
defined in the program. In other words, both A and CA will see two
messages out of which only one can be decoded by each using the
simplifications laws.

4. The affirmative answer to the above question leads to the question:
Does the initiator detect that there could be an intruder? or Does the in-
truder smell that the actual principal could have been there and hence, it
could have detected the possible existence of an intruder?

The answer is YES again on the same lines of argument (3) given
above.

Scenarios corresponding to above cases are: (i) A not actually initiating but
initiated by CA (ii) A and CA initiating concurrently, (iii) only A initiating and
(iv) neither A nor CA initiating.

Intruder Mimicking Responder: Here, the intruder picks up the response of
the server to the responder and sends it as if it was the responder itself except
that it replaces its’ key for the key of the responder. The corresponding module
is: CB ≡ responder[Ib/Ib, Is/Is,Kc/Kb, A/A,B/B, S/S]. Similar questions as
in section 4.1 can be answered on the same way.

Concurrent Initiator- and Responder-Intruders: Here, the initiator ini-
tiates a run with itself mimicking as A and wanting to respond with B; when
A indeed wants to have a session with B then the intruder responds as B. This
could be treated as multiple roles for an intruder. The model corresponds to run-
ning the basic protocol shown in Fig. 5 in parallel with CA and CB as above. On
the same lines as above, it can be shown that the principals could be deceived by
the intruders. Assuming in the Internet, the packets are not destroyable except
by those to whom it is meant for, the following question again can be answered
affirmatively:
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Is it possible that the initiator as well as the intruder would have got
hold of the keys?

5 Modelling and Analysis of Modified TMN Protocol

The first modification of the TMN protocol to overcome the attacks discussed
so far as discussed in [12] is as follows: the initiator and the responder share an
explicit secret with the server and use them when sending messages to the server.
Thus, the server matches the secret sent by the principal with its identity (again
a secret known only to the Server and the agent itself). The modified protocol
with the above mentioned changes [12] is shown below:

Message 1: A → S: A.S.B.E(sa,Ka)

Message 2: S → B: S.B.A

Message 3: B → S: B.S.A.E(sb,Kb)

Message 4: S → A: S.A.B.V (Ka, Kb)

The module structure shown in Figure 5 will remain the same except for the
message structure and the additional secret the agents share with the server.
The new model of the initiator, responder and the server are shown in Figures
9, 10, and 11 respectively with the modified TMN system shown in Figure 12.

Running the three modules shown in Figure 12 along with the model of the
intruder shown in Figure 13, one arrives at the conclusion that that it is indeed
the case the intruder can capture the secret key. On the same lines, one can
show that it is also the case that it is quite possible that the initiator and the
responder could get the clue that there is an intruder.

The attack as found in [12] (attacks 5.1 & 5.3) follows exactly as above; the
difference from 5.1 and 5.3 as envisaged in [12] is that in 5.1 the message from
the initiator has been intercepted and hence, it is not responding further whereas
in 5.3 the initiator is continuing to respond. It is of interest to note that in the
reactive framework, both of them are answered at one shot (in other words, one
scenario comes for free).

The attack described in section 5.2 of [12] can be realized using the intruder
CB ≡ initiator-I[sa,Ka/sa,Ka, Is/Is, A/A,C/B,S/S]

In this case, in the system consisting of A, B, S, and the intruder, CB, the
server, S, is responding to both the messages received from the initiator and
the intruder. Thus, both A and CB get the key Ka. This just corresponds to
detecting the two messages (in fact, this is the question asked in section 4.1). It
may be noted that the intruder is doing little more than than what it is supposed
to do as it is assuming that the message is removed completely. (in fact, message
4’ in attack 5.2 [12] will come by itself as the server is going to respond for the
messages any way).

Attack of section 5.4 of [12] can be obtained using the same intruder as given
above; the difference is that the initiator also gets the proper key.



60 R.K. Shyamasundar

module Initiator-I;

input start; Is: some string type;

output Ia: some string type;

var Ka: key bit type; sa: sec identity type;

A: initiator type; B: responder type; S: server type;

loop �i0: await start;

�i1: emit Ia(A,S,B,E(sa,Ka));

%(sender.via,destination,encrypted msg and secret share)%

�i2: await tick;

�i3: await Is(S,A,B,V(Ka,Kb))

success: endloop

end module

Fig. 9. Modified Initiator

module Responder-I;

input Is: some string type;

output Ib: some string type;

var Kb: key type; sb: sec identity type;

A: initiator type; B: responder type; S: server type;

loop �r0: await immediate Is(S,B,A);

�r1: await tick;

�r2: emit Ib(B,S,A,E(sb, Kb);

endloop

end module

Fig. 10. Modified Responder

module Server-I:

input Ia, Ib: some string type;

output Is: some string type;

var A: initiator type; B: responder type; S: server type;

key initiator, key receiver: key type;

loop �s0: await immediate Ia(A,S,B,E(sa,Ka);

A:= first(Ia(A,S,B,E(sa,Ka)); B:= third(Ia(A,S,B,E(sa,Ka));

key initiator:= getkey (Ia(A,S,B,E(sa,Ka));

�s1: await tick;

�s2: emit Is(S,B,A);

�s3: await Ib(B,S,A,E(sb, KB));key receiver:=getkey(Ir(B,S,A,E(sb,Kb));

�s4: await tick;

�s5: emit Is(S,A,B, V(Ka,Kb))

endloop

end module

Fig. 11. Modified Server
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module TMN-imp;

input strat;

output Ia, Ib, Is: some string type;

run initiator-I [sa,Ka/sa,Ka, Is/Is, A/A,B/B,S/S]

|| run responder-I [sb,Kb/sb,Kb,Is/Is, A/A,B/B,S/S]

|| run server-I

end module

Fig. 12. Modules of the Improved TMN Protocol

run initiator-I[sc ,Kc/sa,Ka, Is/Is, C/A,B/B,S/S] % mimics initiator

|| run responder-I[sc ,Kc/sb,Kb,Is/Is, A/A,C/B,S/S] % mimics responder

Fig. 13. Model of the Intruder

5.1 Further Strengthened TMN Protocol

The strengthened TMN for the attacks [12] wherein the identity of the agent
with which communication is requested is encrypted is given below;

Message 1: A → S: A.S.E(B, sa, Ka)
Message 2: S → B: S.B.A
Message 3: B → S: B.S.E(A, sb,Kb)
Message 4: S → A: S.A.B.V (Ka, Kb)

esterel model for the above protocol follows from the models shown earlier.
The required proof obligation is: Ia(A,S,E(B, sa,Ka)) ; Is(S,A,B, V (Ka,
Kb)). This easily follows in the esterel model.

Now, let us see whether some intruder can indeed try to get a key of a prin-
cipal fraudulently. Our first task is to construct the intruder. By the rules of the
intruder model, messages 1 and 3 cannot be changed meaningfully as encryption
is tied down to identities as well as secrets with the servers which are by definition
noncrackable. The only other message that can be be modified or inserted are
message 2 (the possibilities being S.B.C or S.C.B) and message 4 (the possibili-
ties are S.C.B.V (Ka,Kb), S.A.C.V (Ka,Kb)). Thus, the intruder will be simpler
than that obtained earlier due to the strengthened message transmission. A sim-
ple analysis shows that the altered possibilities of message 4 are of no use to the
intruder as the key cannot be decrypted by anyone else other than A as per the
simplifications rules. Since the traces are finite, the observer constructed to find
whether there will be a message of the form Ia(S.A.B.V (Kc,Kb)) in response to
a message Ia(A,S,E(B, sa,Ka)) will be false – establishing the security of the
system.
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5.2 Authenticity

Authenticity as defined in [12] is given below:

1. If a responder B completes a run of the protocol, say with A, then it must be
the case that A must have been previously been trying to run the protocol
with B. Note that it is never the case that B can conclude that A must have
received the message sent by it. Further there should be a 1-1 relationship
between the runs of A and B.

2. If an initiator A completes a run of the protocol, say with B, then B has
previously been trying to run the protocol with B, then B has previously
been trying to run the protocol with A; there should be a 1-1 relationship
between the runs of A and B. Also, the two agents should agree on the value
of the key established.

The trace for a proper correct run of the initiator and responder is:
Ia(A,S,E(B, sa,Ka)), Is(S,B,A), Ib(B,S,E(A,Sb, kb), Is(S,A,B, V (Ka,Kb))
Thus, if the system satisfies the property of authenticity, the above should be
the only valid trace. However, the system will not only find the trace given above
but also finds: Is(S,B,A), Ib(B,S,E(A,Sb, kb), Is(S,A,B, V (Ka,Kb))
Hence, we can conclude that it is not the case that the strengthened protocol
satisfies the property of authenticity. The reason for the failure of authenticity
is that “message 2” can be emitted by the intruder in response to which the
server can respond. Note that the intruder is also capable of emitting the first
message which may be an old stored one. The server does not check whether
the message has been responded to or not. Now, let us ask some question that
relates to concurrent runs that can be modelled easily in the reactive framework.

Question: What happens if A wants to have concurrent runs with the re-
striction that the response from A to B should keep track of the explicit session?

As the protocol does not satisfy the property of authenticity, the above prop-
erty cannot be obviously satisfied. The counter example can be found easily by
modelling the observer and showing that the traces can be interleaved. We can
also model nonces and iterative authentication protocols. We will not going into
these aspects for want of space.

6 Synchronous Languages as Specification Languages for
Cryptographic Protocols

One of the works [10] on cryptographic protocols is concerned with the spec-
ification of languages that would allow a simple derivation of the obligations
and commitments of the principals involved in the protocol. A careful examina-
tion of Esterel shows that it satisfies the main objectives highlighted in [10]
Considering the underlying typing rules, it is possible to distinctly arrive at the
capabilities and visibilities of signals and variables. Using such information, we
can arrive at the various obligations/commitments of the modules. For instance,
the following scenarios can be arrived at from Figure 5:
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1. A has the role of initiator, B of responder and S the role of server.
2. A sends its request on Ia and awaits response on Is.
3. B awaits for requests on Is and responds on Is.
4. S awaits for requests/responses on Ia, Ib and forwards them on Is.
5. Keys Ka and kb should not be revealed to any intruder.

Through such an interpretation, one can formulate required properties as pos-
tulates and commitments – leading a good understanding of obligations.

7 Conclusions

The reactive framework seems to be quite suitable for the analysis of crypto-
graphic protocols for the following reasons:

1. The languages are well defined and the semantics is captured nicely in terms
of rewrite systems - thus,capturing the inductive definitions succinctly.

2. Language supports input indeterminacy with deterministic reactions. The
underlying broadcast communication aids in capturing the router/broadcast
features naturally that are needed for the modelling.

3. It has good simulate-compile-verify environment and permits checking some
of the security and authenticity properties to be verified by simulation using
observer criteria.

4. Modularity of the language permits to check properties with concurrent roles
and runs; also, it can be used as a specification language.

5. Verification can be done via symbolic bisimulation or via model checking.
6. The availability of preemption allows us to model complex protocols that

allow withdrawing of requests.

Most of the security properties can be captured as safety properties. These
could be specified in various logics which can be directly translated as observers
as envisaged above automatically; we shall not discuss further due to lack of
space. Further, our experience shows that in analyzing cryptographic protocols,
counter-example generating tools will have a useful role. We are also extending
the study to real-life complex protocols such as SET [13] with preemption.
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Abstract. Equivalence games have been shown as an efficient way to
diagnose design systems. Nevertheless, like other diagnostic routines,
equivalence games utilize the information already computed by equiv-
alence checker during verification. Therefore, these diagnostic routines
tightly gear to the data structure of checker being used, and their ability
of migrating to a different checker is not always guaranteed. Moreover,
different equivalence relations demand different game schemas, which
makes it tedious to implement equivalence games. We solve the first
problem by utilizing a generalized version of partition refinement tree
(PRT) as an abstract of proof structures. With a little bookkeeping, a
partition refinement-based checker is able to supply PRT as the evidence
to support its result. The diagnostic routines built on PRTs are inde-
pendent of equivalence checkers being used. PRTs may also be used to
certify the equivalence-checking result.
To solve the second problem, we introduce a semantics hierarchy. Im-
plementation following this hierarchy enjoys greater code sharing among
different games. The prototype of this schema, including PRT-friendly
algorithms and the architecture of semantics hierarchy, has been imple-
mented on the Concurrency Workbench.

1 Introduction

The ability of generating diagnostic information is an important feature of a
verification tool. In the case of equivalence checking, a tool usually returns a
textual-based property satisfied by one process but not by the other. This could
be a Hennessy-Milner logic formula in (weak-) bisimulation [HM85], a trace in
language equivalence, or a failure in testing-based equivalence [Mai87]. Never-
theless, this information lacks of intuition, and is often inadequate for spotting
errors in design systems.
Equivalence game [Sti87] has been shown to be an efficient way to help the

user understand why or why not two processes are related. In equivalence game,
user plays against computer to challenge the verification result. Computer con-
vinces user about the correctness of result by showing that he has a strategy to
win each and every play, no matter how user reacts. Nevertheless, there are cer-
tain difficulties in designing and implementing game semantics: first, like other
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diagnostic routine, the construction of winning strategies utilize the information
already computed during equivalence checking. Building games on a checker re-
quires case-by-case study on the proof structure of individual checker, i.e., the
data structure by which a checker reaches its result; second, each equivalence re-
lation demands a unique definition of game. Implementing each game semantics
separately turns out to be very tedious work.

We start to solve the first problem by abstracting in a “standard” form
the proof structures of checkers, so diagnostic routines built on these abstract
proof structures can migrant between checkers effortlessly. The abstract proof
structure we are looking for turns out to be a generalized version of partition
refinement tree (forest) (PRT). PRT serves as the evidence to support the result
of equivalence checking. With some bookkeeping effort, a partition refinement-
based algorithm can produce PRTs without compromising its complexity. PRT
may also be used to certify the equivalence-checking result. Our study shows that
PRT provides sufficient information for producing many diagnostics, including
Hennessy-Miller logic formula in (weak-) bisimulation, trace in language equiv-
alence, and failure suite in testing-based equivalence. Particularly in this paper
we consider how to build equivalence-checking games on PRTs.

Different equivalence semantics demand different game schemas. Implement-
ing them separately turns out to be a very tedious work. We introduce se-
mantic hierarchy to promote code sharing between games, and make it easy to
add a new game. The semantics hierarchy consists of three levels: at the top is
an abstract game, which includes the common functionalities shared by all the
(property-checking) games; in the middle is equivalence game module(EQM),
which subsumes all the equivalence games; and on the bottom is semantics plug-
ins (plugins), which include those functions unique for each individual game.
The implementation following this hierarchy greatly improves the code sharing
among games at appropriate levels. For example, one of EQM’s functions is to
build abstract winning strategy by tracing PRTs. Semantics plug-ins will inter-
pret this abstract winning strategy as the winning strategy for the targeting
equivalence game. Therefore, each game don’t have to implement its own func-
tion to handle PRTs. In most cases, to introduce a new equivalence game one
only needs to supply relatively small plugins.

The introduction of PRTs and semantics hierarchy are two features making
this schema distinct. Our experiments on CWB-NC has showed the combination
of two dramatically reduced the implementation cost while adding flexibility and
other nice features, including uniform interfaces and centralized bookkeeping.

This paper chooses bisimulation game and language equivalence game as
examples to show how they can fit to this schema. The discussion on more com-
plicate case of failure- and testing- equivalence games is left to the full version
of this paper, available at www.cs.sunysb.edu/∼ tanli/bisgame.ps. The rest
of paper is organized as follows: section 2 prepares notations and definitions;
section 3 introduces an abstract version of partition refinement tree as the stan-
dardized interface data structure between checkers and upper-level diagnostic
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routines. Section 4 introduces semantics hierarchy. Finally, section 5 discusses a
prototype implemented on Concurrency Workbench of the New Century.

2 Preliminaries

2.1 Transition System and Equivalence Relations

We model the processes as labelled transition systems (LTSs). A labelled transi-
tion system is a triple 〈S,A,→〉, where S is the set of states, A is the a set
of actions containing visible actions A − {τ} and an internal action τ , and
→⊆ S × A × S is the transition relation. We shall write s

a→ s′ in lieu of
〈s, a, s′〉 ∈→. We write s a→ if there exists a s′ such that s a→ s′, and s � a→ if such
s′ doesn’t exist. We denote s

a→ • for the set {s′ | s a→ s′}. We lift the notation
of → to sets of states straightforwardly: P a→ P ′ iff P ′ = {s′ | ∃s ∈ P.s

a→ s′}.
A state s is stable if s � τ→. We refer to s

•→= {a | s a→} as the set of initial ac-
tions of s. The notion of deterministic and non-deterministic transition systems
is defined straightforwardly based on the behavior of their outgoing transitions.
Weak (Observational) transition relation ⇒ is defined as below. Let β ∈

(A− {τ})∗ be a sequence of visible actions, then,

1. ε⇒=τ
∗
→, where τ

∗
→ is the transitive and reflexive closure of τ→.

2.
aβ′
⇒= ε⇒ ◦ a→ ◦ β

′
⇒. where ◦ denotes relational composition.

We extend the notion of ⇒ to sets of states: P β⇒ P ′ iff P ′ = {s′ | s β⇒ s′}. We
refer to P ε as P ’s ε-closure {s′ | s ε⇒ s′}. β is a trace of s0 if there exists s′ such

that s0
β⇒ s′. The language of s0 ∈ S, written as L(s0), is defined as all the

traces of s0.
We now define semantics equivalences that relate processes (states in a tran-

sition system) on the basis of their behavior. In what follows, we fix the labelled
transition transition T = 〈S,A,→〉.

Definition 1. Given a relation Π ⊆ S×S, ∼Π is a Π-bisimulation iff ∼Π⊆ Π
and s0 ∼Π s1 implies the following,

1. s0
a→ s′0 ⇔ ∃s′1.s1

a→ s′1 ∧ s′0 ∼Π s′1.
2. s1

a→ s′1 ⇔ ∃s′0.s0
a→ s′0 ∧ s′1 ∼Π s′0.

Note that if Π = S × S then a Π-bisimulation is a bisimulation in the usual
sense [Mil89].

Definition 2. Let s0 and s1 be two states of T . s0 =may s1 iff L(s0) = L(s1).

=may is also called language equivalence relation.
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2.2 Computing Other Equivalence Relations as Bisimulation

[CH93] showed that many other equivalence relations, including language and
testing equivalences, may be reduced to Π-bisimulation. Their idea is to first
transform the original transition system to a new one which they call refer-
ence transition system. Computing an equivalence relation on original system is
equivalent to compute a Π-bisimulation on reference transition system. [CH93]
also suggests a family of reference transition systems, called acceptance graph,
for language equivalence, failure equivalence, and testing equivalence. An accep-
tance graph is a deterministic transition system whose states are pairs of boolean
value and set of states. In addition, each state q is labelled with a set of sets of
actions q.acc. An acceptance graph for testing T on language equivalence, written
D(T ) = 〈Sr, Ar,→〉, may be defined as below,
1. Sr = {〈Q, false〉 |Q = Qε}
2. For each t ∈ Sr, t.acc = ∅
3. For t1 = 〈Q1, b1〉 and t2 = 〈Q2, b2〉, t1 a→ t2 exactly when the following
properties hold.
(a) a �= τ

(b) (Q1
a⇒ •)ε = Q2

In other words, D(T ) is just the deterministic version of T . We denote t.closed =
b for the boolean value associated with the node t = 〈Q, b〉. D(T ) is a very sim-
ple acceptance graph in the sense that both t.closed and t.acc are trivial: they
are always false and ∅. We keep these two fields for the reason of compatibil-
ity. Testing and failure equivalence games need these two fields for maintaining
divergence information.
The mapping function g associating each states in original system with a

state in reference system can be defined as g(p) = 〈〈{p}ε〉, false〉. Let L(p) and
L(g(p)) be the language accepted by p in T and that accepted by g(p) in D(T ).
Since D(T ) is merely the deterministic version of T on the relation ⇒, we have
L(p) = L(g(p)).

Theorem 1. [CH93] s0 =may s1 if and only if g(s0) ∼Π g(s1), where g(s) is
the state related to s in D(T ), and Π = {〈t1, t2〉 | t1.acc = t2.acc}.
Practically, if we only want to know whether s0 =may s1, we only need to
construct the part of D(T ) reachable from g(s0) or g(s1).

3 Partition Refinement Tree

A binary tree D is prefix-closed subset of {0, 1}∗, where λ, the empty sequence,
is the root of the tree. An edge is a tuple 〈d, d.i〉 ∈ E such that d, d.i ∈ Q. d
is an internal node if d is the non-trivial prefix of some d′ ∈ D, and it is a leaf
otherwise. A binary tree D is complete if both d.0 and d.1 are in D for every
internal node d. A forest of binary trees is the set of binary trees. We shall write
kβ for the node β in k-th subtree.
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In what follows, we fix the transition system T = 〈S,A,→〉. We refer to
P ⊆ S as stable to P ′ ⊆ S on action a ∈ A iff either Q = P or Q = ∅, where
Q = {s ∈ P | ∃s′ ∈ P ′.s a→ s′}. P ⊆ S is stable to P ′ iff P is stable to P ′ on any
action a ∈ A.

Definition 3. A partition refinement tree (PRT) γ = 〈D,  ,  s,  a, T 〉 is a la-
belled complete binary tree D defined with respect to a LTS T = 〈S,A,→〉.
 : D → 2S − ∅ labels each node with a non-empty subset of S.  a : D → A and
 s : D → D associates each internal node with an action and a node, respectively.
In addition,  a and  s satisfies the following properties,

1.  (ε) = S.
2. For each internal node d,  (d.0) = {s ∈  (d) | ∃s′ ∈  s(d).s

�a→ s′}, and
 (d.1) =  (d)−  (d.0).

3. There is a well-founded order ω on D such that, for any d ∈ D, d < d.i and
d ≥  s(d) on ω.

A node d is stable to node d′ and action a iff  (d) is stable to  (d′) and a. A
partition refinement tree is stable if, for any leaves q1 and q2,  (q1) is stable to
 (q2) on any action.

We refer to  s(q) and  a(q) as the splitter and splitting action of q. With the
clear context we may avoid the formal discrimination of a node q and the set
 (q) it represents. Intuitively, when q splits with respect to a splitter  s(q) and
a splitting action  a(q), its left child  (q.0) contains those states of q which can
make  a(q) transition to some states of  s(q), and the right child q.1 contains
the rest of states in q which are not able to do so.
Most of properties of PRTs are clear to those reader who are familiar with the

partition refinement-based algorithms (cf. [KS83]), except (3). The well-founded
order ensures that the final partition represented by leaves is not “finer” than
the partition induced by bisimulation. We need to introduce some definitions
before we give the formal proof.
A stable partition on S is a partition Γ such that a block P ∈ Γ is stable to

any block P ′ ∈ Γ . A partition Γ is coarser than Γ ′, written Γ ′ � Γ , iff for each
P ∈ Γ , there exists a P ′ ∈ Γ ′ such that P ′ ⊆ P .

Lemma 1. [PT87]

1. There is only one coarsest stable partition for any transition system, and
2. The coarsest stable partition is just the partition induced by bisimulation.

Theorem 2. Given a stable partition refinement tree γ = 〈D,  ,  s,  a, T 〉, Γγ =
{ (q) | q is a leaf} is the partition induced by the bisimulation relation ∼.
Proof. Let Γ is the coarsest stable partition. We need to show Γγ = Γ . Clearly
from the definition of PRTs Γγ � Γ . We only need to show that Γ � Γγ .
We choose to prove a stronger condition: γ respects partition Γ , i.e., each

node of γ is an union of some blocks in Γ . We use the contradiction to show this.
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Let w be the well-founded order on D implied by the definition. Clearly the first
node on w, the root, satisfies this. Assume that d.k is the first node on w which
violates the condition. We consider the case k = 0, while the case k = 1 can be
proven similarly.
The assumption that d.0 is not the union of some classes in Γ implies the

existence of si and sj such that si ∈  (d.0), sj /∈  (d.0), and {si, sj} ⊆ P for
some P ∈ Γ . Since d always appear before d.i on w, si and sj must be both in
 (q). Therefore, sj ∈  (d.1). Moreover, By lemma 1, {si, sj} ⊆ P implies si ∼ sj .

By (2) in definition 3, there is a state s′i ∈  ( s(d)) such that si
�a(d)→ s′i.

Nevertheless, si ∼ sj implies the existence of a s′j such that sj
�a(d)→ s′j and

s′i ∼ s′j . Since d’s splitter  s(d) cannot appear after d on w,  s(d) shall appear
before d.k. Hence  s(d) should respect Γ by the assumption. It follows that s′i
and s′j should be both in  ( s(d)) because s′i ∈  ( s(d)) and s′i ∼ s′j . Therefore,
sj ∈  (d) can make an action  a(d) to a state in  ( s(d)), hence sj ∈  (d.0),
which contradicts to the fact that sj /∈  (d.0). Thus, we proved that γ should
respect Γ .

A partition refinement forest for a Π-bisimulation can be defined similarly.
Each tree in the forest is a partition refinement tree, with one modification: the
root of each tree now represents a unique block in the partition induced by Π
instead of the set of all the states. One may prove in a similar manner that the
leaves of a stable partition refinement forest implies the partition induced by
∼Π .

Generating Partition Refinement Trees and Forests An execution of a
partition refinement-based checker usually implies a partition refinement tree
(forest). All we need to do is to construct a PRT from the information already
existing in the internal data structures of checkers. To avoid too much details,
we consider only a naive partition refinement-based algorithm. More sophistic
refinement-based algorithms such as the three-way splitting algorithm [PT87],
and Kernel-Auxiliary partition algorithm [TC01], may produce the refinement
tree (forest) with similar modification.

Procedure bisim(s0, s1, T = 〈S,A,→〉)
Γ = {S}
while Γ is not stable do
Choose P, P ′ ∈ Γ and an action a such that
P is not stable w.r.t. to P and a.

Replace P in Γ by P1 = {s ∈ P | ∃s′.s a→ s′} and P2 = P − P1.
if s0 and s1 in different blocks then
return false

return true.

We construct a PRT γ = 〈D,  ,  s,  a〉 during the execution of bisim(s0, s1).
The main iteration maintains the following invariant for Γ ,
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For each block P in Γ , there is a leaf d in the current configuration of γ such
that  (d) = P

Initially, γ has only one node ε with the label  (ε) = S. Assume that P has
been split by P ′ and a. Let d and d′ be the current leaves related to P and P ′

by the above invariant. We create two children for d such that  (d.0) = P1 and
 (d.1) = P2. Meanwhile, we also mark the splitter and splitting action for d as
 s(d) = d′ and  a(d) = a.
Clearly the resulting PRTγ satisfies (1) and (2) of definition 3. To see (3),

we may order the nodes by its splitting time. One may prove that this will yield
a desired well-founded order.
In this example, the extra cost to construct a PRT won’t exceed the time

complexity of original algorithm. We found that the modification also won’t in-
crease the complexity of other more sophisticate algorithms. The space required
to store  s and  a is linear to the size of tree. The space for storing  is O(|S|)
because we only need to record  (q) for each leaf q, and the states represented by
an internal node can be constructed as the union of all the leaves in its subtree.
Therefore, the extra space cost is linear to the size of transition system, which
can be hidden by the complexity of checkers.
If two states s0 and s1 are not related, then PRT generated above may not

necessarily be stable. However, if s0 ∼ s1, then s0 and s1 should be in the same
leaf , and the resulting PRT must be stable. Such refinement tree, for example,
can be constructed by above procedure. This observation as well as lemma 2
gives the soundness and completeness of PRTs.

Theorem 3. Given a labelled transition system T = 〈S,A,→〉 and two states
s0, s1 ∈ S, s1 ∼ s2 if and only if there is a stable partition refinement tree γ for
T such that s0 and s1 are in the same leaf.

Verifying Partition Refinement Trees and Forests By theorem 3, we
can verify the equivalence- checking result by verifying the validity of PRTs
submitted by checkers. An independent verifier will check property (1), (2), and
(3) on a candidate PRT γ. In addition, in the case that s0 and s1 are related,
verifier also need to check the stability of γ. Most of mechanism of this verifier are
clear, except checking (3). To check (3), we construct a graph β = 〈Q,E〉 from
γ in which 〈q, q′〉 ∈ E if 〈q, q′〉 is an edge in γ, or, q �= q′ and q is q′’s splitter.
Clearly (3) holds if and only if there is non-trivial loop 1 on β. Moreover, if
such loop doesn’t exist, then any topological order on β will yield a desired
well-founded order. Therefore, checking (3) on γ can be done in O(|γ|).

4 Equivalence Games

To define and implement an equivalence game, we introduce a three-level hierar-
chy by abstract levels of game semantics. At the top is an abstract game, which
1 A loop is non-trivial iff it has more than one nodes
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considers a generalized property-checking game. In the middle is a generalized
equivalence game, which captures the common properties of all the equivalence
games. On the bottom are individual games as instances of the generalized equiv-
alence game. Also in this section, we will show how to efficient construct the
winning strategy from PRTs.

4.1 Game Semantics Hierarchy

Abstract Game The purpose of a (property-checking) game is to determine
whether or not property Φ is satisfied by a transition system. There are two
players in a game: I, which believes that Φ holds, and II, which assumes the
opposite. We use A,B · · · to range over {I, II}.
The definitions of a game shall specify the following aspects of game.

Configurations Q and initial configuration c0 ∈ Q. A play P = c0 · · · ∈ Q∗ is a
sequence of configurations.

Rules. The rules for valid next moves may be modelled as a function δ : Q∗ →
2Q. A play P = c0c1 · · · is valid iff ci+1 ∈ δ(ci). The rules should also declare
the next player based on current configuration. This can be modelled as a
function p : Q→ {I, II}. Player p(ci) shall choose the next move from δ(ci).

Winning criteria. The winning criteria judges who wins the game. It can be
written as a partial function w : 2(Q

∗) → {I, II}. We require that the winning
criteria is complete, that is, any play shall eventually have a winner. In what
follows, we shall consider only non-trivial plays, that is, the play is valid and
terminates whenever someone already wins the game.

Another important component of game is the strategies of players. Intuitively
a strategy of player is a decision function by which a player chooses his next move.
Formally a strategy for player A is a partial function σA such that σA(ci) ⊆ δ(ci)
where σA(ci) is defined and p(ci) = A. A strategy is deterministic if σA(ci) gives
only one choice. A play P = c0c1 · · · is under a strategy σA if ci+1 ∈ σA(ci)
whenever p(ci) = A. A strategy is complete if for any play P under the strategy
σA, σA(ci) is defined whenever p(ci) = A. A strategy σA is a winning strategy
iff any play under σA will be won by A. It follows that at most one player has a
winning strategy at any game.
When a game is used as a diagnostic routine, it have two physical players:

computer and user. I and II will be referred as logical players, which can be
seen as the roles the computer and user choose to play. Computer want to con-
vince user about the correctness of property-checking result. Therefore, it always
chooses to act as the player in favor of property-checking result. If the checker
reports that Φ does hold for T , computer will choose to act as II, otherwise it
acts as I. User takes the opposite role. We require that property-checking game
is a fair game, i.e., if Φ is indeed true, then, II has a winning strategy, otherwise,
I has a winning strategy. Therefore, computer always has a winning strategy in
a fair game, if the property-checking result is correct.
There may exist more than one game schema for a property-checking seman-

tics. Beyond the logic design, a good definition of game should also be under-
standable and helpful for diagnose design system.
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A Generalized Equivalence Game The second level of semantics hierarchy
is a generalized equivalence game, which can be seen as an instance of abstract
game. In an equivalence game, The property in question is whether two processes
(two states in a transition system) are related by some equivalence relation =.
Configurations have the form either F (q0, q1) or S(q0, q1, i, b, q

′), where q0, q1, q
′

are the set of states, and b ∈ B is a symbolic action. We refer to qj as the side j,
and B as the set of symbolic actions. A valid play P is an alternating sequence
of F -configuration and S-configuration. Each round starts with a move from a
F -configuration to a S-configuration, followed by a move from a S-configuration
to F -configuration. The initial configuration is a F -configuration F (q0, q1) such
that s0 ∈ q0 and s1 ∈ q1.
The next player is determined by the form of current configuration. If it is

a F -configuration, then I will be the next player, otherwise II will be the next
player. The notion of valid moves relies on two transition relations different for
each individual game: the nature transition Tf : Q → B ×Q and the matching
transition Ts : Q × B → 2Q, where Q = 2S. Given Tf and Ts, the next move
is determined as below. For a F-configuration F (qk0 , qk1 ), I will pick one side
i ∈ {0, 1}, then choose a nature transition for qki . The resulting S-configuration
S(qk0 , q

k
1 , i, b, q

′) satisfies that 〈b, q′〉 ∈ Tf (qki ). For S(q
k
0 , q

k
1 , i, b, q

′), II matches I’s
choice by choosing a matching transition for qk1−i. The resulting F -configuration
F (qk+1

0 , qk+1
1 ) satisfies qk+1

i = q′ and qk+1
1−i ∈ Ts(qk1−i, b). The reason why we

need two transition functions is that for some equivalence games the definition of
transition in the first step is different from that in the second step. For example,
in the weak bisimulation game the former refers to original transitions, while the
latter refers to observational transitions.
The winning criteria includes those rules common to all the equivalence

games, and the semantics-oriented rules different for each individual game. The
latter is usually given in the term of an equivalence relation Π . The winning
criteria checks only F -configuration. Let P = F (q0

0 , q
0
1)S(· · ·) · · ·F (qk0 , qk1 ) be a

play, I wins the game if,

1. There exists an action b and a side i such that ∃q′.(〈b, q′〉 ∈ trf (qki )) and
trs(qk1−i, b) = ∅, i.e., Side i may fire an action b for which the other side
cannot match; Or,

2. 〈qk0 , qk1 〉 �∈ Π .

II wins if I doesn’t win and,

1. trf (qk0 ) = trf (qk1 ) = ∅, i.e., none of sides may fire an action; or,
2. The play is infinite. Since we are considering only the finite transition sys-
tems, this is equivalent to check whether a F -configuration F (qn0 , qn1 ) has
been repeated.

Semantics Plug-Ins The lowest level of semantics hierarchy defines the part
of semantics unique to each individual game. This includes the definition of
initial configuration, the set of symbolic actions and two transition relations
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mentioned before: Tf and Ts. We will consider strong-bisimulation game and
language (trace) equivalence game. The more complicate case of testing pre-
ordering game are left for the full version of this paper.

Strong-bisimulation game. The property in question is the strong bisim-
ulation relation ∼. In this game, each side contains only one single state. The
initial configuration is F ({s0}, {s1}). The set of symbolic actions is just A, the
set of actions of T . Both nature and matching transitions refer to the tran-
sition relations of T . Formally, we have Tf ({s}) = {〈b, {s′}〉 | s b→ s′} and
Ts(b, {s}) = {{s′} | s b→ s′}. There is no special semantics-oriented winning
criteria for this game. Therefore, Π is just the universal transition. I wins a play
P = F ({s0}, {s1}) · · ·F ({sk0}, {sk1}) if ∃a. (ski a→) ∧ (sk1−i � a→). II wins the game
if F ({sk0}, {sk1}) has occurred before.
The complete definition of strong-bisimulation game can be assembled from

its three-level definition. Nevertheless, it can be interpreted in the plain English
easily as below. The game involves two players and two processes (i.e., sides).
A play is a sequence of rounds. In each round I always goes first. He pick up a
process and make an action on this process. II will choose the other process to
show it too can fire the same action. If initial actions of two processes, then I
wins. If a configuration has been repeated, then, II wins. To access the fairness
of this game, one may refer to [Sti96].

Language (trace) equivalence game. The property in question is whether
two processes have the same set of traces. The initial configuration F ({s0}ε, {s1}ε)
starts with the ε- closure of s0 and s1. The nature and matching transitions refer
to an extended definition of weak transitions in term of sets of states. That is,
tf (q) = {〈a, q′〉 |q a⇒ q′∧q′ �= ∅} and ts(b, q) = {〈b, q′〉 |q a⇒ q′∧q′ �= ∅}. There is
no need for semantics-oriented winning criteria in this game. i.e., Π is just the
universal transition.
Apparently both tf and ts are deterministic. The proceeding of a play is con-

trolled solely by I. II just passively matches the action chosen by I because the
deterministic matching transition leaves no choice to II. Now we give the proof
skeleton for the fairness: if I wins the play P = F ({s0}ε, {s1}ε)S(· · ·) · · ·S(· · ·)
F (qk0 , q

k
1 ) because q

k
i can make action ak+1 while qk1−i cannot, then, clearly there

is a trace β = a0a1 · · · an+1 accepted by si but not by s1−i. Therefore, I won’t
win the game if two sides have the same set of traces. The winning strategy for
II is very simple: it just passively follows whatever action chosen by I. II will
win the play because the winning criteria is complete. In the case that two states
don’t have the same set of traces, the computer as I just follows the trace not
shared by both states. Clearly this will yield a winning strategy for the computer.

4.2 Constructing Winning Strategies Efficiently

To make the games defined above usable as a diagnostic routine, one needs to
find an efficient way to construct a winning strategy for computer. Instead of
building an algorithm exclusively for this purpose, we “recycle” the information
already existing in proof structures of equivalence checkers. This information
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will be represented by partition refine trees (forests). We start with bisimulation
game to show how to construct the winning strategy from PRTs.
Assume γ be the partition refinement tree for the problem s0 ∼ s1. Recall

that one side contains only one state in this game, we shall speak a side while
actually refer to the state in this side. There are two cases, depending on whether
two states are related.

1. s0 �∼ s1. Therefore, s0 and s1 are in the different leaves of γ. We will form
a winning strategy WI for I. A play under WI keeps the following invariant,

Two sides are always in different leaves of γ.

The initial configuration holds the invariant trivially. Now, let F (qk0 ≡ {sk0}, qk1 ≡
{sk1}) be the starting configuration of round k. By the invariant, sk0 and sk1 are in
two different leaves, say d0 and d1. Let d be the closest common ancestor of d0

and d1. W.l.o.g., assume ski be the state in the left child and sk1−i be the state in
the right child. Computer will pick up the next configuration S(qk0 , q

k
1 , i, b, q

′ ≡
{sk+1
i }) such that b =  a(d) is the splitting action of d and sk+1

i is a b-derivative

of ski in d, i.e., sk+1
i ∈ ( s(d) ∩ ski

b→ •). By (2) of definition 3, such choice is
always feasible. Moreover, no matter which sk1−i user will choose, it cannot be
in the same leaf as sk+1

i , as guaranteed by (2).
Now we show that II cannot win under WI . First, the play cannot reach a

configuration in which both side have no transitions, as II always can choose
a side and make a transition. Second, the repetition of F -configuration under
WI implies that there is no well-founded order on the nodes of γ, therefore such
repetition cannot exist. By the fairness of game, I has a winning strategy if II
doesn’t.

2. s0 �∼ s1. Therefore, s0 and s1 are in the same leaf of γ, and γ is stable.
The winning strategy WII maintains the following invariant,

In any round, two sides are in the same leaf of γ

Assume that F (sk0 , s
k
1) is the starting configuration of round k, and I chooses

b-derivates sk+1
i as the successor of ski . Let bi be the leaf bi which sk+1

i is in.
II chooses a b-derivative sk+1

1−i as the successor of s
k
1−i such that sk+1

1−i is in bi.
Following the argument similar to the above, one can show that this yields a
winning strategy for II.
For other games, the winning strategies can be constructed by tracing those

PRTs on the reference transition systems. We extend the notion of side to a
tuple pki ≡ 〈qki , skri〉, where qki is the side in original form, and skri is a state in
the reference system related to qki . We define h as the mapping function which
associates the states (sides) in games with the states in its reference system.
The technique of tracing PRTs in these games is similar to the one we used
for bisimulation game: if two processes are not related, the winning strategy
maintains the invariant that the pair of states related to current configuration
are in different leaves. Otherwise, the pair of states shall be in the same leaf.
As we have identified that the function of tracing PRTs is common for all the

equivalence games, it can be implemented as a part of equivalence game module.
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It generates an abstract winning strategy, in which configuration is given in the
term of states in the reference system. Semantics plugins will interpret these
states as sides in the targeting game. The interpretation may be implemented in
the form of a callback function 〈q′, b〉 = Tc(p ≡ 〈q, sr〉, s′r, a), indicating, if sr in
the reference system makes action a to s′r, side q shall make a symbolic action b
to q′.
The definition of h and Tc is straightforward for the language equivalence

game: for any side 〈q, s〉 in the extended form, q and s refer to the same set of
states. That is, h(q) = 〈q, closed〉 for a side q in the game and 〈q′, closed〉 in the
reference system D(T ), and Tc(p ≡ 〈q, sr〉, s′r ≡ 〈q′, closed〉, a) = 〈a, q′〉.
Let Tr and γ be the reference transition system and the PRTs for Tr. The de-

tail of forming a winning strategy is below, depending on whether two processes
are related.

1. s0 and s1 are related. Let F (pk0 ≡ 〈qk0 , skr0〉, pk1 ≡ 〈qk1 , skr1〉) be the start-
ing configuration of round k. skr0 and skr1 are in the different leafs of γ.
EQM will choose side i, an action a and an a-derives sk+1

ri of skri according
to the splitting information of the closest common ancestor, as described be-
fore. The next configuration will be S(pk0 , p

k
1 , i, a, p

′ ≡ 〈q′, sk+1
ri 〉) such that

〈b, q′〉 = Tc(pki , a, s
k+1
ri ).

2. s0 and s1 aren’t related. Let S(pk0 ≡ 〈qk0 , skr0〉, pk1 ≡ 〈qk1 , skr1〉, i, a, p′ ≡=
〈qk+1
i , sk+1

ri 〉) be the configuration after I moves in round k, then, EQM will
choose the successor sk+1

r(1−i) of sk+1
r(1−i) such that sk+1

ri and sk+1
r(1−i) are in

the same leaf. The next configuration is F (pk+1
0 ≡ 〈qk+1

0 , sk+1
r0 〉, pk+1

1 ≡
〈qk+1

1 , sk+1
r1 〉), where qk+1

1−i is the state related to sk+1
r(1−i) by Tc. That is,

〈a, qk+1
1−i 〉 = Tc(pk+1

i , a, sk+1
r(1−i)).

The correctness of the winning strategy can be proven similarly as that for
bisimulation game, although it may be slightly more complicate because of the
use of reference systems. We leave it to readers.

5 Experimental Works

A prototype of this schema has been implemented on on ConcurrencyWorkbench-
the New Century (CWB-NC). CWB-NC is a verification toolkit for finite state
systems which provides equivalence, preorder and model checking[CS96]. The
part of architecture related to the equivalence games and other diagnostic rou-
tines are shown in Figure 1.
The input transition system is translated to a reference transition system,

which is then checked by equivalence checkers. Currently CWB-NC has imple-
mented Paige-Tarjan algorithm [PT87, Fer90] and Kernel-Auxiliary partition
algorithm [TC01]. They both have been equipped with bookkeeping codes to
produce PRTs.
The architecture of game routine follows the semantics hierarchy. Abstract

game module is in charge of overall controlling: applying the rules, checking the
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Semantics Plug-in

· · ·Bisim. Eq. Testing Eq. Trace Eq.

LTS Transformers

Equival. Game Module
Model-Checking Game

Module
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Mapping Info.

Trans. Sys. T

Eqivalence Checkers
Bisim/Sim Checker

[TanCle01a]
Bisim/Sim CheckerBisim/Sim Checker

[TanCle01a][TanCle01a][TanCle01a]
Paige-Tarjan
Bisim Checker

Ref. Trans. Sys. Tr

· · ·

Abstract Game Module Other Diag. Routines

User

Fig. 1. Game Semantics Hierarchy on CWB-NC

winning condition, and providing common services, which include user interface
and bookkeeping, etc. User’s strategy is just to display a list of valid transitions
and ask him to choose one as his next move. Hence, it is implemented as a
part of user interface. The bookkeeping code maintains the history of a play,
as required by the winning criteria. It also allow user to take back a few steps.
One advantages of having the abstract game module have as many functions as
possible is that they can be implemented consistently. For instance, the look and
feel of bisimulation game is quite similar to those of language equivalence game
because user interface has been implemented as part of abstract game module
shared by all the games.
The equivalence game module (EQM) define the winning criteria, the rules,

and computer strategy. The semantics plug-in supplies the semantics-oriented
information, including Π as the special winning criteria, Tf , Ts, and Tc.
The abstract game module has 580 lines of Standard ML code. The equiv-

alence game module (EQM) and preorder game module (PRM) are encoded as
one single module with 547 lines of SML codes. The bisimulation game plug-in,
observational equivalence game plug-in, language equivalence game plug-in, and
testing equivalence game plug-in have 284, 417, 448, and 604 lines of code, re-
spectively. We estimate that each game would need average 1,500 lines if it were
implemented separately. According to our experience, it takes about one hour
to write the language equivalence game plug-in. The prototype of this work is
available at ftp://ftp.cs.sunysb.edu/pub/CWB/working/playgame.
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Abstract. Standard model checkers cannot handle open reactive sys-
tems directly. Closing the system is commonly done by adding an en-
vironmental process. However, for model checking, the way of closing
should be well-considered to alleviate the state-space explosion problem.
This is especially true in the context of model checking SDL with its
asynchronous message-passing communication because of a combinato-
rial explosion caused by all combinations of messages in the input queues.

In this paper we investigate a class of environmental processes for which
the asynchronous communication scheme can safely be replaced by a
synchronous one. Such a replacement is possible only if the environment
is constructed under rather a severe restriction on the behavior, which
can be partially softened via the use of a discrete-time semantics. We
employ data-flow analysis to detect instances of variables and timers
influenced by the data passing between the system and the environment.

1 Introduction

Model checking [7] is well-accepted for the verification of reactive systems. To
alleviate the notorious state-space explosion problem, a host of techniques has
been invented, including partial-order reduction [11, 25] and abstraction [19, 7,
9].

As standard model checkers, e.g., Spin [14], cannot handle open systems,
one has to construct a closed model, and a problem of practical importance is
how to close open systems. This is commonly done by adding an environment
process that must exhibit at least all the behavior of the real environment.
However, the way of closing should be well-considered to counter the state-space
explosion problem. This is especially true in the context of model checking SDL-
programs (Specification and Description Language) [22] with its asynchronous
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message-passing communication model — sending arbitrary message streams to
the unbounded input queues would immediately lead to an infinite state space,
unless some assumptions restricting the environment behavior are incorporated
in the closing process. Even so, adding an environment process may result in
a combinatorial explosion caused by all combinations of messages in the input
queues.

A desirable solution would be to construct an environment that communi-
cates to the system synchronously. In [23] such an approach is considered for
the simplest safe abstraction of the environment, the chaotically behaving en-
vironment: the outside chaos is embedded into the system’s processes, which
corresponds to the synchronous communication scheme. Though useful at a first
verification phase, the chaotic environment may be too general. In the framework
of the assume-guarantee paradigm, the environment should model the behavior
corresponding to the verified properties of the components forming the environ-
ment. Here, we investigate for what kind of processes, apart from the chaotic one,
the asynchronous communication can be safely replaced with the synchronous
one. To make such a replacement possible, the system should be not reactive
— it should either only send or only receive messages. However, since we are
dealing with the discrete-time semantics [13, 3] of SDL, this requirement can be
softened in that the restrictions are imposed on time slices instead of whole runs:
in every time slice, the environmental process can either only receive messages,
or it can both send and receive messages under condition that inputs do not
change the state of the environment process.

Another problem the closing must address is that the data carried with the
messages are usually drawn from some infinite data domains. For data abstrac-
tion, as in [23], we condense data exchanged with the environment into a single
abstract value�� to deal with the infinity of environmental data. We employ data-
flow analysis to detect instances of chaotically influenced variables and timers
and remove them. Based on the result of the data flow analysis, the system S
is transformed into a closed system S� which shows more behavior in terms of
traces than the original one. For formulas of next-free LTL [21, 18], we thus get
the desired property preservation: if S� |= ϕ then S |= ϕ.

The rest of the paper is organized as follows. In Section 2 we fix syntax
and semantics of the language. In Section 3 we describe under which condi-
tion the asynchronous communication with the environment can be replaced by
synchronous one. In Section 4 we abstract from the data exchanged with the
environment and give a data-flow algorithm to over-approximate the behavior.
In Section 5 we discuss future work.

2 Semantics

In this section, we fix syntax and semantics of our analysis. As we take SDL
[22] as source language, our operational model is based on asynchronously com-
municating state machines with top-level concurrency. The communication is
done via channels and we assume a fixed set Chan of channel names for each
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program, with c, c′, . . . as typical elements. The set of channel names is parti-
tioned into Chan i and Chano, and we write ci , c

′
o , . . . to denote membership

of a channel to one of these classes. A program Prog is given as the parallel
composition Πn

i=1Pi of a finite number of processes. A process P is described
by a tuple (P, (in , out),Var ,Loc, σinit ,Edg), where (in , out) are the finite sets
of input resp. output channel names of the process, Var denotes a finite set of
variables, and Loc denotes a finite set of locations or control states. We assume
the sets of variables Var i of processes Pi in a program Prog = Πn

i=1Pi to be
disjoint. For a process Pi in a parallel composition, we write P̄ for its environ-
ment, i.e., all processes except P . A mapping from variables to values is called a
valuation; we denote the set of valuations by Val = Var → D. We assume stan-
dard data domains such as N, Bool , etc., where we write D when leaving the
data domain unspecified, and we silently assume all expressions to be well-typed.
Σ = Loc×Val is the set of states, where each process has one designated initial
state σinit = (linit , ηinit ) ∈ Σ. An edge of the state machine describes a change
of state by performing an action from a set Act ; the set Edg ⊆ Loc ×Act × Loc
denotes the set of edges.

As untimed actions, we distinguish (1) input over a channel c of a signal s
containing a value to be assigned to a local variable, (2) sending over a channel c a
signal s together with a value described by an expression, and (3) assignments. In
SDL, each transition starts with an input action, hence we assume the inputs to
be unguarded, while output and assignment are guarded by a boolean expression
g, its guard. The three classes of actions are written as c?s(x), gB c!s(e), and
gBx := e, respectively, and we use α, α′ . . . when leaving the class of actions
unspecified. For an edge (l, α, l̂) ∈ Edg , we write more suggestively l −→α l̂. We
assume for the non-timer guards, that at least one of them evaluates to true in
each state. This assumption corresponds at the SDL source language level to
the natural requirement that each conditional construct must cover all cases,
for instance by having at least a default branch: The system should not block
because of a non-covered alternative in a case-construct.

Time aspects of a system behavior are specified by actions dealing with
timers. Each process has a finite set of timer variables (with typical elements
t, t′1, . . . ), where each timer variable consists of a boolean flag indicating whether
the timer is active or not, together with a natural number value denoting its ex-
piration time. A timer can be either set to a value, i.e., activated to run for the
designated period, or reset, i.e., deactivated. Setting and resetting are expressed
by guarded actions of the form gB set t := e and gB reset t. If a timer expires,
i.e., the value of a timer becomes zero, it can cause a timeout, upon which the
timer is reset. The timeout action is denoted by gtB reset t, where the timer
guard gt expresses the fact that the action can only be taken upon expiration.

The behavior of a single process is described by sequences of states σinit =
σ0 →λ σ1 →λ . . . starting from the initial one. The step semantics →λ ⊆
Σ × Lab ×Σ is given as a labeled transition relation between states. The labels
differentiate between internal τ -steps, “tick”-steps, which globally decrease all
active timers, and communication steps, either input or output, which are la-
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l −→c?s(x) l̂ ∈ Edg
Input

(l, η)→ci?(s,v) (l̂, η[x �→ v])

l −→c?s′(x) l̂ ∈ Edg ⇒ s′ �= s
Discard

(l, η)→ci?(s,v) (l, η)

l −→gB c!(s,e) l̂ ∈ Edg [[g]]η = true [[e]]η = v
Output

(l, η)→co !(s,v) (l̂, η)

l −→gB x:=e l̂ ∈ Edg [[g]]η = true [[e]]η = v
Assign

(l, η)→τ (l̂, η[x �→ v])

l −→gB set t:=e l̂ ∈ Edg [[g]]η = true [[e]]η = v
Set

(l, η)→τ (l̂, η[t �→ on(v)])

l −→gB reset t l̂ ∈ Edg [[g]]η = true
Reset

(l, η)→τ (l̂, η[t �→ off ])

l −→gt B reset t l̂ ∈ Edg [[t]]η = on(0)
Timeout

(l, η)→τ (l̂, η[t �→ off ])

(l −→α l̂ ∈ Edg ⇒ α �= gtB reset t) [[t]]η = on(0)
TDiscard

(l, η)→τ (l, η[t �→ off ])

blocked(σ)
TickP

σ →tick σ[t �→(t−1)]

Table 1. Step semantics for process P

beled by a triple of channel name, signal, and transmitted value. Depending on
location, valuation, and the potential next actions, the possible successor states
are given by the rules of Table 1.

Inputting a value means reading a value belonging to a matching signal from
the channel and updating the local valuation accordingly (rule Input), where
η ∈ Val , and η[x �→ v] stands for the valuation equaling η for all y ∈ Var except
for x ∈ Var , where η[x �→ v](x) = v holds instead. A specific feature of SDL-92
is captured by rule Discard: If the input value cannot be reacted upon at the
current control state, i.e., if there is no input action originating from the loca-
tion treating this signal, then the message is just discarded, leaving control state
and valuation unchanged. Unlike input, output is guarded, so sending a message
involves evaluating the guard and the expression according to the current valu-
ation (rule Output). Assignment in Assign works analogously, except that the
step is internal.

Concerning the temporal behavior, timers are treated in valuations as vari-
ables, distinguishing active and deactivated timer. The set -command activates
a timer, setting its value to the specified time, reset deactivates it; both actions
are guarded (cf. rules Set and Reset). A timeout may occur, if an active timer
has expired, i.e., reached zero (rule Timeout).
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Out
(c, (s, v) :: q)→ci !(s,v) (c, q)

In
(c, q)→co?(s,v) (c, q :: (s, v))

blocked(c, q)
TickQ

(c, q)→tick (c, q)

Table 2. Step semantics for a queue

Time elapses by counting down active timers till zero, which happens in case
no untimed actions are possible. In rule Tick, this is expressed by the predicate
blocked on states: blocked(σ) holds if no move is possible except either a clock-
tick or a reception of a message, i.e., if σ →λ for some label λ, then λ = tick or
λ = c?(s, v). In other words, the time-elapsing steps are those with least priority.
The counting down of the timers is written η[t �→(t−1)], by which we mean, all
currently active timers are decreased by one, i.e., on(n + 1) − 1 = on(n), non-
active timers are not affected. Note that the operation is undefined for on(0),
which is justified later by Lemma 1.

In SDL, timeouts are often considered as specific timeout messages kept in
the input queue like any other message, and timer-expiration consequently is seen
as adding a timeout-message to the queue. We use an equivalent presentation of
this semantics, where timeouts are not put into the input queue, but are modeled
more directly by guards. The equivalence of timeouts-by-guards and timeouts-as-
messages in the presence of SDL’s asynchronous communication model is argued
for in [3]. The time semantics chosen here is not the only one conceivable (see
e.g. [5] for a broader discussion of the use of timers in SDL). The semantics we
use is the one described in [13, 3], and is also implemented in DTSpin [2, 10], a
discrete time extension of the Spin model checker.

In SDL’s asynchronous communication model, a process receives messages
via a single associated input queue. We write ε for the empty queue; (s, v) :: q
denotes a queue with message (s, v) (consisting of a signal s and a value v) at the
head of the queue, i.e., (s, v) is the message to be input next; likewise the queue
q ::(s, v) contains (s, v) most recently entered. To facilitate the comparison of the
asynchronous with the synchronous behavior of the environment, we model the
queues implementing asynchronous channels explicitly as separate entities of the
form (c, q), consisting of the channel name together with its queue content. In
abuse of notation and to allow a uniform presentation of parallel composition
below, we use the symbol σ not only for typical element of process states, but
also for states (c, q) of queues. We require for the input and the output channel
names of a queue that in(c) = {co} and out(c) = {ci}. The operational rules for
queues are shown in Table 2.

In analogy to the tick-steps for processes, a queue can perform a tick-step iff
the only steps possible are input or tick-steps, as captured again by the blocked -
predicate (cf. rule Tick). Note that a queue is blocked and can therefore tick
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γ1 →c!(s,v) γ̂1 γ2 →c?(s,v) γ̂2
Comm

(γ1, γ2)→τ (γ̂1, γ̂2)

γ1 →τ γ̂1
Interleaveτ

(γ1, γ2)→τ (γ̂1, γ2)

γ1 →c?(s,v) γ̂1 c /∈ out(γ2)
Interleavein

(γ1, γ2)→c?(s,v) (γ̂1, γ2)

γ1 →c!(s,v) γ̂1 c /∈ in(γ2)
Interleaveout

(γ1, γ2)→c!(s,v) (γ̂1, γ2)

γ1 →tick γ̂1 γ2 →tick γ̂2
Tick

(γ1, γ2)→tick (γ̂1, γ̂2)

Table 3. Parallel composition of R1 and R2

exactly if it is empty. Note further that a queue does not contain any timers.
Hence, the counting down operation [t �→(t−1)] has no effect and is therefore omit-
ted in the rule TickQ of Table 2.

The semantics for parallel composition of processes or queues is given by the
rules of Table 3. We call the parallel composition of one or more local states
(either of processes or queues) a configuration and write γ, γ′

1 . . . ∈ Γ for typical
elements. This means, γ is a vector of states of the participating processes or
queues. Since we assumed that the variable sets of the components are all dis-
joint, we write γ(x) for the value η(x), for one state σ = (l, η) being part of γ;
analogously, we use the notation [[e]]γ for the value of e in γ. The initial config-
uration of a parallel composition of components is given by the array of initial
process states together with empty queues. We call a sequence of configurations
γinit = γ0 →λ γ1 →λ . . . starting from the initial configuration γinit a run.

Communication between two partners is done by exchanging a common signal
s and value v over a channel name c, as given by rule Comm. Note that by our
conventions, c ∈ out(σ1) as well as c ∈ in(σ2). Note further that by the syntactic
restrictions on the use of input and output channel names, only synchronization
between one process and a queue can happen. As far as τ -steps and non-matching
communication messages are concerned, each process can proceed on its own
by rule Interleave. Each rule has a symmetric counterpart, which we elide.
Finally, two components can perform a tick-step if both are able to do so.

By connecting processes with queues, the above semantics describes asyn-
chronous communication. Synchronous communication for a channel name c is
characterized similarly by identifying the names co and ci such that the two pro-
cesses directly communicate with each other. Furthermore, synchronous channels
are not represented as queues in the system configuration.
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Lemma 1. Let S be a system and γ ∈ Γ a configuration.

1. If γ →tick γ′, then [[t]]γ 
= on(0), for all timers t.
2. If γ →tick , then for all queue states (c, q) in Γ , q = ε.

Proof. If, for part (1), [[t]]η = on(0) for a timer t in a process P , then either
Timeout or TDiscard of Table 1 allow a τ -step for P . Hence, P is not blocked
and therefore cannot do a tick -step. Consequently, the system cannot perform
a tick -step. Part (2) follows from the fact that a queue can only perform a tick -
step exactly when it is empty. ��

The following lemma expresses, that the blocked predicate is compositional
in the sense that the parallel composition of processes is blocked iff each process
is blocked.

Lemma 2. For a configuration γ, blocked(γ) iff blocked(σ) for all states σ part
of γ.

3 Replacing Asynchronous with Synchronous
Communication

In this section we specify under which conditions we can safely replace the asyn-
chronous communication with an outside environment process, say E, by syn-
chronous communication.

A general condition an asynchronously communicating process satisfies is
that the process is always willing to accept messages, since the queues are un-
bounded. Hence, the environment process must be at least input enabled: it must
always be able to react to messages, lest the synchronous composition will lead
to more blockings. Thanks to the Discard-rule of Table 1, SDL-processes are
input enabled, i.e., at least input-discard steps are possible, which throw away
the message and do not changed the state of the process. Another effect of an
input queue is that the queue introduces an arbitrary delay between reception of
a message and the future reaction of the receiving process to this message. For
an output, the effect is converse. This implies that the asynchronous process can
be replaced by the analogous synchronous process as long as there are either only
input actions or else only output actions, so the process is not reactive.1 This is
related to the so-called Brock-Ackerman anomaly, characterizing the difference
between buffered and unbuffered communication [6].

Disallowing reactive behavior is clearly a severe restriction and only mod-
erately generalizes completely chaotic behavior. One feature of the timed se-
mantics, though, allows to loosen this restriction. Time progresses by tick -steps
1 A more general definition would require that the process actions satisfy a confluence
condition as far as the input and output actions are concerned, i.e., doing an input
action does not invalidate the possibility of an output action, and vice versa. Also
in this case, the process is not reactive, since there is no feed-back from input to
output actions.
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when the system is blocked. This especially means that when a tick happens, all
queues of a system are empty (cf. Lemma 1). This implies that the restrictions
need to apply only per time slice, i.e., at the steps between two ticks,2 and not for
the overall process behavior. Additionally we require that there are no infinite
sequences of steps without a tick, i.e., there are no runs with zero-time cycles.
This leads to the following definition.

Definition 3. A reduction sequence is tick-separated iff it contains no zero-
time cycle, and for every time slice of the sequence one of the following two
conditions holds:

1. the time slice contains no output action;
2. the time slice contains no output over two different channels, and all locations
in the time slice are input-discarding wrt. all inputs of that time slice.

We call a process tick-separated, if all its runs are tick-separated.

Given a synchronous and an asynchronous versions of a process and two cor-
responding configurations γs = σs and γa = (σa, (ci , qi), (c1

o , q1), . . . , (cko , qk)).
Then define D as γa D γs, if σa = σs. Comparing the observable behavior of
an asynchronous and a synchronous process, we must take into account that
the asynchronous one performs more internal steps when exchanging messages
with its queues, hence the comparison is based on a weak notion of transitions,
ignoring the τ -steps: so define ⇒λ as →∗

τ→λ→∗
τ when λ 
= τ , and as →∗

τ else.
Correspondingly, �λ denotes a sequence of weak steps with labels from the se-
quence �λ.

Lemma 4. Assume a synchronous and an asynchronous version Ps and Pa of
a process and corresponding configurations γs and γa with γa D γs, where the
queues of γa are all empty. If γa ⇒�λ γ′

a by a tick-separated reduction sequence,
where �λ does not contain a tick-step, and where the queues of γ′

a are empty, then
there exists a sequence γs ⇒�λ γ′

s with γ′
a D γ′

s.

Proof. We are given a sequence γa = γa0 →λ0 γa1 . . . →λn−1 γan = γ′
a, with the

queues of γa0 and γan empty. According to the definition of tick-separation, we
distinguish the following two cases:
Case 1: λi /∈ {tick , c!(s, v)}, for all i
To get a matching reduction sequence of the synchronous system starting at γs0 ,
we apply the following renaming scheme. Input actions γa →c?(s,v) γ′

a into the
queue are just omitted (which means, they are postponed for the synchronous
process). τ -steps γa →τ γ′

a, inputting a value from the queue into the process,
i.e., τ -steps justified by rule Input where the process does a step σ →c?(s,v) σ′

and the queue the corresponding output step by rule Out, are replaced by a
direct input step γs →c?(s,v) γ′

s. Process internal τ -steps of the asynchronous
system are identically taken by the synchronous system, as well. τ -steps caused
by output actions from the process into a queue need not be dealt with, since
2 A time slice of a run is a maximal subsequence of the run without tick -steps.
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the sequence from γa0 to γan does not contain external output from the queues,
and the queues are empty at the beginning and the end of the sequence.

It is straightforward to see that the sequence of steps obtained by this trans-
formation is indeed a legal sequence of the synchronous system. Moreover, the
last configurations have the same state component and, due to the non-lossiness
and the Fifo-behavior of the input queue, both sequences coincide modulo τ -
steps.
Case 2: no output over two different channels, input discarding locations
Similar to the previous case, the synchronous system can mimic the behavior of
the asynchronous one adhering to the following scheme: τ -steps γa →τ γ′

a, feed-
ing a value from the process into the queue, i.e., τ -steps justified by rule Output
where the process does a step σ →c!(s,v) σ′ and the queue the corresponding in-
put step by rule In, are replaced by a direct output step γs →c!(s,v) γ′

s. Input
actions γa →c?(s,v) γa into the queue are mimicked by a discard-step. Output
steps from the queue of the asynchronous system are omitted, and so are τ -steps
caused by internal communication from the input-queue to the process. All other
internal steps are identically taken in both systems. The rest of the argument is
analogous to the previous case. ��

Note that γ′
a D γ′

s means that γ′
s is blocked whenever γ′

a is blocked.

Theorem 5. If a process P is tick-separated, then [[Ps]]wtrace = [[Pa]]wtrace .

Proof. There are two directions to show. [[Ps]]wtrace ⊆ [[Pa]]wtrace is immediate:
each communication step of the synchronous process Ps can be mimicked by the
buffered Pa adding an internal τ -step for the communication with the buffer.

For the reverse direction [[Pa]]wtrace ⊆ [[Ps]]wtrace we show that Pa is simulated
by Ps according to the following definition of simulation, which considers as basic
steps only tick-steps or else the sequence of steps within one time slice. A binary
relation R ⊆ Γ1 × Γ2 on two sets of configurations is called a tick -simulation,
when the following conditions hold:

1. If γ1 R γ2 and γ1 →tick γ′
1, then γ2 →tick γ′

2 and γ′
1 R γ′

2.
2. If γ1 R γ2 and γ1 ⇒�λ γ′

1 for some γ′
1 with blocked(γ′

1) where �λ does not
contain tick , then γ2 ⇒�λ γ′

2 for some γ′
2 with blocked(γ′

2).

We write γ1 �tick γ2 if there exists a tick simulation R with γ1 R γ2, and
similarly for processes, P1 �tick P2 if their initial configurations are in that
relation.

We define the relation R ⊆ Γa×Γs as (ls, ηs, ((ci , q0), (c1
o , q1), . . . , (cko , qk))) R

(ls, ηs) iff (ls, ηs) = (la, ηa) and qi = ε for all queues. To show that R is indeed
a tick-simulation, assume γa = (l, η, ((ci , ε), (c1

o , ε), . . . , (cko , ε))) and γs = (l, η)
with γa R γs. There are two cases to consider.
Case: γa →tick γ′

a

where γ′
a = γa[t �→(t−1)]. By the definition of the tick -step, blocked(γa) must hold,

i.e., there are no steps enabled except input from the outside or tick -steps. Since
immediately blocked(γs), also γs →tick γs[t �→(t−1)], which concludes the case.
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Case: γa ⇒�λ γ′
a

where blocked(γ′
a) and �λ does not contain a tick -label. The case follows directly

from Lemma 4 and the fact that γ′
a D γ′

s where γ′
a is blocked implies that also

γ′
s is blocked.
Since clearly the initial configurations are in relation R as defined above, this

gives Pa �tick Ps. It can be shown by a standard argument, that this implies
[[Pa]]wtrace ⊆ [[Ps]]wtrace , as required. ��

4 Abstracting Data

In this section, we present a straightforward dataflow analysis marking variable
and timer instances that may be influenced by the environment. It is a minor
adaptation of the one from [23], taking care of channel communication.

4.1 Dataflow Analysis

The analysis works on a simple flow graph representation of the system, where
each process is represented by a single flow graph, whose nodes n are associated
with the process’ actions and the flow relation captures the intra-process data
dependencies. Since the structure of the language we consider is rather simple,
the flow-graph can be easily obtained by standard techniques.

The analysis works on an abstract representation of the data values, where �
is interpreted as value chaotically influenced by the environment and ⊥ stands
for a non-chaotic value. We write ηα, ηα1 , . . . for abstract valuations, i.e., for
typical elements from Valα = Var → {�,⊥}. The abstract values are ordered
⊥ ≤ �, and the order is lifted pointwise to valuations. With this ordering, the set
of valuations forms a complete lattice, where we write η⊥ for the least element,
given as η⊥(x) = ⊥ for all x ∈ Var , and we denote the least upper bound of
ηα1 , . . . , ηαn by

∨n
i=1 ηαi (or by ηα1 ∨ ηα2 in the binary case).

Each node n of the flow graph has associated an abstract transfer function
fn : Valα → Valα, as given in Table 4, where αn denotes the action associated
with the node n of process P . The equations are mostly straightforward, de-
scribing the change the abstract valuations depending on the sort of action at
the node. The only case deserving mention is the one for ci?s(x), whose equa-
tion captures the inter-process data-flow from a sending to a receiving actions
(using ci and co , we assume asynchronous communication in the analysis). In
the equation P̄ stands for the environment of P , i.e., the rest of the system. It
is easy to see that the functions fn are monotone.

Upon start of the analysis, at each node the variables’ values are assumed to
be defined, i.e., the initial valuation is the least one: ηαinit (n) = η⊥. This choice
rests on the assumption that all local variables of each process are properly
initialized. We are interested in the least solution to the data-flow problem given
by the following constraint set:



Synchronous Closing of Timed SDL Systems for Model Checking 89

f(ci?s(x))η
α =

�
ηα

[x �→�]

ηα
[x �→W{[[e]]ηα |αn′=gB co !s(e) for some node n′}]

c /∈ out(P̄ )
else

f(gB co !s(e))η
α = ηα

f(gBx := e)ηα = ηα
[x �→[[e]]ηα ]

f(gB set t := e)ηα = ηα
[t �→ on([[e]]ηα)]

f(gB reset t)ηα = ηα
[t �→ off ]

f(gtB reset t)ηα = ηα
[t �→ off ]

Table 4. Transfer functions/abstract effect for process P

ηαpost (n) ≥ fn(ηαpre(n))

ηαpre(n) ≥
∨
{ηαpost(n′) | (n′, n) in flow relation} (1)

For each node n of the flow graph, the data-flow problem is specified by two
inequations or constraints. The first one relates the abstract valuation ηαpre before
entering the node with the valuation ηαpost afterwards via the abstract effects of
Table 4. The least fixpoint of the constraint set can be solved iteratively in a
fairly standard way by a worklist algorithm (see e.g., [15, 12, 20]), where the
worklist steers the iterative loop until the least fixpoint is reached (cf. Fig. 1).

input : the flow-graph of the program

output: ηα
pre , η

α
post;

ηα(n) = ηα
init (n);

WL = {n | αn =?s(x), s ∈ Sigext};

repeat

pick n ∈WL;
let S = {n′ ∈ succ(n) | fn(η

α(n) �≤ ηα(n′)}
in

for all n′ ∈ S: ηα(n′) := f(ηα(n));
WL := WL\n ∪ S;

until WL = ∅;

ηα
pre(n) = ηα(n);
ηα
post (n) = fn(η

α(n))

Fig. 1. Worklist algorithm

The worklist data-structure WL used in the algorithm is a set of elements,
more specifically a set of nodes from the flow-graph, and where we denote by
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succ(n) the set of successor nodes of n in the flow graph in forward direction.
It supports as operation to randomly pick one element from the set (without
removing it), and we write WL\n for the worklist without the node n and ∪ for
set-union on the elements of the worklist. The algorithm starts with the least
valuation on all nodes and an initial worklist containing nodes with input from
the environment. It enlarges the valuation within the given lattice step by step
until it stabilizes, i.e., until the worklist is empty. If adding the abstract effect of
one node to the current state enlarges the valuation, i.e., the set S is non-empty,
those successor nodes from S are (re-)entered into the list of unfinished one.
Since the set of variables in the system is finite, and thus the lattice of abstract
valuations, the termination of the algorithm is immediate.

With the worklist as a set-like data structure, the algorithm is free to work off
the list in any order. In praxis, more deterministic data-structures and traversal
strategies are appropriate, for instance traversing the graph in a breadth-first
manner (see [20] for a broader discussion or various traversal strategies). After
termination the algorithm yields two mappings ηαpre , η

α
post : Node → Valα. On a

location l, the result of the analysis is given by ηα(l) =
∨{ηαpost (ñ) | ñ = l̃ −→α

l}, also written as ηαl .

Lemma 6 (Correctness). Upon termination, the the algorithm gives back the
least solution to the constraint set as given by the equations (1), resp. Table 4.

4.2 Program Transformation

Based on the result of the analysis, we transform the given system S = P ‖ P̄
into an optimized one, denoted by S�, where the communication of P with its
environment P̄ is done synchronously, all the data exchanged is abstracted, and
which is in a simulation relation with the original system.

The transformation given as a set of transformation rules for each process P ,
similar to the ones from [23]. As the transformation here is simpler (since it does
not embed the environment process P̄ by incorporating its effect directly into
P ) we omit the full set of rules. The transformation is straightforward: guards
potentially influenced by the environment are taken non-deterministically, i.e., a
guard g at a location l is replaced by true, if [[g]]ηα

l
= �. Assignments of expres-

sions whose value may depend on data from the environment are omitted. For
timer guards whose value is indeterminate because of outside influence, we work
with a 3-valued abstraction: off when the timer is deactivated, a value on(�)
when the timer is active with arbitrary expiration time, and a value on(�+) for
active timers, whose expiration time is arbitrary except immediate timeout; the
latter two abstract values are represented by on(0) and on(1), respectively, and
the non-deterministic behavior of the timer expiration is captured by arbitrarily
postponing a timeout by setting back the value of the timer to on(1). This is
captured by adding edges according to:

[[t]]ηα
l
= 


T-NoTimeout
l −→gt B reset t−→set t:=1 l ∈ Edg�
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As the transformation only adds non-determinism, the transformed system S�

simulates S (cf. [23]). Together with Theorem 5, this guarantees preservation of
LTL-properties as long as variables influenced by P̄ are not mentioned. Since we
abstracted external data into a single value, not being able to specify properties
depending on externally influence data is not much of an additional loss of
precision.

Lemma 7. Let Pa and Ps be the asynchronous resp. synchronous variant of a
process, and S be given as the parallel composition of a Pa ‖ P̄ , where P̄ is the
environment of P . Furthermore, let S� = P �

s ‖ P̄ be defined as before, and ϕ a
next-free LTL-formula mentioning only variables from {x | ¬∃l ∈ Loc. [[x]]ηα

l
=

�}. Then S� |= ϕ implies S |= ϕ.

5 Conclusion

In this paper, we extended earlier work from [23] describing how to close an
open, asynchronous SDL-process by a timed chaotic environment while avoid-
ing the combinatorial state-explosion in the external buffers. The generalization
presented here goes a step beyond complete arbitrary environmental behavior,
using the timed semantics of the language and separating, more or less, input
and output.

In the context of software-testing, [8] describes an a dataflow algorithm to
close program fragments given in the C-language with the most general envi-
ronment. The algorithm is incorporated into the VeriSoft tool. As in our paper,
the assume an asynchronous communicating model and abstract away external
data, but do not consider timed systems and their abstraction. As for model-
checking and analyzing SDL-programs, much work has been done, for instance
in the context of the Vires-project, leading to the IF-toolset [4]

A fundamental approach to model checking open systems is known as module
checking [17][16]. Instead of transforming the system into a closed one, the un-
derlying computational model is generalized to distinguish between transitions
under control of the module and those driven by the environment. Mocha [1]
is a model checker for reactive modules, which uses alternating-time temporal
logic as specification language.

For practical applications, we are currently extending the larger case study
[24] using the chaotic closure to this more general setting. In the experiments,
we are using a Java-implementation of the automatic closing and the data-
flow algorithm for concrete SDL-92 resp. a discrete-time extension of the Spin
model checker which we use in the verification. We proceed in the following way:
after splitting an SDL system into subsystems following the system structure,
properties of the subsystems are verified being closed with an embedded chaotic
environment. Afterwards, the verified properties are encoded into an SDL pro-
cess, for which a tick-separated closure is constructed. This closure is used as
environment for other parts of the system. As the closure gives a safe abstraction
of the desired environment behavior, the verification results can be transferred
to the original system.



92 Natalia Sidorova and Martin Steffen

References

[1] R. Alur, T. A. Henzinger, F. Mang, S. Qadeer, S. K. Rajamani, and S. Tasiran.
Mocha: Modularity in model checking. In A. J. Hu and M. Y. Vardi, editors,
Proceedings of CAV ’98, volume 1427 of Lecture Notes in Computer Science, pages
521–525. Springer-Verlag, 1998.
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Abstract. The solution of games is a key decision problem in the con-
text of verification of open systems and program synthesis. We present
an automata-theoretic approach to solve timed games. Our solution gives
a general framework to solve many classes of timed games via a transla-
tion to tree automata, extending to timed games a successful approach
to solve discrete games. Our approach relies on translating a timed au-
tomaton into a tree automaton that accepts all the trees corresponding
to a given strategy of the protagonist. This construction exploits the re-
gion automaton introduced by Alur and Dill. We use our framework to
solve timed Büchi games in exponential time, timed Rabin games in ex-
ponential time, Ctl games in exponential time and Ltl games in doubly
exponential time. All these results are tight in the sense that they match
the known lower bounds on these decision problems.

1 Introduction

The theory of games was originally introduced as a theoretical model for eco-
nomic studies (see for example [20]). In the years, this theory has received an
increasing interest by many researchers in both computer science and control
theory. Games have been studied in the context of discrete [11,22,27,6], timed
[9,8], and hybrid systems [14]. They provide a suitable framework for the program
synthesis and the verification of open systems, that is, systems whose behavior
depends on the current state as well as the behavior of the environment in which
they are embedded.

The notion of open system naturally arises in the compositional modeling and
design of reactive systems, that is systems that maintain an on-going interaction
with their environment [7,22]. A reactive system can be seen as divided into many
components interacting with each other, and each component can be modeled
as an open system. In automated verification, systems are often modeled as
closed systems, where a system behavior is completely determined by the current
state. The verification problem can thus be phrased as: given an abstract model
(transition system) M and a specification ϕ, we wish to determine if ϕ holds for
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the computations of M (model-checking). Model-checking is a very successful
technology which has been implemented in many tools.

The decision problem we consider in this paper is analogous to model-checking.
We are given a specification and a game graph (alternating transition system),
where the transitions are determined by the moves of two players. We wish to de-
termine if a player has a strategy to ensure that, independently from the choices
of the other player, the resulting computation satisfies the specification. We
recall that for simple specifications such as “always p” and relatively to discrete-
time systems, such model-checking games have already been implemented in the
software Mocha [5], and shown to be useful in construction of the most-general
environments for automating assume-guarantee reasoning [1].

To refer to delays, time needs to be explicitly included in the model for a
reactive system. In this paper we focus on timed games and model them as non-
deterministic timed automata [3]: a finite automaton augmented with a finite set
of real-valued clocks. The transitions of a timed automaton are enabled according
to the current state, that is, the current location and the current clock values. In
a transition, clocks can be instantaneously reset. The value of a clock is exactly
the time elapsed since the last time it was reset. A clock constraint (guard) is
associated to each transition with the meaning that a transition can be taken
only if the associated guard is enabled. Moreover, a clock constraint (invariant)
is also associated to each location with the meaning that the automaton can
stay in a location as long as the corresponding invariant remains true.

When interpreting a nondeterministic timed automaton as a game graph,
we capture the choices of the protagonist by the symbols associated with the
transitions and nondeterminism is used to model the possible choices of the
antagonist1. To model the case that the protagonist stays idle and the antagonist
is moving, we use a special symbol denoted by ε. The case that both players stay
idle is captured by letting time elapse in a location. A play of a timed game is
thus constructed in the following way. At each time, a player declares how long
it will wait idling and its next choice. At the time one of the players or both
move, both players are allowed to redeclare their next move and the time they
will issue it. That is, if a player moves before the other, this latter is allowed to
change its last declared decision. Technically, a play is a run of the automaton
modeling the game. The winning condition for the protagonist is expressed by a
predicate over system behaviors (runs). Thus, the decision problem we wish to
solve is to establish if the protagonist has a strategy to ensure that the resulting
computations satisfy the winning condition.

A way to solve games is to reduce them to the emptiness problem for tree au-
tomata. This approach has been successfully exploited to solving discrete games
[24,28]. In this paper we extend the automata-theoretic approach to solving
timed games. We propose a general framework that can be used with any class
of winning predicates over the untimed runs of a given timed automaton, which

1 We recall that this formulation of games, which is asymmetric with respect to the
two players, is substantially equivalent to the symmetric one, and thus our results
can be stated also for the general case.
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admit direct translation to a class of tree automata with decidable emptiness
problem and closure under intersection. Given a timed automaton A and a win-
ning predicate W we construct the tree automata AT and AW such that AT

accepts all the trees corresponding to a strategy of the protagonist in the game
(A,W ), and AW accepts all the trees whose paths satisfy the predicate W and
having arity (branching degree) upper bounded by the maximum arity among
all the trees accepted by AT . Thus, there exists a winning strategy of the protag-
onist in the game (A,W ) if and only if the intersection between the languages
accepted by AT and AW is not empty. To construct AT we exploit the region
automaton due to Alur and Dill [3].

We analyze in more detail the case of winning predicates expressed by tem-
poral logic formulas. Temporal logic is a widely accepted formalism to specify
and verify reactive systems introduced by Pnueli in 1977 [21]. Here we consider
formulas of the logics Ctl [12] and Ltl [21]. Using our approach, we solve timed
Büchi games in exponential time, timed Rabin games in exponential time, Ctl
games in exponential time and Ltl games in doubly exponential time. Since
timed reachability games are known to be Exptime-hard even if the antago-
nist is allowed to move only when the protagonist does [18], and Ltl games are
2Exptime-hard [22], our results are complete. Combining our construction with
the results on Ltl generators from [6], we can prove an upper bound smaller than
2Exptime for meaningful subclasses of Ltl timed games. Rectangular hybrid
games with winning conditions expressed by Ltl formulas were solved in [14],
where the authors also prove Exptime-hardness of timed reachability games.
The results from [14] subsumes our results on Ltl timed games, but the ap-
proach we follow here is different, and mainly, we are giving a systematic way of
solving timed games for different classes of winning predicates. Different formu-
lations of games with winning conditions expressed by temporal logic formulas
have been also considered in [4,15,16].

The rest of the paper is organized as follows. In Section 2, we introduce the
definition and the notation relatively to timed games. We also briefly discuss the
automata-theoretic approach to solve discrete games. In Section 3, we discuss the
construction of a tree automaton accepting all the strategies of the protagonist in
a timed game and give the complexity results on timed Büchi and Rabin games.
The general algorithm to solve timed games and its application to timed games
with winning conditions expressed by Ctl and Ltl formulas are discussed in
Section 4. In Section 5 we give a few conclusions.

2 Timed Games

In this section we introduce the concept of timed game. We start defining discrete
games and discuss an automata-theoretic approach to decide them. Then, we
introduce timed games.

We model a game as a nondeterministic automaton along with a winning con-
dition. The alphabet symbols (actions) of the automaton represent the choices of
the protagonist and the nondeterminism is used to model the possible choices of
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the antagonist . To model the case that the protagonist stays idle and the antag-
onist is moving, we use a special symbol denoted by ε. Therefore, all transitions
are to be considered joint moves of the two players, except transitions labeled
with ε. In the following, we will denote by Σε the set of symbols including the
idle action ε, and, if not differently specified, by σ a member of Σ.

An automaton A is a tuple (Q,Σε, q0, ∆) where Q is a finite set of locations
(or vertices), q0 ∈ Q is the initial location, and ∆ ⊆ Q×Σε×Q is the transition
relation. A run of A is a sequence of locations q0q1 . . . qk such that (qi, σ, qi+1) ∈
∆ for i = 0, . . . , k − 1. We will also be interested in infinite runs, that is runs
on ω-words over Σε. An ω-word over a given alphabet Γ is a mapping from N

into Γ , that is, an infinite sequence of symbols over Γ . Let w = w0w1w2 . . .
be an ω-word, with wi we denote the subsequence of w starting at position i,
that is, the mapping defined by win = wi+n. A game is a pair (A,W ) where
A is an automaton (game graph) and W is the winning condition, that is a
predicate over ω-words of vertices. According to the kind of winning condition,
we obtain different kinds of games. A play of a given game corresponds to a run
of the automaton. A strategy is a function that with any run associates an action
among those that are enabled. A strategy f has associated a tree tf (strategy
tree) in the following way:

– the root of tf is 〈q0〉, and
– if 〈q0 . . . qk〉 is a node of t and f(q0 . . . qk) = σ ∈ Σε, then 〈q0 . . . qkqk+1〉 is a

child of 〈q0 . . . qk〉 for all qk+1 such that (qk, σ, qk+1) ∈ ∆.

A node 〈q0 . . . qk〉 of tf is labeled by qk. Thus, tf has nodes corresponding to
plays of the game constructed according to a strategy f . We observe that paths
of tf are in general not finite (i.e., tf is an ω-tree), and thus are ω-words over
Q. Given a game (A,W ), a strategy f is winning if W holds on all the ω-words
corresponding to paths of tf . We consider the decision problem: “Is there a
strategy satisfying the winning condition W?”

A way to solve games is to reduce them to the emptiness problem for a
suitable class of ω-tree automata [24,28]. An ω-tree automaton is defined by
a tuple (Q,Σ, q0, ∆) where Q is a finite set of locations, q0 ∈ Q is the initial
location, and Σ is an alphabet as in the definition of an automaton on ω-words.
The only difference concerns the transition relation ∆, which here is a subset
of ∪Ki=1(Q × Σ × Qi), where K is a positive integer (called the arity of the
automaton). A run of a tree automaton can thus be seen as a rewriting of a tree
by locations, and generalizes the definition of run we have given for automata on
ω-words in the obvious way. With a tree automaton we associate an acceptance
condition which is usually a predicate over ω-words of locations (we will return
on acceptance conditions for automata on ω-objects in Section 3.1). A tree is
accepted by an automaton A if and only if there exists a run r of A such that all
the paths of r satisfy the acceptance condition. See [26] for a survey on automata
on ω-words and ω-trees.

Given a game (A,W ) we construct a corresponding tree automaton A′ ac-
cepting tf for all the winning strategies f of (A,W ) in the following way. The
set of locations, the initial location, and the alphabet of A′ are respectively
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the set of locations, the initial location, and the alphabet of A. The acceptance
condition of A′ is W , and the transition relation of A′ is the set of the tuples
(q, σ, q1, . . . , qk) such that (q, σ, q1), . . . , (q, σ, qk) are all the transitions on σ of
A. It is easy to verify that A′ accepts a tree t if and only if there exists a winning
strategy f of (A,W ) such that t = tf .

We end this section by introducing timed games. We define timed games
analogously to games via a nondeterministic timed automaton [3]. A timed au-
tomaton is a model of a real-time system. We assume that there is a central
(real-valued) clock scanning time, and the model can use a finite set of clock
variables (also simply named clocks) along with timing constraints to check the
satisfaction of timing requirements. Each clock can be seen as a chronograph
synchronized with the central clock. It can be read or set to zero (reset); after
a reset, it restarts automatically. In each automaton, timing constraints are ex-
pressed by clock constraints. Let C be a set of clocks, the set of clock constraints
Ξ(C) contains:

– x ≤ y + c, x ≥ y + c, x ≤ c and x ≥ c, where x, y ∈ C and c is a natural
number; we call such constraints atomic clock constraints;

– ¬δ and δ1 ∧ δ2 where δ, δ1, δ2 ∈ Ξ(C).

Furthermore, let R+ be the set of nonnegative real numbers, a clock interpreta-
tion is a mapping ν : C −→ R+ . If ν is a clock interpretation, λ is a set of clocks
and d is a real number, we denote with [λ ← 0](ν + d) the clock interpretation
that for each clock x ∈ λ gives 0 and for each clock x �∈ λ gives the value ν(x)+d.

A timed automaton A is a tuple (Q,Σε, q0, C,∆, inv ) where:

– Q is a finite set of locations;
– q0 ∈ Q is the initial location;
– C is a finite set of n clock variables;
– ∆ is a finite subset of Q×Σ ×Ξ(C)× 2C ×Q (edges);
– inv : Q −→ Ξ(C) maps each location q to its invariant inv(q).

A state of a timed automaton A is a pair (q, ν) where q ∈ Q and ν ∈ R
n
+ .

The initial state is the pair (q0, ν0) where ν0(x) = 0 for all x ∈ C. The semantics
of a timed automaton is given by a transition system over the set of states.
The transitions of this system are divided into discrete steps and time steps.
A discrete step is (q, ν) σ−→ (q′, ν′) where (q, σ, δ, λ, q′) ∈ ∆, ν satisfies δ, ν′ =
[λ← 0]ν, and ν′ satisfies inv(q′). A time step is (q, ν) d−→ (q, ν′) where d ∈ R+ ,

ν′ = ν+d and ν+d′ satisfies inv(q) for all 0 ≤ d′ ≤ d. A step is (q, ν)
d,σ−→ (q′, ν′)

where (q, ν) d−→ (q, ν′′) and (q, ν′′) σ−→ (q′, ν′), for some ν′′ ∈ Rn . A timed word
(σ̄, τ̄) over the alphabet Σ is such that σ̄ ∈ Σ∗, τ̄ ∈ R

∗
+ , and |σ̄| = |τ̄ |. In a

timed word, each symbol σi at input is associated with a positive real number
τi, which expresses (except for the first symbol σ1) the time which has elapsed
since the symbol σi−1 was at input. Time τ1 represents instead the time at which
the symbol σ1 appears at input assuming that the computation starts at time
0. A run r of a timed automaton A on a timed word (σ̄, τ̄), where σ̄ = σ1 . . . σk
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and τ̄ = τ1 . . . τk, is a finite sequence (q0, ν0)
τ1,σ1−→ (q1, ν1)

τ2,σ2−→ . . .
τk,σk−→ (qk, νk).

We say that r starts at q0 and ends at qk. Also, for all i 6 k, we denote by ri
the run (q0, ν0)

τ1,σ1−→ (q1, ν1)
τ2,σ2−→ . . .

τi,σi−→ (qi, νi), that is the prefix of r up to the
i-th step. Finally, Run(A) is the set of all runs of A.

x<-0

a

4

x>=1

x>
=

1

1

3

2

x<=1
x<-0

a

ε
Fig. 1. A fragment of a timed game A.

In a timed game, both players can decide to stay idle for a while. We capture
this case by time steps. A play of a timed game is constructed in the following
way. At each time, a player declares how long it will wait idling until its next
choice. At the time one of the players or both move, both players are allowed
to redeclare their next move and the time they will issue it. That is, if a player
moves before the other, this latter is allowed to change its former decision. A
play is represented by a run of the automaton.

As instance, take the fragment of a one clock timed game depicted in figure 1,
where the symbol above each edge is the action taken, while under the edge
there is a timing constraint and possibly a clock reset. For sake of simplicity,
the invariants on the locations are not shown and they are supposed to be True.
Suppose that the game is in location 1, with clock x equal to zero and the current
strategy of the protagonist is to take an a-move, after a delay of 1. Since at time
x = 1 there are two a-moves enabled, the antagonist can choose which one is to
be taken, and the game will proceed either to location 2 or to location 3. Notice
that, since there is no ε-move enabled before time 1, this strategy does not allow
the antagonist to move on his own.

Formally, a timed game is a tuple (A,W ) where A is a timed automaton
and W is a winning condition. A strategy is a function F : Plays(F) −→ R+ ×
Σ, where Plays(F) ⊆ Run(A), (q0, ν0) = (q0, 0̄) ∈ Plays(F) and for all r =
(q0, ν0)

τ1,σ1−→ (q1, ν1)
τ2,σ2−→ . . .

τk,σk−→ (qk, νk) belonging to Plays(F), it holds that
for i = 0, . . . , k − 1, either F(ri) = (τi+1, σi+1) or F(ri) = (d, σ), τi+1 < d
and σi+1 = ε. In other words, a strategy gives the moves of the protagonist on
each play which is “consistent” with the strategy itself and the case σi+1 = ε
corresponds to a move of the antagonist taken before the next declared move of
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the protagonist. The set of ω-runs r such that any prefix of r is a play consistent
with F , is called the set of maximal plays of F . Each strategy F has a dense
tree2 TF = (S, µ, b) associated with it, where:

– S = Q× R|C| the state space of A;
– µ(q, ν) = q;
– b(q, ν) is the set of suffixes starting from (q, ν) of maximal plays of F .

A path in TF is thus a maximal play of F . Given a timed ω-word w = (σ̄, τ̄ ),
we define Untime(w) = σ̄, that is the ω-word obtained by discarding the time
occurrence of each symbol. A strategy F is winning if Untime(r) satisfies the
winning condition W for any maximal play r of F .

3 From Timed Games to Tree Automata

In this section, we discuss how to extend to timed games the automata-theoretic
approach to solve discrete games. This approach relies on the construction of
a tree automaton accepting a non-empty language if and only if there exists a
winning strategy of the protagonist in the given game. Our approach is based
on the region automaton construction introduced by Alur and Dill in [3].

Consider a timed automaton A = (Q,Σε, q0, C,∆, inv ). By definition, its
set of states is infinite. However, it can be partitioned in a finite number of
equivalence classes, called regions, which are defined by a location and a clock
region. Denoted by cx the largest constant in clock constraints involving the
clock variable x, a clock region is described by:

– a constraint of the type c − 1 < x < c, x > cx, or x = c for each clock
variable x and a natural number c ≤ cx;

– the ordering of the fractional parts of the clock variables x such that x < cx.

Thus, a clock region denotes a set of clock valuations. Given a clock valuation
ν, [ν] denotes the clock region containing ν. A state (q, ν) belongs to a region
〈q′, α〉 if q = q′ and ν ∈ α. A clock region α is said to be open if for any clock
variable x and c ≤ cx, x = c does not hold in α. Otherwise α is said to be a
boundary clock region. These definitions apply to regions in an obvious way. The
key property of this equivalence relation is that all the valuations belonging to a
region satisfy the same set of clock constraints from the given timed automaton.
Consistently we say that a clock region α satisfies a constraint δ if ν satisfies δ
for any ν ∈ α. A clock region α′ is said to be a time-successor of a clock region
α if and only if for all ν ∈ α there is a d ∈ R+ such that ν + d ∈ α′. A next
time-successor α′ of α is a time-successor of α such that α′ �= α and for all
time-successors α′′ of α such that α′′ �∈ {α, α′}, α′′ is also a time-successor of α′.

Denoted by ξ a symbol not in Σε, the region automaton of A is a transition
system defined by:

2 For a general definition of dense tree see [2].
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Fig. 2. The region automaton R(A).

– the set of states R(Q) = {〈q, α〉 | q ∈ Q and α is a clock region satisfying
inv(q)};

– the transition rules R(∆) such that:
• (〈q, α〉, σ, 〈q′, α′〉) ∈ R(∆) if and only if (q, σ, λ, δ, q′) ∈ ∆, α satisfies δ,
and α′ = [λ← 0]α (σ-transition);
• (〈q, α〉, ξ, 〈q, α′〉) ∈ R(∆) if and only if α′ is the next time-successor of α
(ξ-transition).

We denote by R(A) the region automaton corresponding to A.
We observe that the action ξ captures the case that both players stay idle

and let the time pass, while the other symbols in Σε have the same mean-
ing as in A. Given an A step r = (q, ν)

d,σ−→ (q′, ν′), define [r] as 〈q, [ν]〉 ξ−→
〈q0, α1〉 . . . 〈q0, αk−1〉 ξ−→ 〈q0, αk〉 σ−→ 〈q′, [ν′]〉 where α0 = [ν], αi+1 is the next
successor of αi, and ν + d ∈ αk. ¿From the definition of R(A), we have that [r]
is a run of R(A) from 〈q, [ν]〉 to 〈q′, [ν′]〉. We can extend to any arbitrary run of
A the previous definition. Clearly, it holds that if r is a run of A from (q, ν) to
(q′, ν′) then [r] is a run of A from 〈q, [ν]〉 to 〈q′, [ν′]〉. Given a strategy F in the
game graph A we can analogously define a strategy [F ] in R(A).

The above observations would suggest to use R(A) as a game graph in a
discrete game corresponding to a game on A, however it is not obvious how to
translate the winning conditions. To see this, suppose that the winning condition
of the considered game defines a language which is not closed under stuttering,
that is a language where repetitions of an assignment of atomic propositions
matter. Since the ξ-transitions do not change the atomic propositions (the loca-
tion remains the same), the winning condition may hold false on a run of R(A)
while it holds true on the corresponding run of A.
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We solve this problem by constructing a tree automaton that hides the ξ-
transitions and keeps the information relative to the ε-moves that can be taken
by the antagonist while the protagonist chooses to stay idle. Namely, consider a
state 〈q, α1〉 of R(A). Suppose that there exist a sequence of ξ-transitions from
〈q, αi〉 to 〈q, αi+1〉, for i = 1, . . . , k − 1 and k ≥ 1, such that there is at least
a σ-transition from 〈q, αk〉 for σ ∈ Σ. In the new transition system, we define
a σ-transition from 〈q, α1〉 to all the states 〈q′, α′〉 such that there exists a σ-
transition from 〈q, αk〉 to 〈q′, α′〉.
Also, we add an ε-transition from 〈q, α1〉 to all the states 〈q′, α′〉 such that:

– there exists an ε-transition from 〈q, αi〉 to 〈q′, α′〉 for some i = 1, . . . , k − 1,
or

– there exists an ε-transition from 〈q, αk〉 to 〈q′, α′〉, if αk is an open region
and k �= 1.

Given a state 〈q, α1〉 of R(A), if for all the time-successors α of α1 there exist
no σ-transition from 〈q, α〉, then we define an ε-transition from 〈q, α1〉 to all the
states 〈q′, α′〉 such that there is an ε-transition from 〈q, α〉 to 〈q′, α′〉 and α is a
time-successor of α1.
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Fig. 3. Transitions of AT . The transitions that do not belong to the region
automaton are in boldface.

Let us take into consideration the AT automaton depicted in figure 3. By
comparing this automaton with the corresponding region automaton in figure 2,
it can be seen that the transitions corresponding to the mere passage of time
(ξ-transitions) have been removed, while others have been added. As instance,
starting from region 〈1, x = 0〉, there is a new a-move, leading to 〈2, x = 0〉,
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which corresponds to the path 〈1, x = 0〉, 〈1, 0 < x < 1〉, 〈1, x = 1〉,〈2, x = 0〉 in
the region automaton.

Since the winning conditions are predicates over the runs of the starting
timed game, to complete the construction we need to define the transitions of
the above tree automaton on locations of A. To do this, we simply replace each
transition (〈q, α〉, σ, 〈q1, α1〉, . . . , 〈qk, αk〉) by (〈q, α〉, q, 〈q1, α1〉, . . . , 〈qk, αk〉).

We denote by AT the tree automaton which is obtained by the above con-
struction. (Notice that the action corresponding to a given transition can be
easily determined by translating back a run of AT into a run of R(A).) From [3],
we have that the number of regions of A is O(|C|! 2|C|Πx∈C(2cx+2)). Thus, the
following result holds.

Lemma 1. The size of AT is exponential in the size of the clock constraints and
linear in the number of locations.

By the construction of AT , we have that the following theorem holds.

Theorem 1. Given a timed game (A,W ), each strategy F of the protagonist
can be mapped into a tree t accepted by AT , and vice-versa. Moreover, if F is
winning then W holds on all the paths of t.

3.1 Timed Büchi and Rabin Games

Here we briefly discuss some results that can be obtained directly from the
construction presented in the first part of this section. In the next section we
extend this approach to solving timed games to temporal logic games.

We recall that a Büchi condition asserts that at least a final location repeats
infinitely often in an infinite run. That is, denoted by Inf(r) the locations that
repeat infinitely often in an infinite run r and by W ⊆ Q a set of acceptance
locations, the Büchi condition is expressed as Inf(r)∩W �= ∅. A Rabin condition
is given by a set of pairs {(Ui, Li) | i = 1, . . . , k} such that Ui, Li ⊆ Q, and for
some i = 1, . . . , k, a vertex in Ui must repeat infinitely often and none of the
vertices in Li repeats infinitely often. Formally, the Rabin condition is: “there
exists a pair (Ui, Li) such that Inf(r)∩Ui �= ∅ and Inf(r)∩Li = ∅”. Combining
these two conditions with the definition of timed games, we define respectively
timed Büchi games and timed Rabin games.

Given a timed Büchi game (A,W ), define W ′ as the set {〈q, α〉 | q ∈W and α
is a clock region of A}. We have that AT coupled with W ′ is a Büchi tree auto-
maton which, by Theorem 1, accepts a tree t if and only if there exists a winning
strategy of the protagonist in (A,W ). We recall that the non-emptiness problem
for Büchi tree automata is decidable in polynomial time [10]. Moreover, timed
reachability games are Exptime-hard [14]. Thus by Lemma 1, the following
result holds.

Theorem 2. Timed Büchi games are Exptime-complete.

We prove the same result on timed Rabin games. Given a timed Rabin game
(A,W ), for (Ui, Li)∈ W define U ′

i = {〈q, α〉 | q∈ Ui and α is a clock region of A}
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and L′
i = {〈q, α〉 | q ∈ Li and α is a clock region of A}. Denote by W ′ the set

{(U ′
i , L

′
i | (Ui, Li) ∈ W}, we have that AT coupled with W ′ is a Rabin tree au-

tomaton which, by Theorem 1, accepts a tree t if and only if there exists a
winning strategy of the protagonist in (A,W ). By Lemma 1 and the fact that
the emptiness problem for Rabin tree automata can be solved in deterministic
time O((nm)cm) [22], where n is the number of locations, m is the number of
pairs in the accepting set and c is a constant, we have the following result.

Theorem 3. Timed Rabin games are Exptime-complete.

4 A Solution to Timed Games

In this section we give a general algorithm to solve timed games with winning
conditions that can be translated into a tree language accepted by a Rabin tree
automaton, and using known results in the field of temporal logic, we apply it
to solving Ctl and Ltl timed games.

Consider a timed game (A,W ). By Theorem 1, it is possible to construct
a tree automaton AT such that for any strategy of the protagonist in (A,W )
there exists a corresponding tree accepted by AT and vice-versa. Let K > 0
be the maximum arity of a tree accepted by AT . Suppose that it is possible
to construct a tree automaton AW accepting all the trees t with arity at most
K such that W holds on all paths of t. Thus, by Theorem 1 we have that the
language accepted by AT ∩AW is non-empty is and only if there exists a winning
strategy of the protagonist in the game (A,W ). Since the automaton AT is a
Büchi tree automaton, it is sufficient that AW is an automaton from a class of
tree automata that are closed under intersection with respect Büchi automata
and have a decidable emptiness problem. For example, AW could be a Rabin,
Büchi, Streett, or Muller tree automaton (see [26] for a survey on these classes
of automata).

In the rest of the section we apply the above approach to solve Ctl and Ltl
timed games.

4.1 Computation Tree Logic

Computation Tree logic (Ctl) was introduced by Emerson and Clarke [12] as a
powerful tool for specifying and verifying concurrent programs. Given a set of
atomic propositions AP , a Ctl formula is composed of atomic propositions, the
boolean connectives conjunction (∧) and negation (¬), and the linear-temporal
operators Next ( f) and Until ( U) coupled with path quantifiers for all paths (∀)
and for some path (∃). Formulas are built up in the usual way from the above
operators and connectives, according to the following grammar

ϕ := p | ¬ϕ |ϕ ∧ ϕ | ∀ fϕ | ∃ fϕ | ∀(ϕ U ϕ) | ∃(ϕ U ϕ)
where p is an atomic proposition. The semantics of Ctl is defined with respect
to a Kripke structureM = (S, µ,R), where S is a countable set of states, µ : S →
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2AP maps each state to a set of atomic proposition true in that state, and R is
a binary relation over S. A path in M is an infinite sequence of states s0, s1, . . .
such that (si, si+1) ∈ R. Given a Kripke structure M , a Ctl formula ϕ and a
state s ∈ S, the satisfaction relation (M, s) |= ϕ, meaning that ϕ is true in M
at s, is defined inductively as follows:

– if ϕ is an atomic proposition, then (M, s) |= ϕ iff the truth assignment µ(s)
satisfies ϕ;

– (M, s) |= ¬ϕ iff (M, s) |= ϕ does not hold;
– (M, s) |= ϕ1 ∧ ϕ2 iff (M, s) |= ϕ1 and (M, s) |= ϕ2;
– (M, s) |= ∀ fϕ iff (M, s′) |= ϕ for all s′ ∈ S such that (s, s′) ∈ R;
– (M, s) |= ∃ fϕ iff (M, s′) |= ϕ for some s′ ∈ S such that (s, s′) ∈ R;
– (M, s) |= ∀(ϕ1 U ϕ2) iff for every path s0, s1, . . . sn with s = s0, there exists
i ≥ 0 such that (M, si) |= ϕ2, and (M, sj) |= ϕ1, for all j such that 0 ≤ j < i;

– (M, s) |= ∃(ϕ1 U ϕ2) iff there exist a path s0, s1, . . . sn with s = s0, and
i ≥ 0 such that (M, si) |= ϕ2, and (M, sj) |= ϕ1, for all j such that 0 ≤ j < i.

Given a Ctl formula ϕ and a positive integer K, it is possible to construct
a Büchi tree automaton, of size exponential in the size of ϕ, which accepts all
the ω-trees t with arity at most K such that: t is the unwinding of a Kripke
structure M from a state s and (M, s) |= ϕ [29]. Thus by Theorem 1, Lemma 1,
and the fact that the emptiness problem for Büchi tree automata is decidable in
polynomial time [10], the following theorem holds.

Theorem 4. Given a timed game (A,ϕ) where ϕ is a Ctl formula, the problem
of deciding the existence of a winning strategy of the protagonist in (A,ϕ) is
Exptime-complete.

4.2 Linear Temporal Logic

Linear Temporal Logic (Ltl) was introduced by Pnueli to specifying and verify-
ing reactive systems [21]. Given a set of atomic propositions AP , an Ltl formula
is composed of atomic propositions, the boolean connectives conjunction (∧) and
negation (¬), the temporal operatorsNext ( f) and Until ( U). Formulas are built
up in the usual way from the above operators and connectives, according to the
following grammar

ϕ := p | ¬ϕ |ϕ ∧ ϕ | fϕ |ϕ U ϕ

where p is an atomic proposition. Thus, the syntax of Ltl formulas can be
obtained by the syntax of Ctl formulas by deleting the universal and existential
quantifiers. The semantics of Ltl formulas is given with respect to on an ω-word
w = w0w1 . . . wn . . . over the alphabet Σ = 2AP . The satisfaction relation w |= ϕ
is defined in the standard way:

– if ϕ is an atomic proposition, then w |= ϕ if and only if the assignment of
atomic propositions specified by w0 assigns ϕ true;
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– w |= ¬ϕ if and only if w |= ϕ does not hold;
– w |= ϕ1 ∧ ϕ2 if and only if w |= ϕ1 and w |= ϕ2;
– w |= fϕ if and only if w1 |= ϕ;
– w |= ϕ1 U ϕ2 if and only if there exists i ≥ 0 such that M,wi |= ϕ1 and
wj |= ϕ2 for all j such that 0 ≤ j < i.

For every Ltl formula ϕ, it is possible to construct a nondeterministic Büchi
automaton on ω-words accepting all models of ϕ. We will refer to such an auto-
maton as a generator of models of ϕ. Since we need to construct a tree automa-
ton, it is necessary to have a deterministic generator. In fact, given a positive
integer K and a deterministic automaton on words A, a tree automaton accept-
ing all the trees t with arity bounded above by K and such that any path of
t is a word accepted by A, can be easily obtained by adding for any transition
rule (q, σ, q′) of A all the transition rules (q, σ, q1, . . . , qk) such that: qi = q′

for k = 1, . . . , k and k ≤ K. Clearly, such a construction does not work for
nondeterministic automata.

A deterministic Rabin generator Aϕ for an Ltl formula ϕ of doubly exponen-
tial size can be obtained in the following way: from the formula ϕ, by the tableau
construction, it is possible to construct a nondeterministic Büchi generator of
size 2O(|ϕ|) [19,30]; we recall that a Büchi automaton of size n can be deter-
minized and the resulting deterministic Rabin automaton has 2O(n logn) states
and n pairs [25]; thus, we determinize the Büchi generator for ϕ so obtaining
a deterministic Rabin generator of doubly exponential size with exponentially
many pairs. Notice that, in general, for a given formula ϕ, a deterministic Büchi
generator may not exist but, when it exists, it has a doubly exponential size in
the length of the formula (see [17]), and thus, the above construction is asymp-
totically optimal.

Consider now a game (A,ϕ) and denote by K the maximum arity of the
trees accepted by AT . Denote by A′ the Rabin tree automaton corresponding to
Aϕ and constructed to accept trees of arity at most K. It is easy to construct a
Rabin tree automaton A∩ accepting the intersection of the languages accepted
by AT and A′. From the above arguments, the size of A∩ is doubly exponential in
the size of ϕ and, by Lemma 1, it is singly exponential in the size of A. Moreover,
the number of pairs in the accepting condition of A∩ is exponential in the size
of ϕ. We recall that, checking for the emptiness of a language accepted by a
Rabin tree automaton with n locations and m pairs can be done in deterministic
time O((nm)cm) [22]. Thus, by Theorem 1 and the fact that Ltl games are
2Exptime-hard [22], the following theorem holds.

Theorem 5. Given a timed game (A,ϕ) where ϕ is an Ltl formula, the problem
of deciding the existence of a winning strategy of the protagonist in (A,ϕ) is
2Exptime-complete.

We recall that the result stated in the above theorem is subsumed by the
result proved in [14] for Ltl rectangular hybrid games.
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5 Conclusions

We presented an automata-theoretic approach to solve timed games. Our so-
lution relies on the construction of a tree automaton accepting all the ω-trees
corresponding to a strategy of the protagonist in the timed game. This approach
can be used with any class of winning conditions admitting a direct translation
to a class of tree automata with decidable emptiness problem and closure under
intersection. We have analyzed in more detail the cases of winning conditions
expressed by temporal logic formulas. We can solve timed Büchi games, timed
Rabin games and Ctl games in exponential time. Since timed reachability games
are known to be Exptime-hard even if the antagonist is allowed to move only
when the protagonist does [18], this results are also complete. We have also ap-
plied our approach to solving Ltl games. The obtained procedure takes doubly
exponential time, and since Ltl games are 2Exptime-hard [22], our result is
tight.
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Abstract. Existing model checking tools for infinite state systems, such as UP-
PAAL, HYTECH and KRONOS, use symbolic forward analysis, a possibly non-
terminating procedure. We give termination criteria that allow us to reason com-
positionally about systems defined with asynchronous parallel composition; we
can prove the termination of symbolic forward analysis for a composed system
from the syntactic conditions satisfied by the component systems.
Our results apply to nonlinear hybrid systems; in particular to rectangular hybrid
systems, timed automata and o-minimal systems. In the case of integer-valued
systems we give negative results: forward analysis is not well-suited for this class
of infinite-state systems.

1 Introduction

Recently, there has been a lot of research effort directed to automatic verification of in-
finite state systems. Research on decidability issues (e.g., [ACJT96, ACHH93, Boi98,
LPY99, LPY00, HKPV95, CJ98]) has resulted in many nontrivial algorithms for the
verification of different subclasses of infinite state systems. These results do not, how-
ever, imply the termination of the semi-algorithms on which practical tools are based
(for example, the decidability of the model checking problem for timed automata does
not entail termination for the symbolic forward analysis used in UPPAAL or HYTECH
or KRONOS).

This paper addresses the termination for such a procedure in a compositional set-
ting; we give sufficientcompositional conditions for the termination of the symbolic
forward analysis for nonlinear hybrid systems. We can prove the termination of this
analysis for a composed system from the syntactic conditions satisfied by the compo-
nents, without computing the explicit representation of the composition (which is usu-
ally exponentially bigger than the components). The conditions roughly express that, in
each loop, the variables are initialized before they are used. Our sufficient conditions
apply to several interesting examples such as the railroad crossing example. As a corol-
lary we obtain termination for the subclass ofo-minimal hybrid systems (for which
backward analysis is known to be terminating [LPY99, LPY00]).
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Sufficient termination conditions for symbolic forward analysis seem interesting for
three reasons. First, since they apply to concrete examples such as practical mutual ex-
clusion protocols, they may shed a new light on the practical success of symbolic model
checking for infinite-state systems (see e.g., [LPY95]). Second, for a concrete verifica-
tion problem in a practical setting, the model to be checked can possibly be adapted
to meet the sufficient termination conditions (e.g., by adding semantically redundant
initializations of variables or hiding not used variables); we give such examples in the
paper. This can be interesting to obtain a theoretical guarantee for a problem where
practical termination has not yet been obtained. Such a guarentee is pragmatically use-
ful in a limited sense, as follows. If one has waited for two hours for an experiment that
is known to terminate theoretically, it may be worth to wait two hours more.

Third, our results suggest a potential optimization of the symbolic forward analysis
procedure. Namely, the termination guarantees given in this paper continue to hold
even when the fixpoint test is made more efficient by weakening it tolocal entailment
(explained below; e.g., for linear arithmetic constraints over reals, the complexity of
fixpoint test reduces from co-NP hard to polynomial; such a fixpoint test is used in the
model checker UPPAAL [BLL+96] and in the model checker described in [DP99]).

2 Preliminaries

2.1 Infinite State Systems

We use guarded-command programs to specify (possibly infinite-state) transition sys-
tems. A guarded-command program consists of a setE of guarded commandse (called
edges) of the form

e ≡ � : γe(x) []αe(x,x0); goto �′

where � and �′ are labels ranging over a finite set of program locations,x =
〈x1, . . . , xn〉 is the tuple of program variables (ranging over a possibly infinite data
domain);γe(x) is a formula (the guard) whose free variables are amongx; αe(x,x0) is
a formula (the action ofe) whose free variables are amongx,x0. Intuitively, the primed
version of a variable stands for its value in the successor state after taking a transition
through a guarded command. We allow more than one command labeled with the same
location�, which corresponds to a nondeterministic choice in the language.

We translate a guarded commande to the logical formulaψe simply by by replacing
the guard[] with conjunction and introducing a new variableL for locations.

ψe ≡ L = � ∧ γe(x) ∧ L′ = �′ ∧ αe(x,x0)

A state of the system is a pair〈�,v〉 consisting of the values for the location variable
and for each program variable. The state〈�,v〉 can make a transition to the state〈�′,v0〉
through the edgee provided that the values of� for L, �′ for L′, v for x andv0 for x0

define a solution forψe. A run of the system is a sequence〈�1,v1〉 −→ 〈�2,v2〉 −→
. . . such that for eachi = 1, 2, . . . there exists an edgee such that the state〈�i,vi〉 can
make a transition to the state〈�i+1,vi+1〉 through the edgee.
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In this paper, we consider two basic classes of infinite state systems. In the first, we
deal with the so-called hybrid systems in which the program variables range over the
set of realsR. Examples of such systems include the railroad crossing example and the
Fischer’s mutual exclusion protocol. In the second, the program variables range over
the set of integersZ, and the guard and the action formulas are arithmetic constraints.
Examples of such systems include the bakery or ticket algorithms, the bounded buffer
producer-consumer problem etc.

Systems with Integer-valued Variables. A system with integer-valued variables can be
defined as a set of guarded commands as above where the variablesx,x0 are interpreted
over the set of integersZ. We consider these systems in Section 5.

Hybrid Systems We writeOF (R) for the theory of the ordered field of reals; it is
interpreted over the structure〈R, <,+, ·, 0, 1〉.

A (possibly non-linear) hybrid system can be defined as a set of guarded commands
as above where the guardγe(x) is anOF (R) formula, and the actionαe(x,x0) is an
OF (R) formula given by

αe(x,x0) ≡ ∃z ≥ 0 ∃x00 δe(x,x00) ∧ β�′(x00,x0, z).

Here,δe is anOF (R) formula defining the “update” ine, andβ�′ is theOF (R) for-
mula defining the continuous evolution at the target location�′. For example, in a timed
system with two clocksx1, x2 wherex2 runs twice as fast asx1, the action part of a
command resetting the first clock would be∃z ≥ 0 ∃x′′1∃x′′2 x′′1 = 0∧x′′2 = x2 ∧ x′1 =
x′′1 + z ∧ x′2 = x′′2 + 2z.

A transition according to a guarded commande represents an instantaneous ‘jump’
followed by a continuous evolution over time at the target location�′. Namely, a state
〈�,v〉 can make a transition throughe to the state〈�′,v0〉 if the values� for the location
variableL andv for the tuple of data variablesx satisfy the guardL = � ∧ γe(x) of
e and there exists av00 such thatv,v00 satisfies the updateδe of e and there exists a
real valued of the delay variablez such thatv0 is obtained fromv00 through continuous
evolution over the delayd at the location�′. A particular case of a transition in a hybrid
system is thetime transition (continuous evolution over time at a location) from the
state〈�,v〉 to the state〈�,v0〉 where the update partδ(x,x00) is simply the equality
x = x00.

Rectangular hybrid systems A rectangular hybrid system is a hybrid system where
the guardsγe(x) are conjunctions of constraints of the formxi ∼ ci where∼∈ {<
,≤, >,≥} and ci ∈ Z; the update part of the action formulas consists of the jump
to a location with an initialization of some variables (the only allowed constraints are
L′ = �′, x′′ = x andx′′ ∼ c wherec ∈ Z) and the continuous evolutionβ�′(x00,x0, z)
is of the form

∧n
i=1 x

′′
i + aiz ∼ x′i ∼ x′′i + biz possibly in conjunction with location

invariants of the formci ∼ x′i ∼ di whereai, bi, ci, di ∈ Z∪ {−∞,+∞}.
We will often use a notation likėx ∈ [a, b) as a shortcut forx′′+az ≤ x′ < x′′+bz

and the notatioṅ(x) ∈ [a, b] as a shortcut forx′′ + az ≤ x′ ≤ x′′ + bz. The continuous
evolution of the timed system from the example above can be then described byẋ1 =
1, ẋ2 = 2.
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Timed automata Timed automata are particular case of rectangular hybrid systems
where the update part consists of the jump to a location with reset of some clocks
(the only allowed constraints are of the formL′ = �′, x′′ = x andx′′ = 0) and
the continuous evolution is the increment of the clocks according to the time passing
(β�′(x00,x0, z) ≡ x0 = x00 + z), possibly in conjunction with location invariants of the
form x′ ∼ c wherec is an integer.

O-minimal hybrid systems The o-minimal hybrid systems were introduced in [LPY99,
LPY00], where it is shown that thebackward analysis for these systems terminates. Our
results generalize this one in two ways: we prove the termination of not only backward,
but also forward analysis; second, our systems are less restrictive by allowing parallel
composition and continuous change of variables between different locations.

Below we rephrase the definition from [LPY99, LPY00]. In o-minimal hybrid
systems, the action formulaαe(x,x0) of e is of the form αe(x,x0) ≡ ∃z ≥
0∃x00(δe(x00) ∧ x0 = expzA�′x00) with free variables among{x,x0}, where the free
variables in the “update” formulaδe are amongx00, exp is the base of the natural loga-
rithms,A�′ is ann× n rational matrix that is either nilpotent or is diagonalizable with
rational eigenvalues (x0 = expzA�′x00 represents the continuous evolution at the target
location�′). It can be shown [LPY99, LPY00] that in these cases,αe(x,x0) is definable
in OF (R). In the context of this paper, the most important property of o-minimal sys-
tems is that the action in the guarded command does not depend on the current values
of variables (these values are relevant only for the guard of the command).

2.2 Parallel Composition

In this section we consider asynchronous parallel composition of hybrid sys-
tems [LPY95]. Parallel composition of integer-valued systems is considered in Sec-
tion 5. We assume that the component programs do not share variables (except for
the synchronizing labels). For the purpose of parallel composition, we assign to each
guarded command a synchronizing label. Thus with each guarded-command program
S we associate a (finite) setΣ of synchronizing labels and a mappinglab : E −→ Σ
that assigns to each guarded command (or edge) a synchronizing label fromΣ.

Given two guarded command programsS1 andS2 with label setsΣ1 andΣ2 and
labeling functionslab1 and lab2 respectively, their parallel compositionS = S1||S2

with set of synchronizing labelsΣ1 ∪Σ2 and labeling functionlab is defined as the set
of all guarded commands of the form

e ≡ 〈�1, �2〉 : γe(x,y) []αe(x,y,x0,y0); goto 〈�′1, �′2〉

with lab(e) = σ such that either onlyS1 “moves” (i.e., takes a transition through an
edge) whileS2 undergoes continuous evolution at the same location (if the synchro-
nizing labelσ is in Σ1 but not inΣ2) or S2 “moves” whileS1 undergoes continuous
evolution at the same location (provided the synchronizing labelσ is in Σ2 but not in
Σ1) or both “move” (if the synchronizing labelσ ∈ Σ1 ∩ Σ2) with the same label
lab(e1) = lab(e2) = σ.
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Formally, the composed programS consists of all guarded commands of the form

e ≡ 〈�1, �2〉 : γe(x,y) []αe(x,y,x0,y0); goto 〈�′1, �′2〉

with lab(e) = σ such that either

– • there is an edgee1 ≡ �1 : γe1(x) []αe1(x,x0); goto �′1 in S1

• lab1(e1) = σ ∈ Σ1 −Σ2

• �2 = �′2 is a location inS2

• γe(x,y) ≡ γe1(x)
• αe(x,y,x0,y0) ≡ ∃z ≥ 0 ϕe1(x,x0, z) ∧ β�2(y,y0, z) whereαe1(x,x0) ≡
∃z ≥ 0 ϕe1(x,x0, z).

– Or same as the previous point but with the roles ofS1 andS2 reversed.
– Or
• there is an edgee1 ≡ �1 : γe1(x) []αe1(x,x

0); goto �′1 in S1 and an edge
e2 ≡ �2 : γe2(y) []αe2(y,y0); goto �′2 in S2

• lab1(e1) = lab2(e2) = σ ∈ Σ1 ∩Σ2

• γe(x,y) ≡ γe1(x) ∧ γe2 (y)
• αe(x,y,x0,y0) ≡ ∃z ≥ 0 ϕe1 (x,x0, z) ∧ ϕe2(y,y0, z) whereαe1(x,x0) ≡
∃z ≥ 0 ϕe1(x,x0, z) andαe2(y,y0) ≡ ∃z ≥ 0 ϕe2(y,y0, z).

A state of the composed program is a tuple〈�, �′,v,w〉 consisting of values of the
locations and all variables. The semantics of the composed program is defined in the
usual way. The parallel composition operation defined above is commutative and asso-
ciative. For guarded command programsS1, . . . ,Sk, we writeS1|| . . . ||Sk to denote
(. . . (S1||S2)||S3)|| . . . )||Sk). Tools like UPPAAL [BLL+96], HYTECH [HHWT95]
use the kind of parallel composition described above (they also use urgent transitions;
the framework described below can be easily made to take into account such urgent
transitions).

2.3 Constraints Representing Sets of States

In this paper, by constraints we will meanOF (R) formulas. We use constraintsϕ to
represent certain sets of positions. We will consider only conjunctive constraints. A
constraintϕ is a conjunction of atomic constraints of the formt ∼ c wheret is a term,
c ∈ Z and∼∈ {>,<,≥,≤}. We identify solutions of the constraints with states of
the system. We writeD, 〈�,v〉 |= ϕ to denote that the state〈�,v〉 is a solution of the
constraintϕ whereD is the structure under consideration, i.e.,〈R, <,+, ·, 0, 1〉. For a
constraintϕ, we define the denotation ofϕ, by [ϕ] as[ϕ] = {〈�,v〉 | D, 〈�,v〉 |= ϕ}.

By a set of constraints we mean their disjunction; i.e., ifΦ is a set of constraints
then[Φ] =

⋃
ϕ∈Φ[ϕ]. For two constraintsϕ andϕ′, we say thatϕ entailsϕ′, denoted

by ϕ |= ϕ′, if [ϕ] ⊆ [ϕ′]. We identify two constraints ϕ and ϕ′ if they have the same
denotations; i.e., [ϕ] = [ϕ′]. It is known that given two constraintsϕ andϕ′ over reals,
it is decidable whetherϕ |= ϕ′. For a constraintϕ with free variablesx, by ϕ(x0) we
denote the constraint obtained by renaming the free variablesx to x0.
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2.4 Constraint Transformer ϕ �→ [[w]](ϕ)

The notion of constraint transformers is inspired by the notion of syntactic transfor-
mation monoids in classical automata theory [Eil76]. We writee1 . . . em for the word
w obtained by concatenating the ‘letters’e1, . . . , em (where eachei is an edge of a
guarded command program); thus,w is a word over the set of edges (or guarded com-
mands)E , i.e.,w ∈ E∗ (assuming that the target location ofei is the source location of
ei+1). Theconstraint transformer with respect to an edgee is the successor constraint
function[[e]] that assigns to a constraintϕ with free variablesx the constraint

[[e]](ϕ) ≡ ((∃x(ϕ ∧ ψe))(x)).

Recall thatψe is a formula with free variables amongx,x0; the variablesx are here
existentially quantified, and then the variablesx0 are renamed tox. For example, if
ψe ≡ L = l1 ∧ x1 > 3∧L′ = l2 ∧∃z.x′1 = z ∧ x′2 = x2 + z then[[e]](L = l1 ∧ x1 >
1 ∧ x2 = x1 + 2) ≡ L = l2 ∧ x1 > 0 ∧ x2 > 5.

The successor constraint function[[w]] with respect to a stringw = e1 . . . em
of lengthm ≥ 0 is the functional composition of the functions with respect to the
edgese1, . . . , em, i.e., [[w]] = [[e1]] ◦ . . . ◦ [[em]]. Thus[[ε]](ϕ) = ϕ and [[w.e]](ϕ) =
[[e]]([[w]](ϕ)). The solutions of[[w]](ϕ) are exactly the successors of the solutions
of ϕ obtained by taking the sequence of transitions through the guarded commands
e1, . . . , em (in that order).

We will next recall the definition of special classes of strings called cycles that
correspond to cycles in the control graph of the system. We say that an edge of the form
� : . . . goto �′ leads from the location� to the location�′. We canonically extend the
terminology ‘leads to’ from edgese to stringsw of edges.

Definition 1 (Cycle). The string w = e1 . . . em of length m ≥ 1 is a cycle if the
sequence of edges e1, . . . , em lead from a location � to itself. A cycle is trivial if it
consists of one edge whose update part is the constraint x00 = x. A cycle e1 . . . em is
called simpleif it is not trivial and does not contain a proper subcycle.

The notion of simple cycles will be used in providing sufficient termination conditions.
We call an edgee anentry to a cyclew if it leads from a location outside the cycle to
a location on the cycle; similarly,e is anexit fromw if it leads from a location on the
cycle to a location outsidew.

Initializing strings A transformer[[w]] corresponding to the composition of transformers
[[e1]], . . . , [[em]] can be presented by two constraintsγw(x) andαw(x,x0) such that for
all ϕ we have[[w]](ϕ)(x0) ≡ ∃x.ϕ(x) ∧ γw(x) ∧ αw(x,x0) (for better readability we
omit here the final renaming of the variablesx0 to x). A stringw is calledinitializing
if the constraintαw does not contain any occurrences of the variablesx; so whenever
ϕ(x) ∧ γw(x) is satisfiable, the value of[[w]](ϕ)(x0) is simplyα(x0). An initializing
edge is an initializing string consisting of one edge.

We say thatw is weakly initializing if the set of variablesx can be split into two
setsx1 andx2 such thatαw(x,x0) ≡ ∧x∈x1

x = x′ ∧ α′(x0

2). We call the variables
in x1 the fixed variables ofw. We say that a weakly initializing cyclew is guarded if
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either all its entries or all its exits are edges that initialize all fixed variables. Note that
every initializing cycle is always guarded (the quantification is over the empty set of
variables).

For the cases of non-linear hybrid systems (with the underlying theory being the
theory of real closed fields), it can be effectively decided using the methods presented
in [Lib00] whether a string is (weakly) initializing. Due to the lack of space we do not
detail it out here.

3 Constraint Trees and Symbolic Forward Analysis

Given an infinite state systemS with set of edgesE , we define the constraint tree forS
as follows.

Definition 2 (Constraint Tree). The constraint tree for S is an infinite tree whose do-
main is a subset of E∗ (i.e., the nodes are strings over E) that labels the node w by the
constraint [[w]](ϕ0) where ϕ0 is the initial constraint.

Clearly, the (infinite) disjunction of all constraints labeling a node of the constraint
tree represents all reachable states ofS. We are now in a position to define symbolic
forward analysis formally. A symbolic forward analysis is a traversal of (a finite prefix
of) a constraint tree in a particular order. The following definition of a non-deterministic
procedure abstracts away from that specific order.

Definition 3 (Symbolic Forward Analysis). A symbolic forward analysis of an infinite
state system S is a procedure that enumerates constraints ϕi labeling the nodes wi of
the constraint tree of S in a tree order such that the disjunction of the enumerated
constraints represents all reachable states of S. Formally,

– ϕi = [[wi]](ϕ0) for 0 ≤ i < B where the boundB is either a natural number or ω,
– if wi is a prefix of wj then i ≤ j,
– the disjunction

∨
0≤i<B ϕi is equivalent to the disjunction

∨
0≤i<ω ϕi.

The numberi is a leaf of a symbolic forward analysis if the nodewi is a leaf of the
tree formed by all the nodeswi where0 ≤ i ≤ B. We say that a symbolic forward
analysis terminates if its boundB is finite. We define that a symbolic forward analysis
terminates with local entailment if for all its leavesi there exists aj < i such that the
constraintϕi entails the constraintϕj (as a passing remark, we note that by changing
the notion of local entailment, we can get a model checking procedure for liveness
properties; we can change the notion of local entailment by requiring that for all leaves
i, there exists aj < i such that such that the constraintϕj entails the constraintϕi).
In contrast, a symbolic forward analysis terminates with global entailment if for all its
leavesi, the constraintϕi entails the disjunction of the constraintsϕj wherej < i. As
discussed in the Introduction, model checking is more efficient with local entailment
than with global entailment, both theoretically and practically. Many model checking
tools for infinite state systems use local entailment (e.g., UPPAAL [BLL+96], which
uses identity; the model checker for infinite state systems with integer-valued variables
described in [DP99] also uses local entailment).
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Proposition 1. If every simple cycle of an infinite state system S is initializing wrt. all
variables then symbolic forward analysis for the system terminates with local entail-
ment.

Proof. We show that the constraint transformer function associated with each initializ-
ing stringw is either a constant function or unsatisfiable. Suppose that symbolic forward
analysis forS does not terminate with local entailment. Hence, there must be an infi-
nite pathp along the constraint tree. Since we have only finitely many locations inS,
some of them must occur infinitely often alongp, and thusp contains infinitely many
occurrences of some simple cyclew; i.e.,p is an element of the language(E∗.w)ω . Now
consider any two nodess1 = w1.w ands2 = w2.w of p such thats1 < s2. Since the
constraint transformer function labelingw is a constant function, the constraints label-
ing s1 ands2 are the same and the local entailment check between constraints at these
two nodes terminates the analysis along pathp, which contradicts the assumption thatp
is infinite. Hence symbolic forward analysis forS terminates with local entailment.��

As an immediate application of this proposition we get the following result.

Theorem 1. Symbolic forward analysis of an o-minimal hybrid system terminates with
local entailment.

Proof. In an o-minimal system every edge and thus every cycle is initializing. ��
It is worth noting that the same reasoning gives that backward analysis for o-

minimal systems terminates, which was first proved in [LPY99, LPY00].

Proposition 2. If every simple cycle of a rectangular hybrid system S is weakly initial-
izing wrt. all variables and is guarded, then symbolic forward analysis for the system S
terminates with local entailment.

Proof. The reasoning here is similar to that of Proposition 1. In an infinite pathp either
we have two consecutive occurrences of the same simple cycle which is a constant
function wrt. some variables and identity wrt. the others and thus the two constraints
corresponding to the two occurrences are the same, or the cycle together with its entry
or exit is a constant function. In the letter case, there are only finitely many different
constant functions, and thus there must be two occurrences giving the same constraint.

��
The propositions above give a termination criteria for forward analysis for infinite-

state systems, but in order to apply them one needs an explicit representation of the
system. However, usually systems are not represented explicitly but in form of paral-
lel composition of several components. The computation of the explicit representation
of a composed system gives an exponential blowup, which we want to avoid. In the
following, we look for criteria on the components that allow the use of this proposition.

4 Compositional Reasoning about Termination

In this section, we show how to reason compositionally about sufficient termination
conditions in our framework. We provide sufficient conditions on the individual com-
ponents under which symbolic forward analysis of the parallel composition ofn infinite
state systemsS1, . . . , Sn terminates.
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First notice that just proving termination for individual components is not enough.
Consider Figure 1. The figure shows two hybrid systems; each of them is o-minimal and
hence symbolic forward analysis for each terminates. The first system consists of two
locations�0 and�1 and one program variablex which increases with derivative1 (i.e.,
(̇x) = 1) in each location. There is an edge from�0 to �1 labeleda. The second system
consists of a single locationm0 and an edge fromm0 to itself labeledb. The variabley
is the only program variable; it increases with derivative1 at the locationm0. The initial
states (constraints) for both systems are respectivelyL = �0∧x = 0 andL = m0∧y =
0. The asynchronous parallel composition of the two systems is not o-minimal. To see
this, consider the transition, where the first system stays (only the variablex increases
as the time passes) and the second system moves. Since the value of the variablex after
the transition depends on its value before the transition, the composed system is not o-
minimal. In fact, symbolic forward analysis does not terminate here: in every iteration
of the transition described above the variablex increases by at most two time units
which is a non-terminating process.

l0 m0

l1

x := 0
a

y := 0
(y < 1)?

b

Fig. 1. Parallel composition of two o-minimal hybrid systems is not o-minimal

Theorem 2. Let S1, . . . ,Sk be k infinite state systems with synchronizing alphabet sets
Σ1, . . . , Σk. If

– each simple cycle w = e1 . . . em (m ≥ 1) of each Si contains an ej (1 ≤ j ≤ m)
such that lab(ej) ∈ Σ1 ∩ . . . ∩Σk

– and for each e ∈ w such that lab(e) ∈ Σ1 ∩ . . . ∩Σk, e is an initializing edge

then symbolic forward analysis for S = S1|| . . . ||Sk terminates with local entailment.

Proof. We show that the constraint transformer function associated with each simple
cycle in the composed is either a constant function or unsatisfiable.

Letw = e1. . . . .em be any simple cycle ofS. Then, there exists an edgee such that
every componentSi “moves” on that edge:lab(e) ∈ ⋂ki=1Σi. Let e = ej . Consider
the projection ofej on any componentSi. The projection will be an edgee′ in this
component and alsolab(e′) ∈ ⋂ki=1Σi. Hence, by the assumption of the theorem,e is
an initializing edge and the constraint transformer function associated withe is either a
constant function or unsatisfiable. Letw′ = e1 . . . ej−1 andw′′ = ej+1 . . . ej. Then the
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constraint transformer function associated withw is given by[[w]] = [[w′]] ◦ [[ej]] ◦ [[w′′]].
Hence[[w]] is either a constant function or unsatisfiable. Therefore by Proposition 1,
symbolic forward analysis with local entailment terminates. ��

To see the applicability of our results, consider the two-process real time Fischer’s
mutual exclusion protocol given in Figure 2. The critical section is denoted bycs. The
processes do not share real variables — the communication is through the synchroniza-
tion labels. The set of synchronization labelsΣ1 of processP1 is the set{a, b, g, p, t1}
and that for processP2 the setΣ2 = {a, b, g, q, t2}. Each processPi has only one clock
xi. It can be seen that the protocol satisfies the conditions of Theorem 2: every cycle
in each of the systems has an edge with a label in{a, b, g}. Hence, symbolic forward
analysis for the composed system terminates. Note that to find it out we do not have to
compute the composition of the two systems (which might be quite big) explicitly. Note
also that the composed system is not o-minimal (for example in the transition labeled
t1 the clockx2 is not reset) and hence the termination results from [LPY99, LPY00] do
not apply here.

0 1 (x1 ≤ 2)

cs 2

a
x1 := 0

b
x1 := 0

x1 ≤ 2

x1 := 0

t1

b

x1 := 0

x1 := 0

x1 > 2
g

a
x1 := 0

x1 := 0

p

0 1 (x2 ≤ 2)

cs 2

g
x2 := 0

b
x2 := 0

x2 ≤ 2

x2 := 0

t2

b

x2 := 0

x2 := 0

x2 > 2
a

g
x2 := 0

x2 := 0

q

Fig. 2. Fischer’s protocol for mutual exclusion of two timed processes

Note that Fischer’s protocol is a parallel composition of timed automata. Theorem 2
does not use this fact. It is formulated for arbitrary hybrid systems (where the contin-
uous evolution of particular components over the time might be completely different
and thus time could be used as a source of additional communication between compo-
nents), and can be used in particular to reason about parallel composition of o-minimal
systems. The assumptions of the theorem are quite restrictive and are not enough to
prove termination for the railroad-crossing example from [AD94, LS85]. It consists of
the parallel composition of three components—the train, the gate and the controller.
The transition systems (timed automata) for the three components are given in Fig-
ure 3. Although every simple cycle in every component is initializing, the assumptions
of Theorem 2 are not satisfied since the intersection of{lower , down, raise, up} with
{approach, in, out , exit} is empty.

In the case of timed automata, and more generally of rectangular hybrid systems,
due to the uniform evolution of each automaton over the time, we can relax these re-
strictions. The termination of the forward analysis for the railroad-crossing example
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follows from Theorem 3 and Observation 1 below: it is enough to choose the controller
as the systemA1.

We say that a location� in a rectangular hybrid system isfixing if the continuous
change of all variables in� satisfiesẋ = 0. A fixing location� is guarded if all edges
entering� (or all edges leaving�) initialize all variables of the system. We say that a
location� is time-bounded if either� has an invariantx ≤ c (orx < c) andẋ is positive
or it has an invariantx ≥ c (or x > c) andẋ is negative.

Theorem 3. Let S be a parallel composition of rectangular non-zeno1 hybrid systems,
such that every simple cycle of every component is initializing and every fixing location
is guarded. If in every simple cycle of the composed system every component either
moves along some cycle or remains in a fixing or time-bounded location, then symbolic
forward analysis terminates with local entailment.

Proof. Suppose that there exists an infinite pathp in the constraint tree. Some simple
cycleC of the composed system must occur infinitely often along this path. Consider
the projection ofC on any of the components of the system: it is either a cycle of the
component (and then it is initializing wrt. the variables of this component) or a single
location that is time-bounded or fixing. If it is a time-bounded location, the system
cannot stay at this location forever, thereforeC must be a part of a bigger cycleC′ in
which every component moves or stays in a fixing location. The reasoning then follows
the one of Proposition 2. ��

The condition that every component moves in every simple cycle of the composed
system is still not compositional, but in many cases it is not difficult to find sufficient
compositional conditions implying this one—see the two observations below. The first
of them applies e.g., to both Fischer’s protocol and to timed-automaton version of the
railroad crossing; the second to a hybrid version of railroad crossing present in the
HYTECH distribution. Together with Theorem 3 above, these observation give suffi-
cient compositional conditions for termination of the forward analysis.
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Fig. 3. Railroad crossing: Train, Gate and Controller as timed automata

Observation 1 Let A1, . . . ,Ak be rectangular hybrid systems. If for all i = 2, . . . , k
each simple cycle in A1 contains a synchronizing label from Σi, and each simple

1 Intuitively, a system is non-zeno [AH97] if it “allows” time to grow forever.
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Fig. 4. Railroad crossing: Train, Gate and Controller as rectangular systems

cycle in Ai contains a synchronizing label from Σ1 then in every simple cycle of
S = A1|| . . . ||Ak every componentAi moves.

Proof. The projection of any simple cycleC in the composed system on some of the
components is a cycle. This cycle contains a synchronizing label from Σ1, hence the
projection of C on A1 is a cycle in A1, which for all i contains a synchronizing label
from Σi. Therefore the projection of C on every component Ai is a cycle in Ai (in
contrast, the projection of the only simple cycle of the composed system from Figure 1
on the first component is empty and thus not a cycle). ��
Observation 2 Let A1, . . . , Ak be non-zeno rectangular hybrid systems. Suppose that
every location is fixing time-bounded. Then in every simple cycle of the composed sys-
tem every component either moves along some cycle or remains in a fixing or time-
bounded location.

The observation above applies e.g., to the hybrid version of the railroad crossing
that can be found in the HYTECH distribution. Of course for this example the sym-
bolic forward analysis terminates, but a very subtle change in the system may lead to
non-termination. On Figure 4 we have modified this example by simply modeling the
gate as a timed automaton; the other components are not changed at all, and the gate
itself behaves essentially in the same way as the original one in HYTECH distribution.
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Forward analysis for this example does not terminate, because for big enough values
of the parameter α the gate may stay forever in the location open or closed, while the
controller switches between about-to-lower and about-to-raise; every iteration of this
cycle increases the values for the variable y by at most 2α, which is a nonterminating
process. The observation above of course does not apply to this system (time is not
bounded in locations open and closed), but it gives a hint how to improve the system
such that the analysis terminates: changing ẏ from 1 to 0 in both these locations forces
the analysis to terminate without any essential changes in the behavior of the system
(the variable y after leaving these locations is reset and thus its value is not needed; in
particular both safety and liveness properties remain unchanged). Note that both these
lacations are guarded (in fact they are doubly guarded: the entering edges initialize y to
10 and exit edges initialize y to 0).

We are implementing the static tests based on the observations above on the top of
the model checker described in [DP99].

5 Integer-Valued Systems

The composed program S = S1 ‖ S2 consists of all guarded commands of the form

e ≡ 〈�1, �2〉 : γe(x,y) []αe(x,y,x0,y0); goto 〈�′1, �′2〉
such that either there exists an edge e1 ≡ �1 : γe1(x) []αe1 (x,x0); goto �′1 in S1

where γe = γe1 , �′2 = �2 and αe = αe1 ∧
∧
y∈y−x y

′ = y, or the symmetrical condition
with the roles of S1 and S2 reversed holds.

Integer-valued systems in general are not well-suited for symbolic forward analysis
(without acceleration techniques such as widening) as the following observations show.
We say that an edge e increments a variable x if the action αe contains a conjunct
x′ = x+ 1.

Proposition 3. Suppose that a variable x has initially value 0 in a system S = S1 ‖
. . . ‖ Sn, the component S1 contains a simple cycle C with an edge e incrementing
the variable x, and e is the only edge changing the value of x in S. Then either C is
executed only finitely many times in every infinite execution of S or forward analysis
does not terminate.

Sketch of proof. Suppose that C is executed infinitely many times. Then the con-
straint tree T for S contains an infinite path corresponding to this infinite execution.
The nodes corresponding to the i-th execution of the cycle C in T are constraints con-
taining a conjunct x = i, thus T contains infinitely many inequivalent constraints. ��

The proposition above applies to many integer-valued protocols including the ticket
protocol and bounded-buffer producer/consumer protocol. It does not, however apply
to bakery protocol.

Observation 3 Suppose that a variable x has initially value 0 in a system S = S1 ‖
. . . ‖ Sn, the component Si contains a simple cycle Ci with an edge with the action
xi+1 mod n := xi + 1 and Ci does not modify xi+2 mod n. Then forward analysis is
not likely to terminate.
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Fig. 5. Bakery protocol for mutual exclusion

The reason for possible non-termination of the forward analysis is an infinite execution
of the system that consecutively increases the values of variables, thus creating infinitely
many nonequivalent constraints in the constraint tree.

The observation above gives an idea of changing the protocol a little bit to make the
analysis terminate: one can replace the action of the form x := y+1 by x := [y+1,∞),
where the new value of x is any number greater than the value of y instead of concrete
value y+1. The modified version of bakery protocol preserves its main property of mu-
tual exclusion and starvation-freeness, but the forward analysis terminates. The above
transformation can be applied on-the-fly as a widening operation.

6 Related Work

Reachability analysis for infinite state systems with integer valued variables has been
considered by Berard and Fribourg [BF99] as well as by Fribourg and Olsen [FO97],
but the authors do not provide any sufficient conditions for termination of their model
checking procedure on any interesting class of systems.

Abdulla, Cerans, Jonsson and Tsay [ACJT96] as well as Finkel and Schnoebe-
len [FS98] gave a unifying framework for deriving decidability results for model check-
ing for infinite state systems. However, their framework requires finding a well quasi-
ordering on the states, which in many practical situations is not feasible. Besides, their
method of deriving sufficient termination conditions for reachability analysis is mono-
lithic; one has to consider the state-space of the composed system to show the termina-
tion of reachability analysis.

Comon and Jurski [CJ98] obtained decidability results for reachability analysis for
a fragment of the class of multiple counter automata. They showed that the fixpoint
of iterating transitions for this subclass of multiple counter automata is expressible in
Presburger arithmetic. Again, their framework does not provide any means of reasoning
about sufficient termination conditions compositionally.

Boigelot [Boi98] obtained sufficient conditions for termination of reachability anal-
ysis for infinite state systems with integer-valued variables based on graph-theoretic
properties of the underlying control graphs. However, like the works mentioned above,
his work does not provide a compositional way of reasoning about sufficient termina-
tion conditions.
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Bultan, Gerber and Pugh [BGP97] presented a model checker for infinite state sys-
tems with integer-valued variables based on the Presburger solver from the Omega li-
brary [Pug92]. While [BGP97] provided model checking procedures for both safety
and liveness properties, no sufficient conditions for termination of the procedures were
provided.

Wong-Toi [WT95] has identified a subclass of linear hybrid systems called skewed
clock automata that can be translated to timed safety automata. The subclass of skewed
clock automata is closed under parallel composition. While symbolic backward analysis
is guaranteed to terminate for skewed clock automata, symbolic forward analysis is
possibly non-terminating for this subclass.

Non-linear hybrid systems have been considered by Lafferriere, Pappas and
Yovine [LPY99, LPY00]. For the class of o-minimal hybrid systems, they proved
the termination of symbolic backward analysis by showing that this class admits fi-
nite bisimulations. The reasoning about termination of symbolic backward analysis
in [LPY99, LPY00] is not compositional.

Henzinger, Kopke, Puri and Varaiya [HKPV95] considered initialized rectangular
automata, a subclass of linear hybrid systems, for which symbolic backward analysis
is guaranteed to terminate. Henzinger [Hen95] considered hybrid automata with finite
bisimulations for which symbolic backward analysis is guaranteed to terminate. But
none of these works addressed the issue of compositional reasoning about sufficient
termination conditions.

Lam and Brayton [LB93] considered alternating RQ timed automata closed under
I/O composition. The class of alternating RQ automata is restrictive in the sense that it
allows exactly one reset and exactly one query for each clock in an entire automaton.
Moreover the notion of I/O composition that they used is much more restrictive than the
notion of parallel composition used in this paper. It is also not known whether symbolic
forward analysis for alternating RQ timed automata is guaranteed to terminate.

Namjoshi [Nam98] considered model checking for parameterized systems in which
each process is finite state. In contrast, in this paper, we considered finite families of
possibly infinite state systems.

In [MP99], we gave a framework for reasoning about syntactic sufficient termina-
tion conditions for timed automata. The present work is an extension of that framework
to the more general context of hybrid systems as well as augmenting the framework
with compositional reasoning.
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Abstract. Automatic termination analysers typically measure the size
of terms applying norms which are mappings from terms to the natural
numbers. This paper illustrates how to enable the use of size functions
defined as tuples of these simpler norm functions. This approach enables
us to simplify the problem of deriving automatically a candidate norm
with which to prove termination. Instead of deriving a single, complex
norm function, it is sufficient to determine a collection of simpler norms,
some combination of which, leads to a proof of termination. We propose
that a collection of simple norms, one for each of the recursive data-types
in the program, is often a suitable choice. We first demonstrate the power
of combining norm functions and then the adequacy of combining norms
based on regular types.

1 Introduction

Termination analysis aims to determine that a given program definitely termi-
nates on a given input. An analyser must guarantee a (correct) verdict within a
finite amount of time. Such a tool typically reports either “yes” - it succeeded
to prove termination, and in this case the program is guaranteed to terminate;
or “no” - it did not succeed to prove termination. The quality of the tool is a
function of its usability. A strong tool will succeed to prove termination for a
wide range of terminating programs, preferably with less intervention from the
user.

Proofs of termination are often based on size functions which map program
states to the elements of a well founded domain. A proof follows by showing that
the states encountered through computation decrease in size and in particular
as the program goes through its loops. As the domain is well-founded and the
size of the input is bounded, the size of the initial state can decrease only a finite
number of times and hence the computation must terminate.

For logic programs, loops occur through recursion and it is the size of the
predicate calls that is required to decrease between recursive calls. Termination
analysers such as those described in [6, 19, 22] choose the natural numbers as
the well-founded domain. Size is measured using so-called semi-linear norms [2]
which map to the natural numbers and define the size of a term as the sum of
the sizes of some of its arguments.

In this setting, a term is said to be rigid with respect to a given norm if its
size does not change under instantiation. For example, assuming a list-length
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norm (which indicates the number of elements in a list), both [X, Y, Z] and
[X, Y, Z|Xs] contain 3 elements but only the first term is rigid as the length of
the second term can change under instantiation. To illustrate the importance of
this notion for termination analysis, consider the recursive clause of the append/3
relation: append([X |Xs], Y s, [X |Zs])← append(Xs, Y s, Zs). To prove termina-
tion it does not suffice to observe that the length of the list in the first (and
third) argument decreases in the recursive call (by one). One must also ensure
that the argument is rigid when this clause is used. Otherwise the decrease in
size could occur infinitely many times. Analysers hence maintain two types of
information: about size — to detect a decrease; and about instantiation — to
detect rigidity.

Instantiation information with respect to the given norm is obtained through
abstract interpretation over the domain Pos of positive Boolean functions. The
domain elements are interpreted as instantiation dependencies with respect to
the given norm. For example, a formula of the form x ∧ (y → z) describes a
program state in which x is definitely bound to a rigid term and there exists an
instantiation dependency such that whenever y becomes bound to a rigid term
then so does z. For details on Pos see [20].

Size relations express linear information about the sizes of terms with respect
to a given norm function [1, 4, 7, 16]. For example, the relation x ≤ z ∧ y ≤ z
describes a program state in which the sizes of the terms associated with x and
y are less or equal to the size of the term associated with z. Similarly, a relation
of the form z = x + y describes a state in which the sum of the sizes of the
terms associated with x and y is equal to the size of the term associated with
z. Several methods for inferring size relations are described in the literature
[1, 4, 7, 8]. They differ primarily in their approach to obtaining a finite analysis
as the abstract domain of size relations contains infinite chains.

This paper makes two contributions. First we address the situation where
termination analysis should consider a combination of several norms. Namely,
the size function used to prove termination combines several different measures
on terms, perhaps because at least one of these measures decreases, or because a
linear combination of the measures decreases. In many cases termination proofs
follow due to the extra precision gained from dependencies between the size
(and instantiation) information with respect to the different norms. In [17] the
idea of using tuple of norm was used to increase the precision of lower-bound
time-complexity analysis.

Second, we consider an alternative approach to guessing a suitable norm for
termination analysis. Instead of trying to derive a single complex norm function
(perhaps defined as a set of interdependent norms), we derive a collection of
simpler norms, some combination of which, hopefully leads to a proof of termi-
nation. We do not specify how these norms should be combined. Instead, the
system tries to find an appropriate combination. Of course, a general solution is
impossible because if the program is terminating then there always exists a well
founded domain and a size function which satisfy the requirements for the proof
of termination [13].
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Guessing a suitable norm reduces the level of intervention by the user and is
often considered the main missing link in automatic termination analysis [10]. It
has been recognised that type information provides a useful insight to this prob-
lem [3, 10, 21, 11, 12, 24] as recursive types represent recursive data-structures
and thus identify potential sources of infinite recursion. We infer one norm per
recursive data type in the program. Intuitively, for each type σ a corresponding
norm ‖ · ‖σ counts the number of subterms of type σ in (typed) terms. This
idea has been applied recently also in [24]. We take the extra step and propose
that combining this collection of norms results in a very powerful technique not
only for the inter-arguments size relations analysis but also for the instantiation
dependency analysis.

Our presentation is based on regular types, expressed as deterministic “reg-
ular unary logic” (RUL) programs [25]. The types could either be declared or
inferred, and we do not even require that the types are correct, although we
are more likely to derive useful norms for proving termination if the types are
correct and accurate.

Our aim is to generate norms from the types inferred by a recent type infer-
ence system [14]. This system does not use a “widening” to introduce recursive
types. This means that recursion in the inferred types always reflects some re-
cursive dependency in the program itself. For this reason it seems a promising
starting point for deriving norms for termination analysis.

2 Preliminaries

Termination analysis for logic programs can be implemented (as for example
in [6, 22]) using a technique termed abstract compilation. The program to be
analysed is first abstracted, using the chosen norm, to corresponding constraint
logic programs over CLP(R) and CLP(B) programs. These describe size and
instantiation dependencies specified by the original program. The analyser char-
acterises also size and instantiation for data occurring in loops. We do not detail
the techniques in which this information is derived. Details can be found in the
literature on termination analysis. See for example [9] for a survey and [6, 22]
for specific analysers. Instead we limit our presentation on termination to the
abstraction process to CLP(R) and explain intuitively the results obtained.

At the heart of the process is the choice of a norm. A semi-linear norm
∣∣ · ∣∣

is a mapping from terms to the natural numbers defined recursively such that∣∣X ∣∣ = 0 for a variable X and for each function symbol f/n in the underlying
signature there is a statement of the form

∣∣ f(t1, . . . , tn)
∣∣ = cf + Σi∈If

∣∣ ti
∣∣

where constant cf and indecies If ⊆ {1, . . . , n} are determined by f/n.
In the examples we mention two norms: list-length (ll) which measures the

number of elements of a list, and term-size (ts) which measures the number of
nodes in the tree representation of a term. These are defined as:
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∣∣T ∣∣
ll
=



1 +

∣∣Xs ∣∣
ll
if T = [X|Xs]

0 otherwise

∣∣T ∣∣
ts
=




1+
n∑

i=1

∣∣ ti
∣∣
ts
if f/n ∈ Σ and

T = f(t1, . . . , tn)

0 otherwise

The abstraction of a program with respect to a given norm is obtained by sys-
tematically replacing the predicate arguments in the program by corresponding
abstract arguments. These are obtained by applying the norm to the argument,
except that, whenever the norm is applied to a variable it is mapped to a fresh
variable representing its size, instead of being mapped to 0. A given variable is
mapped to the same size variable, wherever it occurs in a clause. For example,
consider the append/3 relation depicted below (on the left), and its abstraction
using the list-length norm (on the right). The concrete term [ ] is abstracted to 0
because

∣∣ [ ]
∣∣
ll

= 0 and the concrete term [A|B] is abstracted to 1 + B1 because∣∣ [A|B]
∣∣
ll

= 1 +
∣∣B ∣∣

ll
which we denote as 1 + B1. The CLP(R) program on the

right is an abstraction of the concrete logic program on the left, in the sense
that whenever append(t1, t2, t3) is a consequence of the concrete program, then
append(

∣∣ t1
∣∣
ll
,
∣∣ t2
∣∣
ll
,
∣∣ t3
∣∣
ll
) is a consequence of the abstract program.

append([],A,A). append(0,A1,A1).

append([A|B],C,[A|D]) :- append(1+B1,C,1+D1) :-

append(B,C,D). append(B1,C1,D1).

The append program specifies the relation
{

(x, y, z)
∣∣z = x.y

}
(z equals

the concatenation of x and y). The abstract program specifies the relation{
(x, y, z)

∣∣z = x + y
}

(the length of z is equal to the sum of the lengths of x
and y). The instantiation analysis which can be obtained by applying a Pos anal-
ysis to the program on the right specifies the relation

{
(x, y, z)

∣∣x ∧ (y ↔ z)
}

(x is rigid with respect to the norm and that y is rigid if and only if z is). A
termination analysis based on the list-length norm infers also that all the loops
in the program are of the form append(x, y, z)← append(u, v, w) with size infor-
mation: (u<x) ∧ (y=v) ∧ (w<z). From all of this information together it infers
that the program terminates for queries in which the first or third arguments
are instantiated to rigid terms. For details concerning the specific termination
analyser we have extended in this work, see [6, 15].

3 Combining Norms

When basing termination analysis on program abstraction it is important to re-
member that variables occurring in the abstract program range over information
about size and rigidity with respect to a given norm. This makes it difficult to ap-
ply one norm on one part of the program and another on a different part. First,
one must know how to interpret values for each abstracted variable (with respect
to which norm); and second, one must take care that variables abstracted by dif-
ferent norms do not interact (if different occurrences of variable X are abstracted
by different norms then this can lead to problems). Both of these problems are
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solved if care is taken so that the two abstractions introduce distinct sets of
abstracted variables. Namely, the abstraction of a variable X by the ith norm is
Xi (interpreted as “the size of X by normi”).

The key idea in this paper is to combine two or more norms by applying
them simultaneously. This means that each argument in a predicate of the orig-
inal program is replaced by two or more (renamed apart) abstract arguments
each one specifying size and rigidity information with respect to the correspond-
ing norm. The advantage of this approach is that inter-arguments relations can
provide information about the dependencies with respect to each norm and be-
tween different norms. A similar phenomenon is observed in [12] where the au-
thors abstract each argument by a single but different norm (depending on its
type). However, we do not encounter the technical difficulties described in [12]
by considering a semantic approach based on binary clauses as described in [6].

Example 1. Consider the program below (on the left) where some of the program
points have been annotated (e.g., a©). Termination analysis (of ground queries)
using a list-length norm or a term-size norm does not succeed. The program
contains three types of loops: (1) those where list-length is invariant but term-
size decreases — recursive calls to point a©, (2) those where list-length decreases
but term-size increases — recursive calls to point b©, and (3) those where both
measures decrease — recursive calls to point c© (keep in mind that

∣∣0 ∣∣
ts

= 1).
To perform a termination analysis combining the two norms each argument

in the original program is abstracted first with respect to term-size and then
with respect to list-length. The resulting abstract program is given below (on
the right). Note that the two abstractions introduce disjoint sets of variables.
Analysing this program indicates that all loops decrease in one of the two ar-
guments which correspond respectively to the term-size and list-length of the
original program. For ground queries both arguments are rigid (each with re-
spect to the corresponding norm).

p([ ]).

p([s(s(X)),Y|Xs]) :-

a© p([X,Y|Xs]),

b© p([s(s(s(s(Y))))|Xs]).

p([0|Xs]) :-

c© p(Xs).

p(2+X1,1).

p(4+X1+Y1+Xs1, 2+Xs2) :-

p(2+X1+Y1+Xs1,2+Xs2),

p(5+Y1+Xs1,1+Xs2).

p(2+Xs1,1+Xs2) :-

p(Xs1,Xs2).
2

The previous example illustrates an argument for a program which is directly
recursive. Our approach is not restricted to direct recursion as the termination
analyzer we use makes all (indirect) loops explicit in terms of a direct recursion.

Example 2. Consider the program below (left) which multiplies the elements
(natural numbers) in a (non-empty) list by iteratively replacing the first two
elements by their multiplication. The program terminates if the list is ground.
Attempting to prove this automatically using the term-size norm will indicate
that the calls to times and plus are rigid (in their first and second arguments)
and decrease in size (in their first arguments). So, corresponding calls to these
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predicates surely terminate. However the loop on factor does not decrease in
term-size (we replace the first two elements by their multiplication). Termination
for these loops can be shown using the list-length norm. This, on the other hand
gives no useful information for times and plus. So, neither of the two single
analyses provide a proof or termination.

The abstract program for the combined analysis is given below (right). Each
argument in the original program is abstracted first with respect to term-size
and then with respect to list-length. Analysing this program does give a proof of
termination because in all loops one of the two abstract arguments corresponding
to the first argument in the original program decreases in size and is rigid (with
respect to the appropriate norm).

factor([X],X).

factor([X,Y|Xs],T) :-

times(X,Y,Z),

factor([Z|Xs],T).

times(0,X,0).

times(s(X),Y,Z) :-

times(X,Y,XY),

plus(XY,Y,Z).

plus(0,X,X).

plus(s(X),Y,s(Z)):-

plus(X,Y,Z).

factor(2+X1,1, X1,X2).

factor(2+X1+Y1+Xs1,2+Xs2, T1,T2) :-

times(X1,X2, Y1,Y2, Z1,Z2),

factor(1+Z1+Xs1,1+Xs2, T1,T2).

times(1,0, X1,X2, 1,0).

times(1+X1,0, Y1,Y2, Z1,Z2) :-

times(X1,X2, Y1,Y2, XY1,XY2),

plus(XY1,XY2, Y1,Y2, Z1,Z2).

plus(1,0,X1,X2,X1,X2).

plus(1+X1,0, Y1,Y2, 1+Z1,0) :-

plus(X1,X2, Y1,Y2, Z1,Z2). 2

In the previous two examples we observe that when performing two separate
analyses, each loop in the program decreases in size for at least one of two mea-
sures considered. The question is: Does this constitute a proof of termination?
The answer depends on rigidity information. The point is that when observing
a decreasing size with respect to one of the norms, we must observe also rigid-
ity with respect to the same norm. For the above two examples, assuming that
the initial query is ground (in the respective first arguments of p or factor),
we can guarantee that each loop is both decreasing and rigid with respect to
the appropriate norm (because rigidity with respect to term-size implies rigidity
with respect to list-length). This is not always the case as demonstrated by the
following example.

Example 3. For the following program neither of the two separate termination
analyses, using list-length or term-size, detect a decrease in size for the loop on
t. The combined analysis does give a proof of termination for queries in which
the first argument of t is bound to a ground term. With the combined analysis
we maintain a dependency between the term-size of N and the list-length of Xs
in ll(N, Xs) (they are equal).

t(N) :-

ll(N,Xs),

select(_,Xs,Xs1),

ll(M,Xs1), t(M).

t(0).

ll(s(N),[X|Xs]) :- ll(N,Xs).

ll(0,[]).

select(X,[Y|Xs],[Y|Ys]) :-

select(X,Xs,Ys).

select(X,[X|Xs],Xs). 2
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Correctness: The correctness of our approach is straightforward. All we have
done is to implicitly duplicate the original arguments of each concrete predicate.
E.g. the plus definition becomes:

plus(0,0, X,X, X,X).

plus(s(X),s(X), Y,Y, s(Z),s(Z)):- plus(X,X, Y,Y, Z,Z).

and clearly the success set of this program is isomorphic to the original. Then,
each copy of an argument is abstracted with respect to a corresponding norm.
Correctness follows because the different norms rename the copies apart and
because the analyses (for size and instantiation dependencies) applied to each
copy are known to be correct. At first it might seem that we could as well have
done the analyses separately. But (1) this would complicate the specification of
the termination check; and (2) by doing the analyses together we often derive
(size and rigidity) dependencies between the different abstractions of various
arguments. This sometimes helps provide termination proofs. These are the main
differences between our approach and the one described in [24].

4 Norms from Types

In this section we reconsider how norms can be defined based on type informa-
tion which may be inferred or provided. We refer (as do others) to such norms
as typed-norms. This has been considered previously in [3, 10, 21, 11, 12, 24].
Inferring norms from type information makes sense as recursive types represent
recursive data-structures and thus identify some potential sources of infinite re-
cursion. Moreover, typed-norms are more refined than semi-linear norms because
whereas semi-linear norms measure the size of a term T according to its prime
functor (recursively, as a function of the size of its arguments), typed-norms
define the size of T based on its type. This means that the same term can be
measured differently depending on its type. This is particularly useful when the
same function symbol may occur in different type contexts. Our construction is
based on the notion of regular types [25]. The main intuition is that for each type
σ defined in the program, a typed-norm ‖ · ‖σ counts the number of sub-terms
of type σ in the (typed) term it is applied to. The novelty in our approach is to
then compose the norms corresponding to the (recursive) types defined in the
program. This leads to a powerful technique which avoids many of the problems
encountered in previous works.

Regular Types: A regular type is a set of terms defined by a regular tree gram-
mar. For our purposes, the formulation of regular tree grammars using regular
unary logic (RUL) programs is convenient. An RUL program is a logic program
consisting of clauses of the form: τ(f(X1, . . . , Xn))← τ1(X1), . . . , τn(Xn), where
X1, . . . , Xn are distinct variables. If f has arity zero, then the body of the clause
is true. An RUL program is deterministic if no two clause heads have a com-
mon instance. In this paper we assume deterministic RUL programs whenever
we mention RUL programs. Let R be an RUL program, and τ be a predicate in
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R. Then the regular type τ is the success set of τ in R. There is a distinguished
regular type any, which represents the set of all terms over the signature.

Example 4. The following RUL program defines list of nat, the regular type
consisting of the set of lists of natural numbers in successor notation.

list_of_nat([]). nat(0).

list_of_nat([X|Xs]) :- nat(s(X)) :- nat(X).

nat(X), list_of_nat(Xs). 2

We assume that each predicate p/n in a given program comes with a type
declaration of the form “:−type(τ1, . . . , τn)” where τ1, . . . , τn are types defined
in an accompanying RUL. In our examples we use declared types, but inferred
types, or a combination of declared and inferred types can be used as well. The
more accurate the types are, the more likely there are to derive useful norms for
proving termination.

Example 5. The programs given in Examples 1 and 2 can be typed by adding
the following declarations which assume the type definitions given in Example 4.

:- type p(list_of_nat). :- type factor(list_of_nat,nat).

:- type times(nat,nat,nat).

:- type plus(nat,nat,nat).

These declarations be can inferred automatically using the goal directed anal-
ysis described in [14].

2

Defining Norms from Regular Types: The idea of type-based norms
consists in associating each type σ used in the program with a corresponding
norm function ‖ · ‖σ. When applied to a term t of type τ (denoted t:τ) ‖ · ‖σ
counts the number of subterms of type σ within t. Typed norms can be computed
directly from an RUL program simply by running the RUL on the term to be
measured. For example, let σ and τ be RUL predicates and let t be a term of
type τ . Then ‖t:τ‖σ is the number of calls to σ encountered when executing the
query τ(t) (excluding calls in which the argument is a variable). In fact it is
implemented as a meta-interpreter for RUL’s which counts calls.

Typed-norm definitions are derived from an RUL program as follows: for each
type σ defined in the program (excluding any) and clause τ(f(X1, . . . , Xn)) ←
τ1(X1), . . . , τn(Xn) we introduce an equation of the form

‖f(X1, ..., Xn) : τ‖σ = c(τ, σ) + ‖X1:τ1‖σ + . . . + ‖Xn:τn‖σ
where c(τ, σ) = 1 if τ = σ, and 0 otherwise. In addition we assume that
‖t:τ‖any = 0, for all t:τ and that ‖X :τ‖σ = 0 where X is a variable, for all
τ and σ.

Example 6. Consider the type definition from Example 4. There are two types
and so we define two norm functions, one to count the number of subterms of
type list of nat (denoted by l) and one to count the number of subterms of
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type nat (denoted by n) within a term (of type list of nat or of type nat).
For instance, to evaluate ‖ [s(0), s(s(0))] ‖l and ‖ [s(0), s(s(0))] ‖n we count re-
spectively the number of calls to list_of_nat and to nat in the derivation of
the query “?- list_of_nat([s(0),s(s(0))])” (and this works out to 3 and
5). The typed-norms are defined as:

‖T‖l =




1 + ‖Xs‖l if T = [X|Xs]
1 if T = [ ]
0 if T = s(X)
0 if T = 0
0 otherwise

‖T‖n =




1 + ‖X‖n if T = s(X)
1 if T = 0
‖X‖n + ‖Xs‖n if T = [X|Xs]
0 if T = [ ]
0 otherwise

2

Program abstraction with respect to typed norms is similar to the usual ab-
straction with respect to semi-linear norms. The abstraction for type σ replaces
an argument of type τ by ‖t:τ‖σ except that typed variable X :τ is mapped to
a corresponding size variable Xσ if the predicate defining σ is reachable from
the predicate definition τ and otherwise to 0. Abstracting the programs shown
in Examples 1 and 2 according to the typed-norms of Example 6 give similar
results (except for constants) to the abstraction made in the Examples.

Example 7. The following program (14.4 in [23]) colors a map so that no two
adjacent regions have the same color. The predicates member/2 and select/3
(omitted) are the standard predicates (see [23]). A map is represented as a list
of regions where each region has a color (represented by a variable) and a list
of colors (represented by variables) for the adjoining regions. An example initial
query is given in the box (note the use of shared variables).

color_map([Region|Regions],Colors) :-

color_region(Region,Colors),

color_map(Regions,Colors).

color_map([],Colors).

color_region(region(Color,NBRs),Cs) :-

select(Color,Cs,Cs1),

members(NBRss,Cs1).

members([X|Xs],Ys) :-

member(X,Ys),

members(Xs,Ys).

members([],Ys).

?- color map(
[region(P,[E]), % portugal
region(E,[F,P]), % spain
region(F,[E,I,S,B,G,L]), % france
region(B,[F,H,L,G]), % belgium
region(H,[B,G]), % holland
region(G,[F,A,S,H,B,L]), % germany
region(L,[F,B,G]), % luxembourg
region(I,[F,A,S]), % italy
region(S,[F,I,A,G]), % switzerland
region(A,[I,S,G])], % austria
[red,yellow,blue,white]).

Proving termination for this program is not straightforward and cannot be
performed using the available termination analysers. The term-size norm is not
suitable because the list of regions in the initial query contains variables (and
hence is not rigid with respect to term-size). The list-length norm is not suitable
because the first clause invokes a call to color region which traverses the list
of neighbours in that region (so even if the first argument in color map is rigid,
still the lists of neighbours inside the elements of that list are not rigid). A
specialised semi-linear norm cannot be defined because the list functor occurs
in two different type contexts (for regions and for neighbours) and should be
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treated differently in each. Using norms derived from types we obtain a suitable
norm and a proof of termination. The types for this program are given as:

:- type color_map(list_of_region,list_of_color).

:- type color_region(region,list_of_color).

:- type select(color,list_of_color,list_of_color).

:- type members(list_of_color,list_of_color).

:- type member(color,list_of_color).

list_of_region([]).

list_of_region([X|Xs]) :-

region(X), list_of_region(Xs).

region(region(A,B)) :-

color(A), list_of_color(B).

list_of_color([]).

list_of_color([X|Xs]) :-

color(X), list_of_color(Xs).

color(red). color(blue).

color(white). color(yellow).
2

5 Implementation

The implementation of an analyser which supports the combination of norms
and typed-norms is derived from the termination analyser described in [6] sim-
ply by changing the abstraction module. No other changes are necessary. The
user provides a program and selects a set of norms and then the program is ab-
stracted with respect to this selection. Norms can be selected from a predefined
collection (like listlength, termsize, etc,) or defined by the user. Alternatively
the user can supply types (inferred or declared) and specify that the analyser
should use a combination of the corresponding typed-norms. For regular types
we use the analyser described in [14]. The termination analyser can be accessed
at http://wwww.cs.bgu.ac.il/~mcodish/TeminWeb.

6 Related Work

The idea of using type information to define norms has previously been studied
by Bossi et al. [3], Martin et al. [21], Decorte et al. [10, 11, 12] and more re-
cently by Vanhoof and Bruynooghe [24]. Our approach builds primarily on the
techniques of Decorte et al. and of Vanhoof and Bruynooghe.

Decorte et al. observe in [10] and [11] that different predicate arguments
can be measured by different (typed-) norms. The authors also observe that
inter-arguments relations between different norms can provide useful informa-
tion. Their work suffers from two restrictions. First, at most one typed-norm
can be applied to a term of a given type. Second, as reported in [12], the use of
different norms for different types renders the computation of inter-arguments
relations far from trivial (they propose a solution based on a notion re-execution).

Vanhoof and Bruynooghe make the observation in [24] that interesting typed-
norms can be defined by counting the number of subterms of a given type oc-
curring in (typed-) terms. They address the “single norm per type” restriction
of the Decorte et al., observing that sometimes an argument should be mea-
sured by several different norms and they propose to consider a collection of
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norms, one per type defined in the program. However, to avoid the problems
with inter-arguments relations described in [12] they perform a collection of sep-
arate analyses one for each norm. As a consequence there are no inter-arguments
relations between arguments measured by different norms. However, the nature
of their basic norms (counting in a term the number of subterms of a given type)
is quite powerful and for many examples this leads to a proof of termination.

Our approach to combining norms simply by duplicating predicate arguments
and applying the analyses simultaneously solves the problems encountered in
both of the lines of work described above: we take the same collection of norms
as proposed in [24]; we allow mixed norms (determined by different types); we
allow several norms for arguments of the same type; we maintain inter-arguments
size dependencies between different measures; and finally, if there are several
candidate norms and it is not clear which (linear combination of different norms)
is suitable then our system can find it automatically. This approach was also
applied in [17] in the context of lower-bound time-complexity analysis to increase
the precision of the inter-arguments size relations analysis.

The use of types to refine other program analyses has recently been con-
sidered in [5] and [18]. In those papers the authors observe that if a program
is well-typed then only subterms of the same type can be unified. Hence, type
information is used to refine the analysis of unifications in a program by consid-
ering for each type which of subterms can be matched. The idea of multiplying
the arguments of predicates — one copy per type containing size information
with respect to that type — closely resembles the approach used in [18] where
for each type the corresponding copy of an argument contains its subterms of
that type.

7 Conclusion

This paper describes a technique which enables a termination analyser to con-
sider a combination of several (typed-) norms. The simple idea to replicate the
arguments of a predicate for each norm goes a long way and solves many of the
problems encountered in previous works. First because the analysis benefits from
dependencies amongst different measures of the terms. Second because the anal-
yser can discover which combination of the measures derived from the program’s
types is suitable to prove termination; and finally, because the implementation
becomes straightforward.
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Abstract. We employ static analysis to examine monotonicity of func-
tions defined over lattices in a λ-calculus augmented with constants,
branching, meets, joins and recursive definitions. The need for such a
verification procedure has recently arisen in our work on a static ana-
lyzer generator called Zoo, in which the specification of static analysis
(input to Zoo) consists of finite-height lattice definitions and function
definitions over the lattices. Once monotonicity of the functions is ascer-
tained, the generated analyzer is guaranteed to terminate.

1 Motivation

We are currently involved in a project to build a program-analyzer generator
(called “Zoo” [Yi01a, Yi01b]). One of the program analysis frameworks that
Zoo supports is abstract interpretation [CC77, CC92]. Its user (analysis designer)
defines an abstract interpreter in a specification language named “Rabbit”. Zoo
then compiles the input Rabbit program into an executable analyzer which, given
an input program to analyze, derives a set of data-flow equations and solves them
by fixpoint iterations.

Zoo, as of now, is less discerning than desirable; it does not check whether
the user-specified abstract interpreter defines a correct and terminating analysis.
It blindly generates an executable program without verifying that the input
specification qualifies for static analysis. Assuring correctness and termination
of the specified abstract interpreter has been the responsibility of the designer
(Zoo’s user) so far.
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To overcome these shortcomings, we have designed a static analysis method
by which Zoo can check monotonicity of the input abstract interpreters. An
abstract interpreter consists of lattice definitions and definitions of functions over
the lattices. Once it is known that the functions are monotonic, the generated
analyzers are guaranteed to terminate (because Zoo allows only finite-height
lattices). By using the analysis, Zoo can statically estimate monotonicity of the
input functions and consequently reject analyzers whose specification is possibly
not monotonic.

Existing results [Vor00, DGL+99, GGLR98, Sch96] on monotonicity verifica-
tion in learning theory have turned out hardly adoptable in our case. They are
restricted to boolean lattices and concern functions {0, 1}n → {0, 1}. Though
finite distributive lattices can be embedded in a product of the boolean lat-
tices [Rut65], Zoo also supports non-distributive lattices which are prevalent in
static analysis. The above-mentioned algorithms are probabilistic, and as such
are allowed to err with some small probability. In our generalized case, finding a
tight bound on this probability of mistakes seems a formidable job. Besides, only
functions in extenso seem to have been studied thus far, whereas we also have
access to the definitions. This makes the problem amenable to static analysis.
Furthermore, what if conventional static analysis can reliably ensure monotonic-
ity with a reasonable accuracy? This is the approach we took and we present
the outcome in this paper.

2 Setting

Let L1 and L2 be lattices. A function f : L1 −→ L2 is monotonic (respectively
anti-monotonic) if and only if for all x ≤ y, we have f(x) ≤ f(y) (respectively
f(y) ≤ f(x)). If a function is both monotonic and anti-monotonic, it is constant.
Analogously, for functions of many arguments, we can define monotonicity and
anti-monotonicity with respect to the ith argument.

Our goal is to design a static procedure that can certify whether a function
between two lattices is monotonic or not. The source language is Rabbit [Yi01a],
the input specification language of the Zoo system. For brevity of presentation,
we only consider its core here:

e ::= c constant (lattice point)
| x variable
| λx.e function
| fix f e recursive definition
| e e application
| e � e join operation
| e � e meet operation
| if e 	 e then e else e branching

Values in this language are either lattice elements or functions over lattices. c is
a constant expression denoting a lattice element. The if expression branches, as
usual, depending on whether the conditional partial-order relation holds or not.
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In the actual Rabbit language [Yi01a] one can also compute elements in lattices
of various kinds: product lattices, powerset lattices, function lattices, and lattices
with user-defined orders.

Throughout the paper we write e(x1, · · · , xn) if {x1, · · · , xn} are the free
variables of e. We also write e(c1, · · · , cn) when a constant ci is substituted for
each xi in e.

3 Monotonicity Checking by an Effect Type System

Given an expression e of the core language, our monotonicity check will deter-
mine conservatively for each 1 ≤ i ≤ n whether the operation

(x1, · · · , xn) �→ e(x1, · · · , xn)
is monotonic, anti-monotonic, or constant with respect to the ith argument. This
monotonicity behavior will be summarized in a table. For example, the expression
x� c defines {x �→ monotonic, else �→ constant}: monotonic for the free variable
x, constant for other variables. As another example take if x 	 c then � else ⊥.
Here the monotonicity is captured by {x �→ anti-monotonic, else �→ constant},
because the values change from � to ⊥ (decreasing) as x increases.

We present the verification procedure as an effect-type inference system with
typing judgments of the form

Γ � e : τ,me.

The judgments should be read as “under type environment Γ , expression e has
type τ and monotonicity behavior me”. The monotonicity behavior is a finite
function

me ∈ ME = Var fin→ M

from the set of variables to the set M of monotonicity tokens:

M = {0,+,−,�}.
We normally write me in table form {· · · }. Monotonicity tokens have the follow-
ing meaning:

[[0]] = {f | x 	 y implies f(x) = f(y) if f(x), f(y) terminate}
[[+]] = {f | x 	 y implies f(x) 	 f(y) if f(x), f(y) terminate}
[[−]] = {f | x 	 y implies f(y) 	 f(x) if f(x), f(y) terminate}
[[�]] = all functions

and hence they form a diamond-shaped lattice:

0 	 + 	 �, 0 	 − 	 �.
The order on M can be extended to ME in a point-wise fashion:

me1 	 me2 iff ∀x ∈ Var .me1(x) 	 me2(x).
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The type environment Γ is a finite function from variables to effect types:

Γ ∈ Var fin→ EffectType .

Effect types t are types paired with monotonicity effects:

EffectType t ::= (τ,me)

Types τ are either ground types ι denoting lattices1 or function types (τ,me)→
(τ,me) with effects for both the argument and the result:

Type τ ::= ι | (τ,me)→ (τ,me)

The monotonicity behavior me of a function will be described with the aid of
monotonicity expressions, which are generated as follows:

me ::= 0̄ | +̄ | −̄ | {x �→ m}
| me[m/x] | @ me me me
| if me me me me φ | ifc me me φ

0̄, +̄ and −̄ denote respectively all-constant, all-monotonic, and all-antimono-
tonic behavior. m stands for any monotonicity token and {x �→ +} means
monotonic in x and constant for others, i.e. the induced function is indepen-
dent of variables other than x. Similarly, for {x �→ −} and {x �→ �}. me[m/x]
denotes a table which is the same as me except that the entry for x is m. In what
follows we will define the operators @, if , and ifc as we introduce the typing
rules. φ denotes a parameter whose meaning will be explained later.

A constant expression remains constant for any variable, hence 0̄:

Γ � c : ι, 0̄ (CON)

The identity function is monotonic, so a variable should be declared as mono-
tonic with respect to itself:

Γ (x) = (τ,me)
Γ � x : τ,me[+/x]

(VAR)

The monotonicity of the join operation is compositional:

Γ � e1 : τ,me1 Γ � e2 : τ,me2

Γ � e1 � e2 : τ,me1 �me2
(LUB)

Note that this means that the monotonicity of the two subexpressions is reflected
by the monotonicity of the whole term. For example, if e1 is monotonic and e2
is anti-monotonic, the result is unknown (�). The same applies to the meet

1 Our results are independent of the choice of lattices denoted by ground types.
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operation. The monotonicity of the expression e1 � e2 also corresponds to me1 �
me2.

The rule for lambda expressions is similar to that of any standard effect-type
system. The monotonicity behaviors of the argument and the body (result) are
used to annotate the function type. Note that the potential effect of the result
can be weaker than that of the body (me ′ 	 me). This relaxation makes the
rule safely less restrictive; without it we would have to reject programs in which
two functions of varying monotonicity are called in the same application. Lastly,
the behavior of a lambda expression is identical to that of its body, except that
the new function is independent of the freshly bound parameter:

Γ + x : (τ1,me1) � e : τ2,me ′
2 me ′

2 	 me2

Γ � λx.e : (τ1,me1)→ (τ2,me2),me2[0/x]
(LAM)

The rule for recursion requires that the body and the name have the same
effect types:

Γ + f : (τ,me) � e : τ,me
Γ � fix f e : τ,me[0/f ]

(FIX)

For application we introduce a special operator @:

Γ � e1 : (τ1,me1)→ (τ2,me2),me3 Γ � e2 : τ1,me1

Γ � e1 e2 : τ2,@me1 me2 me3
(APP)

Although @ could just be defined as taking joins, we can do better for an in-
creased accuracy. First, suppose the function to be called is fixed. When both its
body and the argument exhibit the same monotonicity (both increasing or both
decreasing), the result of the application will be monotonic (increasing). When
one is monotonic (increasing) and the other is anti-monotonic (decreasing), then
the application is anti-monotonic (decreasing). When one of the two (body or
argument) remains constant, the result is constant. Now, consider the situation
in which the function itself is changing, for example, monotonically. Then the
application is monotonic only when the argument and the body combined are
monotonic. The behavior is unpredictable if the argument and the body com-
bined are anti-monotonic. All these cases (and the remaining ones) are accounted
for by:

@ mearg mebody me ftn = (mearg ⊗ mebody) � me ftn

where me1⊗me2 is the pointwise (commutative and monotonic) “multiplication
of signs”: +⊗+ = +, −⊗− = +, +⊗− = − and 0⊗ any = 0.

The case of the conditional expression is quite involved because of the if
operator:

Γ � e1 : τ ′,me1 Γ � e2 : τ ′,me2 Γ � e3 : τ,me3 Γ � e4 : τ,me4

Γ � if e1 	 e2 then e3 else e4 : τ, if me1 me2 me3 me4 Φ
(IF)
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Before we present a definition of if , let us note that it is wrong to join the
monotonicity behaviors of the two branches. For example, if x 	 c then � else ⊥
has constant branches but it decreases (switches from � to ⊥) as x increases.
Thus, we have to examine whether the monotonicity behavior is preserved at
the point of the switch and thereafter. We need to know two details: (1) in
which direction (from true to false or the reverse) the if -condition changes, and
(2) whether the consequent change of branches preserves the monotonicity. Our
point-wise definition of if :

if me1 me2 me3 me4 Φ = {x �→ i̇f me1(x) me2(x) me3(x) me4(x) Φ | x ∈ Var}
is based on a conservative approximation of the two pieces of information. As-
suming, for simplicity, that there exists only one free variable that can occur in
each ei, the four representative cases in the definition of i̇f are as follows:

me1(x) me2(x) me3(x) me4(x) Φ i̇f me1(x) · · ·me4(x) Φ
− + + + e3(⊥) � e4(�) +
− + − − e3(⊥) 	 e4(�) −
+ − + + e3(�) 	 e4(⊥) +
+ − − − e3(�) � e4(⊥) −

For example, the first row captures the case when the boolean value of e1 	 e2
switches from false to true (because e1 is decreasing and e2 is increasing). Thus, if
the maximal value in the ‘false’ branch (i.e. e4(�), because e4 is monotonic) does
not exceed the minimal value in the ‘true’ branch (e3(⊥)), we can conclude that
the whole if -expression is monotonic. In general, for expressions with several
variables, the extrema are calculated on the basis of the monotonicity table, e.g.
if e3(x1, x2, x3) defines {x1 �→ +, x2 �→ −, x3 �→ +}, the smallest value will be
e3(⊥,�,⊥).

The Φ parameter ensures that monotonicity will be preserved at the switching
point. The monotonicity tokens for e1 and e2 give a conservative estimate of
the direction of the switch. The four cases we have distinguished handle all
the posibilities in which monotonicity of the aggregate expression is predictable,
provided the participating functions are monotonic or anti-monotonic. There are
a few more cases taking constant functions into account. The required results
for those are easily derivable from the above table, e.g.

me1(x) me2(x) me3(x) me4(x) Φ i̇f me1(x) · · ·me4(x) Φ
− + 0 0 e3(⊥) � e4(�) +
+ − 0 0 e3(�) � e4(⊥) −
+ 0 0 0 e3(�) � e4(⊥) −
0 0 0 0 irrelevant 0

The complete definition can be found in Appendix A.
Note, for example, that the (IF) rule can be instantiated to:

x : t � e1 : τ, {x �→ −} x : t � e2 : τ, {x �→ +}
x : t � if e1 	 e2 then � else ⊥ : ι, {x �→ +}
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x : t � e1 : τ, {x �→ +} x : t � e2 : τ, {x �→ −}
x : t � if e1 	 e2 then � else ⊥ : ι, {x �→ −}

and further to:

x : t � x : τ, {x �→ +} x : t � ⊥ : τ, 0̄
x : t � if x 	 ⊥ then � else ⊥ : ι, {x �→ −}

We can sharpen the (IF) rule for the case in which the condition is of the
special shape x 	 c, which actually occurs quite frequently in program analysis
specifications. Here the true-false boundary is clearly known and we exploit that
in order to define ifc:

Γ � e3 : τ,me3 Γ � e4 : τ,me4

Γ � if x 	 c then e3 else e4 : τ, ifc xme3 me4 Φ
(IFC)

When we increase x, the value switches from e3 to e4 at points directly above
c in the associated lattice. Let ĉ be the set of such elements:

ĉ = { x | x = c, ∀y.(x � y = c⇒ x = y)} .

We can gain more precision if we use ĉ to determine whether switches preserve
monotonicity. For instance, suppose e3 and e4 have one free variable and both
are monotonic with respect to it. Then if e3(c) does not exceed e4(d) for every
d ∈ ĉ, then the whole if -expression is also monotonic. Hence, we can define ifc
to be

ifc x me3 me4 Φ = {y �→
{ ˙ifc me3(y) me4(y) Φ, if y = x

me3(y) �me4(y), otherwise
| y ∈ Var}

where ˙ifc (assuming that e3 and e4 have one free variable) is defined by:

me3(x) me4(x) Φ ˙ifc me3(x) me4(x) Φ
+ + ∀d ∈ ĉ. e3(c) 	 e4(d) +
+ 0 ∀d ∈ ĉ. e3(c) 	 e4(d) +
0 + ∀d ∈ ĉ. e3(c) 	 e4(d) +
− − ∀d ∈ ĉ. e3(c) � e4(d) −
− 0 ∀d ∈ ĉ. e3(c) � e4(d) −
0 − ∀d ∈ ĉ. e3(c) � e4(d) −
0 0 irrelevant 0

If e3,e4 have occurrences of more variables, one should use c and d with a com-
bination of ⊥ and � depending on the monotonicity of e3 and e4 with respect to
the other variables. The Φ condition is statically computable when the set ĉ of
the associated lattice is finite and no recursive calls have to be made to evaluate
the relevant expressions.
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4 Soundness

First we introduce some notation. For s, s′ ∈ ME we write s 	 s′|x iff s(x) 	
s′(x) and s(y) = s′(y) for y �= x. Given lattice elements v, v′, a monotonicity
behavior me ∈ ME , and a variable x we define v me(x) v′ by:

v me(x) v′ =



v = v′, me(x) = 0
v 	 v′, me(x) = +
v � v′, me(x) = −

Next let v : (τ,me) be a logical relation between lattice elements and types
satisfying:

c : (ι, 0̄) iff true
(λx.e, s) : (t1 → t2,me) iff

(1) v1 : t1 and s+ x : v1 � e⇒ v2 implies v2 : t2
(2) s 	 s′|y, v1 : t1,
s+ x : v1 � e⇒ v2, s

′ + x : v1 � e⇒ v′2
implies v2 me(y) v′2

where s � e ⇒ v means that v is the result of evaluating e in the value envi-
ronment s. We write s |= Γ when the value environment s respects the type
environment Γ :

∅ |= ∅
s |= Γ v : t

s+ x : v |= Γ + x : t

Now we are ready to state the correctness result:

Theorem 1. If Γ � e : τ,me then s |= Γ , s′ |= Γ , s 	 s′|x, s � e ⇒ v, and
s′ � e⇒ v′ imply v me(x) v′.

Proof. By structural induction on e.
Case Γ � λx.e : (τ1,me1)→ (τ2,me2),me2[0/x].
Let s |= Γ , s′ |= Γ , s 	 s′|y, s � λx.e⇒ (λx.e, s), and s′ � λx.e⇒ (λx.e, s′).

We have to show: (λx.e, s) me[0/x](y) (λx.e, s′),
i.e. to show that for v1 : (τ1,me1), s+ x : v1 � e⇒ v2 and s′ + x : v1 � e⇒ v′2
implies v2 me[0/x](y) v′2

– When y = x.
Then s+ x : v1 = s′ + x : v1.
Thus s+ x : v1 � e⇒ v2 and s′ + x : v1 � e⇒ v′2
imply v2 = v′2, thus v2 (me[0/x](y)) v′2.

– When y �= x.
By definition, Γ + x : (τ1,me1) � e : τ2,me ′

2 and me ′
2 	 me2.

Observe that s+ x : v1 	 s′ + x : v1|y,
s+ x : v1 |= Γ + x : (τ1,me1), and s′ + x : v1 |= Γ + x : (τ1,me1).
Let s+ x : v1 � e⇒ v2 and s′ + x : v1 � e⇒ v′2.
Then by IH, v2 me ′(y) v′2, i.e. v2 me(y) v′2 because me ′ 	 me,
so v2 (me[0/x](y)) v′2.
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The reasoning in other cases is pretty much similar and uses the arguments we
have outlined informally when introducing the system. ��

5 Algorithm

Our effect-type system is a little different from conventional effect systems.
In [TT94, TT93, TJ92, TJ91] effects are constant symbols and the only opera-
tion involved is set-union. In this paper effects (monotonicity tables) are subject
to other operations: ⊗, if and ifc. Hence, we cannot solely rely on the unification
procedure [Rob65] for type inference.

Our algorithm consists of two phases: we derive constraints for types and
monotonicity effects first, then we solve the constraints. There are two kinds of
constraints: for types (τ) and for monotonicity behaviors (me). The type con-
straints will be solved by unification [Rob65] and the monotonicity constraints
– by fixpoint iteration. Unification is applicable to the type constraints because
they are simply equality constraints with variables for the latent-effects. Its result
will provide us with some additional monotonicity constraints about the latent
effects of function types. Then conventional fixpoint iteration can be applied to
the monotonicity constraints since every operator (@, if , and ifc) on the con-
straints is monotonic. Because the least model for the constraints is equivalent
to the least fixed point of the corresponding equations [CC95], the algorithm will
give the best approximation of monotonicity that can be inferred in our type
system.

5.1 Extraction of Constraints

Each constraint ρ will be a monotonicity formula constructed according to the
following rules:

ρ ::= τ1=̇τ2 | me1 ⊇ me2

| ∃α.ρ | ∃β.ρ
| ρ1, ρ2

where variables are allowed to occur in types τ and monotonicity behaviors me:

τ ::= as before | α (type variable)
me ::= as before | β (monotonicity variable)

We write αi for type variables, and βi for monotonicity variables. The validity
� ρ of the formula ρ is defined as follows. {x/y}ρ denotes ρ in which x has been
substituted for y.

� τ=̇τ
me1 � me2

� me1 ⊇ me2

� {τ/α}ρ
� ∃α.ρ

� {me/β}ρ
� ∃β.ρ

� ρ1 � ρ2

� ρ1, ρ2

We extract the associated monotonicity formula from an expression e using a
recursive procedure C(Γ, e, τ,me). It has linear time complexity (with respect
to the size of e). The size of the generated formula is also linear in e’s size:



148 Andrzej S. Murawski and Kwangkeun Yi

C(Γ, c, τ,me) = τ=̇ι, me ⊇ 0̄
C(Γ, x, τ,me) = let (τ ′,me ′) = Γ (x) in

τ=̇τ, me ⊇ me ′[+/x]
C(Γ, λx.e, τ,me) = ∃α1α2β1β2.

τ=̇(α1, β1)→ (α2, β2),
C(Γ + x : (α1, β1), e, α2, β2),
me ⊇ β2[0/x]

C(Γ, fix f e, τ,me) = ∃β.
C(Γ + f : (τ, β), e, τ, β)
me ⊇ β[0/f ]

C(Γ, e1 e2, τ,me) = ∃αβ1β2β3.
C(Γ, e1, (α, β1)→ (τ, β2), β3),
C(Γ, e2, α, β1),
me ⊇ @ β1 β2 β3

C(Γ, e1 � e2 or e1 � e2, τ,me) = ∃β1β2.
C(Γ, e1, τ, β1), C(Γ, e2, τ, β2),
me ⊇ β1 � β2

C(Γ, if e1 	 e2 then e3 else e4, τ,me) = ∃αβ1β2β3β4.
C(Γ, e1, α, β1), C(Γ, e2, α, β2),
C(Γ, e3, τ, β3), C(Γ, e4, τ, β4),
me ⊇ if β1 β2 β3 β4 Φ

C(Γ, if x ≤ c then e3 else e4, τ,me) = ∃β3β4.
C(Γ, e3, τ, β3), C(Γ, e4, τ, β4),
me ⊇ ifc β3 β4 Φ

It is easy to see that the validity of the generated formula C(Γ, e, τ,me) is
equivalent to the typing judgment Γ � e : τ,me. Below we give part of the proof
in the case of lambda expressions.

Theorem 2. � C(Γ, e, τ,me) iff Γ � e : τ,me ′ and me ′ 	 me.

Proof. By structural induction on e.
Case λx.e.

⇒ Suppose C(Γ, λx : e, τ,me) holds.
Then there exist τ1, τ2, b1, b2 such that
τ = (τ1, b1)→ (τ2, b2), C(Γ + x : (τ1, b1), e, τ2, b2) and b2[0/x] 	 me.
By IH Γ + x : (τ1, b1) � e : τ2, b′2 and b′2 	 b2.
By (LAM) Γ � λx.e : (τ1, b1)→ (τ2, b2), b2[0/x],
i.e. Γ � λx.e : τ,me ′ and me ′ 	 me.

⇐ Assume Γ � λx.e : τ,me ′ and me ′ 	 me.
By (LAM), τ = (τ1, b1)→ (τ2, b2), Γ + x : (τ1, b1) � e : τ2, b′2 where b′2 	 b2
and me ′ = b2[0/x].
By IH we get � C(Γ + x : (τ1, b1), e, τ2, b2).
Since b2[0/x] 	 me, C(Γ, λx : e, τ,me) is true.

��
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5.2 Solving the Constraints

We observe two properties of the generated monotonicity formula C(Γ, e, α, β).
Firstly, in every occurrence of (τ,me), me is a variable βi. This is quite ob-
vious, because the property holds at the only two places where such a latent
type is formed (lambda abstraction and application). Secondly, every me1 in
me1 ⊇ me2 is a variable βi. This is because for every generated monotonicity
constraint me1 ⊇ me2 the left-hand-side me1 is the last parameter to C, which
is a monotonicity variable βi for every recursive call to C.

Thanks to the first property, the unification procedure can be applied to the
type constraints {τ=̇τ ′ ∈ C(Γ, e, α, β)}, and the resultant substitution involves
only monotonicity variables βi.

Each item β′/β in the substitution is equivalent to the monotonicity con-
traints β′ ⊇ β and β ⊇ β′. This set of unification-driven contraints, together
with the monotonicity contraints from C(Γ, e, α, β), constitute the equations
(e.g. “β ⊇ me1, · · · , β ⊇ mek” as “β = me1 � · · · � mek”) whose least solu-
tion corresponds to the the least model of the original contraints [CC95]. The
least solution is computed by iteration: starting from 0̄ for every mei we repeat-
edly apply the right-hand-sides of the equations to the intermediate result. This
procedure terminates with the least fixed point, because the operators involved
(@, if , ifc,�) are all monotonic.
Complexity. The constraint extraction procedure C takes linear time in the size
of the input program. The number of generated constraints (type equations and
monotonicity constraints) is also linear. Then unification takes linear time with
respect to the number of type equations. Because there are O(n) indeterminates
(mei) where n is the program size, the iteration will takeO(n2) steps in the worst
case, since no chain in the lattice Var → {0,+,−,�} can be longer than 2×|Var |
(Var is here the finite set of free variables occurring in the input program). The
overall time complexity is therefore O(n3), because each equation computes a
new monotonicity behavior mei whose size is O(|Var |) and constant time is
needed for table look-up for each operator.

6 Conclusion

We have introduced a method of monotonicity verification for λ-definable func-
tions over arbitrary finite-height lattices. Static monotonicity analysis seems an
interesting problem on its own and apparently not much work has been done in
that area. Our interest in this topic was motivated by Zoo [Yi01a, Yi01b], which
is a program-analyzer generator. Now that it can automatically check whether
the input specification is monotonic or not, termination of the specified anal-
ysis is guaranteed if the outcome of the test is positive. Thus we can prevent
Zoo from generating divergent analyzers, or from generating extra “joining”
operations [LCVH92, LCVH94] necessary to enforce the monotonicity of fix-
point iterations. Our work may also suggest a similar solution for other existing
program-analyzer generators like PAG [Mar98].
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Our verification procedure is an effect-type system, which can be classified
as mono-variant flow-insensitive analysis. Its effectiveness remains to be investi-
gated and experiments are underway for existing program analyses (e.g. conven-
tional data flow analyses [ASU86, YH93] and exception analyses [YR01, YR97]).
We would also like to make the rules more liberal by employing other static anal-
ysis tools to estimate the boundary region in the conditional expression. It seems
that there is not too much scope for improvement in the rest of cases.
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A Operator Definition

Full definition of i̇f , assuming only a single variable can occur freely in e3 and
e4. Note that the operation is monotonic. For missing cases, the results are equal
to �.
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me1(x) me2(x) me3(x) me4(x) Φ i̇f me1(x) · · ·me4(x) Φ
− + + + e3(⊥) � e4(�) +
0 + + + e3(⊥) � e4(�) +
− 0 + + e3(⊥) � e4(�) +
− + 0 + e3(⊥) � e4(�) +
− + + 0 e3(⊥) � e4(�) +
0 0 + + irrelevant +
0 + 0 + e3(⊥) � e4(�) +
0 + + 0 e3(⊥) � e4(�) +
− 0 0 + e3(⊥) � e4(�) +
− 0 + 0 e3(⊥) � e4(�) +
− + 0 0 e3(⊥) � e4(�) +
− 0 0 0 e3(⊥) � e4(�) +
0 + 0 0 e3(⊥) � e4(�) +
0 0 + 0 irrelevant +
0 0 0 + irrelevant +

+ − + + e3(�) � e4(⊥) +
0 − + + e3(�) � e4(⊥) +
+ 0 + + e3(�) � e4(⊥) +
+ − 0 + e3(�) � e4(⊥) +
+ − + 0 e3(�) � e4(⊥) +
0 − 0 + e3(�) � e4(⊥) +
0 − + 0 e3(�) � e4(⊥) +
+ 0 0 + e3(�) � e4(⊥) +
+ 0 + 0 e3(�) � e4(⊥) +
+ − 0 0 e3(�) � e4(⊥) +
+ 0 0 0 e3(�) � e4(⊥) +
0 − 0 0 e3(�) � e4(⊥) +

− + − − e3(⊥) � e4(�) −
0 + − − e3(⊥) � e4(�) −
− 0 − − e3(⊥) � e4(�) −
− + 0 − e3(⊥) � e4(�) −
− + − 0 e3(⊥) � e4(�) −
0 0 − − irrelevant −
0 + 0 − e3(⊥) � e4(�) −
0 + − 0 e3(⊥) � e4(�) −
− 0 0 - e3(⊥) � e4(�) −
− 0 - 0 e3(⊥) � e4(�) −
- + 0 0 e3(⊥) � e4(�) −
− 0 0 0 e3(⊥) � e4(�) −
0 + 0 0 e3(⊥) � e4(�) −
0 0 − 0 irrelevant −
0 0 0 − irrelevant −
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(continued)
me1(x) me2(x) me3(x) me4(x) Φ i̇f me1(x) · · ·me4(x) Φ

+ − − − e3(�) � e4(⊥) −
0 − − − e3(�) � e4(⊥) −
+ 0 − − e3(�) � e4(⊥) −
+ − 0 − e3(�) � e4(⊥) −
+ − − 0 e3(�) � e4(⊥) −
0 − 0 − e3(�) � e4(⊥) −
0 − − 0 e3(�) � e4(⊥) −
+ 0 0 − e3(�) � e4(⊥) −
+ 0 − 0 e3(�) � e4(⊥) −
+ - 0 0 e3(�) � e4(⊥) −
− 0 0 0 e3(�) � e4(⊥) −
0 − 0 0 e3(�) � e4(⊥) −

0 0 0 0 irrelevant 0
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Abstract Escape analysis of object-oriented languages determines, for
every program point, the escape property E i.e., the set of the creation
points of the objects reachable from some variables. An approximation of
E is useful to stack allocate dynamically created objects and to reduce the
overhead of synchronisation in Java-like languages. E can itself be used
for escape analysis, but it is very imprecise. We define here a refinement
ER of E , in the sense that ER is more concrete than E and, hence, leads
to a more precise escape analysis than E .

1 Introduction

Escape analysis should determine which dynamically created data structures will
not escape from their creating method. This information allows us to allocate
these structures to the stack instead of the heap. Compared to heap allocation,
stack allocation reduces the garbage collection overhead at run-time. Moreover,
in the case of object-oriented languages such as Java, a knowledge of those
objects that cannot escape the methods of their creating threads can be used to
remove unnecessary synchronisations when the objects are accessed.

In [8], an escape analysis for object-oriented languages is defined on an escape
property E which is an abstract interpretation of concrete states. This property
collects, for each program point, the set of creation points of objects reachable
at that point from the variables and fields in scope. That analysis, although
very imprecise, was shown in [8] to be sometimes more precise than other escape
analyses proposed in literature [3, 4, 7, 12, 15]. Hence, in [8] we concluded that
these other analyses are not a concretisation of E itself and that, for improved
precision, a refinement of E i.e., a more concrete domain than E , should be con-
structed. This paper defines the refinement ER by splitting the sets of creation
points in E into subsets, one for each variable or field. Our implementation of
ER confirms that it is indeed more precise than E .

2 Overview

We illustrate our domain ER through its implementation inside a static analyser
for simple object-oriented languages, called LOOP [13]. Escape analysis is typi-
� This work has been funded by EPSRC grant GR/R53401.

A. Cortesi (Ed.): VMCAI 2002, LNCS 2294, pp. 154–166, 2002.
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class figure : class angle :
field next : figure field degree : int
method def() : void is empty method acute() : int is
method rot(a : angle) : void is empty out := this.degree < 90;
method draw() : void is empty

class main :
class square extends figure : method main(n : figure) : void is
fields side, x, y : int f : figure;
field rotation : angle f := new square; {π2}
method def() : void is f.def();
this.side := 1; rotate(f); {w1}
this.x, this.y := 0; f := new circle; {π3}
this.rotation := new angle; {π1} f.def();
this.rotation.degree = 0; f.next = n;
method rot(a : angle) : void is while(f)
this.rotation := a; rotate(f); {w2}
method draw() : void is f := f.next
% something using this.rotation here... method rotate(f : figure) : void is

a : angle;
class circle extends figure : a := new angle; {π4}
fields radius, x, y : int f.rot(a);
method def() : void is a.degree := 0;
this.radius := 1; while (a.degree < 360)
this.x, this.y := 0; a.degree := a.degree + 1;
method draw() : void is f.draw();
% put something here...

Fig. 1. An example of program.

cally used to stack allocate objects which do not escape their creating method.
Thus we direct the analysis of LOOP over the program points immediately after
a call to a method which creates the data structure we want to stack allocate.

To see how the domain ER can be used for escape analyses, consider the
program in Figure 1. We assume that main is called with n bound to a list of
circles and we direct the analysis on the program points w1 and w2 which
follow a rotate(f) call. If the creation point π4 is not reachable from f in w1

or w2, then the angles created by that call can be stack allocated. With the
domain E (Section 5), we analyse the program starting from an abstract state
{π, π3}, the collection of all the creation points for circles (π3) and for main
(π). With the new domain ER (Section 6), we analyse it instead starting from
an abstract state which binds n and the field next to {π3}, hence distributing
the creation points over variables and fields. Using E , LOOP computes at w1 and
w2 the abstract information {π, π1, π2, π3, π4}. All we can conclude is that the
creation point π4 might be reachable in both w1 and w2. Using ER, it computes:

w1 : 〈
[
f �→ {π2}, n �→ {π3},
out �→ ∗, this �→ {π}

]
,

[
rotation �→ {π1, π4},
next �→ {π3}, degree �→ ∗, . . .

]
〉 and
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w2 : 〈
[
f �→ {π3}, n �→ {π3},
out �→ ∗, this �→ {π}

]
,

[
rotation �→ ?,
next �→ {π3}, degree �→ ∗, . . .

]
〉 .

The value ∗ means that the corresponding variable is of type int , hence no object
is bound to it. As before, we can conclude that in w1 an object created in π4

might be reachable from f. Namely, f is allowed to be bound to an object created
in π2 which has class square. This class has a field rotation which may contain
an object created in π4. On the other hand, in w2 we can conclude that no
object created in π4 can be reachable from f. Namely, f can only be bound to
an object created in π3, which is hence a circle, and thus has no field which
can be created in π4. Note that ER provides even more information. Namely, it
says that in w2 no object created in π4 is reachable. This does not mean that
they have not been created. For instance, in w2 an object has been created in π4

by the call rotate(f) just before w1. But that object is not reachable anymore
in w2. This information is useful for the static prediction for garbage collection.

3 Preliminaries

The (co-)domain of a function f is dom(f) (rng(f)). A total (partial) function
is denoted by �→ (→). We denote by [v1 �→ t1, . . . , vn �→ tn] a function f whose
domain is {v1, . . . , vn} and such that f(vi) = ti for i = 1, . . . , n. An update
of f is denoted by f [w1 �→ d1, . . . , wm �→ dm], where the domain of f may
be enlarged. By f |s (f |−s) we denote the restriction of f to s ⊆ dom(f) (to
dom(f) \ s). If dom(f) ⊆ rng(f) and f(x) = x then x is a fixpoint of f . The set
of fixpoints of f is fp(f). A definition like S=〈a, b〉, with a and b meta-variables,
silently defines the selectors s.a and s.b for s ∈ S. An element x will often stand
for the singleton set {x}.

A pair 〈C ,≤〉 is a poset if ≤ is reflexive, transitive and antisymmetric on C.
A poset is a complete lattice when least upper bounds (lub) and greatest lower
bounds (glb) always exist. If 〈C ,≤〉 and 〈A,�〉 are posets, then f : C �→ A is
(co-)additive if it preserves lub’s (glb’s). It is a lower closure operator (lco) if it
is monotonic, reductive (f(c) ≤ c for every c ∈ C ) and idempotent (ff(c) = f(c)
for every c ∈ C ).

In abstract interpretation (AI) [5], a Galois connection between two posets
〈C ,≤〉 and 〈A,�〉 (the concrete and the abstract domain) is a pair of monotonic
maps α : C �→ A and γ : A �→ C such that γα is extensive and αγ is reductive. It
is a Galois insertion if αγ is the identity map i.e., if A does not contain useless
elements. This is equivalent to α being onto, or γ one-to-one. The abstraction α
and the concretisation γ determine each other. If C and A are complete lattices
and α is additive, it is the abstraction map of a Galois connection.

4 The Framework of Analysis

In this paper we build on the watchpoint semantics for the static analysis of
object-oriented programs [14]. That framework allows us to derive a composi-
tional and focused analyser from the specification of a domain of abstract states
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K = {angle, figure, square, circle, main}
square ≤ figure, circle ≤ figure and reflexive cases

F (angle) = [degree �→ int ] F (figure) = [next �→ figure] F (main) = []

F (square) =

�
next �→ figure, side �→ int , squarex �→ int
squarey �→ int , rotation �→ angle

�

F (circle) = [circlex �→ int , circley �→ int , next �→ figure, radius �→ int ]

Fig. 2. The static information of the program in Figure 1.

and of some operations which work over them. Then we do not have to consider
any problem like scoping, recursion and name clash, since they are already solved
by the watchpoint semantics. Moreover, using that framework we can measure
the precision of the analysis by measuring that of the domain.

We introduce the states [9] which are the concrete domain of a version of
the watchpoint semantics [14] for object-oriented programs. We refer to [9] for
the concrete operations over those states and to [14] for the construction of the
semantics from those states and operations. Hence some definitions contained in
[9, 14] will be omitted here.

We assume that we analyse programs of a simple object-oriented language,
whose only basic type is int . All other types are called classes. A typing assigns
types to a finite set of variables. The variable this must be bound to a class.

Definition 1. Let Id be a set of identifiers, K a finite set of classes ordered by
a subclass relation ≤ such that 〈K,≤〉 is a poset and main ∈ K. Let Type be the
set {int} + K. We extend ≤ to Type by defining int ≤ int. Let Vars ⊆ Id be a
set of variables such that this ∈ Vars. We define

Typing={τ :Vars→Type |dom(τ) is finite, if this∈dom(τ) then τ(this)∈K}.
Types and typings are initialised as init(int) = 0, init(κ) = nil for κ ∈ K and
init(τ)(v) = init(τ(v)) for τ ∈ Typing and v ∈ dom(τ).

A class contains local variables (fields). Then Fields is a set of maps which
bind each class to the typing of its fields. We require that different fields have
different names, and that the variable this cannot be a field.

Definition 2. Fields = {F : K �→ Typing | this �∈ dom(F (κ)) for all κ ∈ K}.
We require that if F ∈ Fields, κ1, κ2 ∈ K and f ∈ dom(F (κ1)) ∩ dom(F (κ2))
then F (κ1)(f) = F (κ2)(f).

We use the static information of the program to be analysed.

Definition 3. The static information of a program consists of a poset 〈K,≤〉
and a map F ∈ Fields.

Figures 1 and 2 show a program and its static information. The fields x and y
of the classes square and circle have been disambiguated.
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Definition 4. We assume that we have a finite set Π of creation points. A map
k : Π �→ K relates every creation point with the class of the objects it creates. A
hidden creation point π ∈ Π, internal to the operating system, creates objects of
class main. Then we define k(π) = main. Every other π ∈ Π decorates a new κ
statement in the program. Then we define k(π) = κ. Let π ∈ Π and F ∈ Fields.
We define F (π) = F (k(π)).

frame memory

variables

values

this

out

2

o1< π ,                     >

<π  ,                     >

locations objects

f

l

side

rotation

<π  ,                     >ol’

l  

l’’ 3 o4

n

l’

2

nil

circlex 4

circley 3

next nil

radius 3

squarey−5

4

squarex 3

nil

next l’

2

Fig. 3. Frame φ1 and memory µ1 for
τ = [f �→ figure, n �→ figure, out �→
int , this �→ main].

Look at Figure 3. Locations are
references to memory cells. Values
are integers, locations or nil . Frame
is a set of maps from variables to val-
ues. The values must be consistent
with the type of the variables. For in-
stance, class variables must be bound
to a location or to nil . An object con-
tains its creation point and the frame
of its fields. Memory is a set of maps
from locations to objects. As in [8],
we use here a more concrete notion
of object than in [9], since they have
a creation point, essential for the sub-
sequent abstraction into a domain for
escape analysis.

Definition 5. Let Loc be an infinite set of locations, Value = Z+ Loc + {nil}
and τ ∈ Typing. We define frames, objects and memories as

Frameτ =


φ ∈ dom(τ) �→ Value

∣∣∣∣∣∣
for every v ∈ dom(τ)
if τ(v) = int then φ(v) ∈ Z
if τ(v) ∈ K then φ(v) ∈ {nil} ∪ Loc




Obj = {〈π, φ〉 | π ∈ Π, φ ∈ FrameF (π)}
Memory = {µ ∈ Loc → Obj | dom(µ) is finite} .

Example 1. Let τ be as in Figure 3 i.e., the typing at program point w1 in
Figure 1. Let l, l′ ∈ Loc. The set Frameτ contains φ1 = [f �→ l′, n �→ nil , out �→
2, this �→ l] (Figure 3), but it does not contain φ2 = [f �→ 2, n �→ l′, out �→
−2, this �→ l], because f is bound to 2 in φ2 (while it has class figure in τ).

Example 2. An object o1 created at the hidden creation point π has class k(π) =
main (Definition 4). Since F (main) = [] (Figure 2), we have o1 = 〈π, []〉 (Figure
3). Objects created at π2 have class k(π2) = square (Figure 1). Examples of
such objects (where l, l′ ∈ Loc), consistent with F (square), are (Figure 3)

o2 = 〈π2, [next �→ l′, rotation �→ nil , side �→ 4, squarex �→ 3, squarey �→ −5]〉,
o3 = 〈π2, [next �→ nil , rotation �→ l, side �→ 4, squarex �→ 3, squarey �→ −5]〉.
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Objects created at π3 have class k(π3) = circle (Figure 1). An example of such
objects, consistent with F (circle), is (Figure 3)

o4 = 〈π3, [circlex �→ 4, circley �→ 3, next �→ nil , radius �→ 3]〉 .

Example 3. Let l, l′, l′′ ∈ Loc be distinct and o1, o2, o3, o4 from Example 2. Then
Memory contains (for µ1, see Figure 3)

µ1 = [l �→ o1, l
′ �→ o2, l

′′ �→ o4] µ2 = [l �→ o2, l
′ �→ o1] µ3 = [l �→ o2, l

′ �→ o3] .

We define a notion of type correctness which guarantees that variables are
bound to locations which contain objects allowed by the type of the variables.

Definition 6. Let τ ∈ Typing, φ ∈ Frameτ and µ ∈ Memory. We say that φ is
weakly τ -correct w.r.t. µ if for every v ∈ dom(φ) such that φ(v) ∈ Loc we have
φ(v) ∈ dom(µ) and k((µφ(v)).π) ≤ τ(v).

We strengthen the correctness notion of Definition 6 by requiring that it holds
for the fields of the objects in memory also.

Definition 7. Let τ ∈ Typing, φ ∈ Frameτ and µ ∈ Memory. We say that φ is
τ -correct w.r.t. µ, and we write (φ, µ) : τ , if

1. φ is weakly τ-correct w.r.t. µ (Definition 6),
2. for every o ∈ rng(µ) we have that o.φ is weakly F (o.π)-correct w.r.t. µ.

Example 4. Let τ , φ1 and µ1 be as in Figure 3 and µ2 and µ3 as in Example 3.

– (φ1, µ1) : τ (Figure 3). Condition 1 of Definition 7 holds because {v ∈
dom(φ1) | φ1(v) ∈ Loc} = {this, f}, {l, l′} ⊆ dom(µ1), k(µ1(l).π) =
k(o1.π) = k(π) = main = τ(this) and k(µ1(l′).π) = k(o2.π) = k(π2) =
square ≤ figure = τ(f). Condition 2 holds because rng(µ1) = {o1, o2, o4},
o1.φ = [], rng(o4.φ) ∩ Loc = ?, rng(o2.φ) ∩ Loc = {l′}, l′ ∈ dom(µ1) and
k(µ1(l′).π) = square ≤ figure=F (o2.π)(next).

– (φ1, µ2) : τ does not hold, since condition 1 of Definition 7 does not hold.
Namely, τ(this) = main, k((µ2φ1(this)).π) = k(o2.π) = k(π2) = square
and square �≤ main.

– (φ1, µ3) : τ does not hold, since condition 2 of Definition 7 does not hold.
Namely, o3 ∈ rng(µ3) and o3.φ is not F (o3.π)-correct w.r.t. µ3, since we
have that o3.φ(rotation) = l, square �≤ angle but k(µ3(l).π) = k(o2.π) =
k(π2) = square and F (o3.π)(rotation) = F (square)(rotation) = angle.

The state of the computation is a pair consisting of a frame and a memory.
The variable this in the domain of the frame must be bound to an object.

Definition 8. Let τ ∈ Typing. We define the states

Στ =
{
〈φ, µ〉

∣∣∣∣
φ ∈ Frameτ , µ ∈ Memory , (φ, µ) : τ,
if this ∈ dom(τ) then φ(this) �= nil

}
.

Example 5. In Example 4, we have 〈φ1, µ1〉 ∈ Στ (Figure 3) but 〈φ1, µ2〉 �∈ Στ .

Every AI of ℘(Στ ) induces an AI of the semantics [14]. This has been used
to define in [8] the escape property E , which we briefly introduce in Section 5.
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5 The Escape Property E
Since escape analysis overapproximates, for every program point p, the set of
creation points of the objects reachable in p from some variable or field in scope,
we first define a notion of reachable objects.

Definition 9. Let τ ∈ Typing, σ = 〈φ, µ〉 ∈ Στ and S ⊆ Στ . The set of the
objects reachable in σ is Oτ (σ) = {Oiτ (σ) | i ≥ 0} where

O0
τ (σ) = ?

Oi+1
τ (σ) = {µφ(v) | v ∈ dom(τ), φ(v) ∈ Loc} ∪

∪ {µ(o.φ(f)) | o ∈ Oiτ (σ), f ∈ dom(F (o.π)), o.φ(f) ∈ Loc} .

We define αE
τ (S) = {o.π | σ ∈ S and o ∈ Oτ (σ)} ⊆ Π.

Note that variables and fields of type int do not contribute to αE
τ .

Example 6. In Figure 3, we have Oτ (〈φ1, µ1〉) = {o1, o2}, αE
τ (〈φ1, µ1〉) = {π, π2}

and o4 �∈ Oτ (〈φ1, µ1〉), since o4 is not reachable from the variables of φ1.

In general, it is rng(αE
τ ) �= ℘(Π), since αE

τ is not necessarily onto. This means
that if we chose ℘(Π) as abstract domain, it would contain useless elements
(Section 3). We look hence only for those elements of ℘(Π) which belongs to
rng(αE

τ ). Namely, for every S ∈ ℘(Π) we define δτ (S) as the largest subset of S
which contains only those creation points deemed useful by the typing τ . Note
that if there are no possible creation points for this, all creation points are
useless.

Definition 10. Let τ ∈Typing and S ⊆Π. We define δτ (S) = ∪{δiτ(S) | i≥ 0}
with

δ0
τ (S) = ?

δi+1
τ (S) =

{
? if this ∈ dom(τ) and there is no π ∈ S s.t. k(π) ≤ τ(this)
∪{{π} ∪ δiF (π)(S) | κ ∈ rng(τ) ∩ K, π ∈ S, k(π) ≤ κ} otherwise.

Lemma 1. Let τ ∈ Typing and i ∈ N. The maps δiτ and δτ are lco’s.

The following result proves that δτ can be used to define rng(αE
τ ).

Lemma 2. Let τ ∈ Typing. Then fp(δτ ) = rng(αE
τ ).

Lemma 2 allows us to assume that αE
τ : ℘(Στ ) �→ fp(δτ ). Moreover, it justifies

the following definition of the simplest domain E for escape analysis. It coincides
with the escape property itself.

Definition 11. Let τ ∈ Typing. The escape property is Eτ = fp(δτ ), ordered by
set inclusion.
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Example 7. Let τ be as in Figure 3. We have

Eτ = ? ∪ {S ∈ ℘(Π) | π ∈ S and if π1 ∈ S or π4 ∈ S then π2 ∈ S} .
The constraint on Eτ says that to reach an angle (created in π1 or in π4) from
the variables in dom(τ), we must be able to reach a square (created in π2).

Proposition 1. Let τ ∈ Typing. The map αE
τ is strict, additive and onto i.e.,

it is the abstraction map of a Galois insertion from ℘(Στ ) to Eτ .
For the best approximations over E of the operations in [9], see [8].

6 The Refined Domain ER
We define here a refinement ER of the domain E of Section 5, in the sense that
ER is a concretisation of E (Proposition 3).

An abstract value (compare with Definition 5) is ∗, which approximates the
integers, or S ⊆ Π , which approximates nil and all locations containing an
object created in some creation point in S. An abstract frame maps variables to
abstract values consistent with their type.

Definition 12. Let ValueER = {∗} ∪ ℘(Π) and τ ∈ Typing. Then

FrameER
τ =



φ ∈ dom(τ) �→ ValueER

∣∣∣∣∣∣∣∣

for every v ∈ dom(τ)
if τ(v) = int then φ(v) = ∗
if τ(v) ∈ K and π ∈ φ(v)

then k(π) ≤ τ(v)




.

Example 8. Let τ be as in Figure 3. We have

[f �→ {π2}, n �→ {π2, π3}, out �→ ?, this �→ {π}] ∈ FrameER
τ

[f �→ {π, π2}, n �→ {π2, π3}, out �→ ?, this �→ {π}] �∈ FrameER
τ ,

since k(π) = main, τ(f) = figure and main �≤ figure.

The map ε extracts the creation points of the objects bound to the variables.

Definition 13. Let τ ∈ Typing. The map ετ : ℘(Στ ) �→ FrameER
τ is such that,

for every S ⊆ Στ and v ∈ dom(τ),

ετ (S)(v) =

{
∗ if τ(v) = int
{(µφ(v)).π | 〈φ, µ〉 ∈ S and φ(v) ∈ Loc} if τ(v) ∈ K.

Example 9. In Figure 3, we have ετ (〈φ1, µ1〉) = [f �→ {π2}, n �→ ?, out �→
∗, this �→ {π}].
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Because of Definition 2, the typing τ of all the fields is well-defined.

Definition 14. We define τ = ∪{F (κ) | κ ∈ K}. Let τ ∈ Typing such that
dom(τ) ⊆ dom(τ ) and φ ∈ Frameτ . Its extension φ ∈ Frameτ is such that, for
every v ∈ dom(τ ),

φ(v) =

{
φ(v) if v ∈ dom(τ)
init(τ(v)) otherwise (Definition 1).

Example 10. Consider Figure 2. We have

τ =



circlex �→ int , circley �→ int , degree �→ int
next �→ figure, radius �→ int , rotation �→ angle
side �→ int , squarex �→ int , squarey �→ int


 .

Let φ = [circlex �→ 12, circley �→ 5, next �→ l, radius �→ 5] ∈ F (circle),
with l ∈ Loc. We have

φ =
[
circlex �→ 12, circley �→ 5, degree �→ 0, next �→ l, radius �→ 5
rotation �→ nil , side �→ 0, squarex �→ 0, squarey �→ 0

]
.

An abstract memory is an abstract frame for the collection of the fields of all
classes. The abstraction map computes the abstract memory by extracting the
creation points of the fields of the reachable objects of the concrete memory.

Definition 15. Let τ ∈ Typing and MemoryER = FrameER
τ . We define the

map αER
τ : ℘(Στ ) �→ {⊥} ∪ (FrameER

τ ×MemoryER) such that, for S ⊆ Στ ,

αER
τ (S) =

{
⊥ if S = ?

〈ετ (S), ετ ({〈o.φ, σ.µ〉 | σ ∈ S and o ∈ Oτ (σ)})〉 otherwise.

Example 11. In Figure 3, we have (compare with Example 6. The fields not
represented are implicitly bound to ∗)

αER
τ (〈φ1, µ1〉) = 〈

[
f �→ {π2}, n �→ ?

out �→ ∗, this �→ {π}
]
,

[
next �→ {π2}
rotation �→ ?, . . .

]
〉 .

Like αE
τ (Section 5), also the map αER

τ is not necessarily onto.

Example 12. Let τ = [c �→ circle]. From a circle is not possible to reach an
object of type angle. Then there is no σ ∈ Στ such that αER

τ (σ) is equal to the
abstract state s = 〈[c �→ {π3}], [next �→ ?, rotation �→ {π1}, . . . ]〉.
Hence, we define a map ρ which collects the reachable creation points from an
abstract frame and memory, and a map ξ which forces to ? the fields of type
class of the objects which have no reachable creation point.
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Definition 16. Let τ ∈ Typing. We define ρτ : FrameER
τ ×MemoryER �→ ℘(Π)

and ξτ : {⊥} ∪ (FrameER
τ ×MemoryER) �→ {⊥} ∪ (FrameER

τ ×MemoryER) as
ρτ (s) = ∪{ρiτ (s) | i ≥ 0}, where

ρ0
τ (〈φ, µ〉) = ?

ρi+1
τ (〈φ, µ〉) = {π ∈ φ(v) | v ∈ dom(τ), τ(v) ∈ K} ∪

∪ {π ∈ µ(f) | π′ ∈ ρiτ (〈φ, µ〉), f ∈ dom(F (π′)), F (π′)(f) ∈ K}
and

ξτ (⊥) = ⊥

ξτ (〈φ, µ〉) =
{
⊥ if this ∈ dom(τ) and φ(this) = ?

〈φ,∪{µ|dom(F (π)) | π ∈ ρτ (〈φ, µ〉)} ∪ init(τ )〉 otherwise.

Example 13. In Example 12, we have ρτ (s) = {π3} and hence

ξτ (s) = 〈[c �→ {π3}], [next �→ ?, rotation �→ ?, . . . ]〉 .

Lemma 3. Let τ ∈ Typing. The map ξτ is an lco.

The map ξτ can be used to define rng(αER
τ ).

Lemma 4. Let τ ∈ Typing. Then fp(ξτ ) = rng(αER
τ ).

Lemma 4 allows us to assume that αER
τ : ℘(Στ ) �→ fp(ξτ ), and justifies the

following definition.

Definition 17. Let τ ∈ Typing. We define ERτ = fp(ξτ ), ordered by pointwise
set-inclusion (with the assumption that ∗ ⊆ ∗ and ⊥ ⊆ x for every x ∈ ERτ ).

Proposition 2. Let τ ∈ Typing. The map αER
τ is strict, additive and onto i.e.,

it is the abstraction map of a Galois insertion from ℘(Στ ) to ERτ .
We have explicitly calculated the optimal approximations induced by ER of

all the concrete operations over states defined in [9]. We do not have space
to fully describe them here. They are similar to those of the Palsberg and
Schwartzbach’s domain for class analysis [10] as formulated in [9]. However, ER
observes the fields of just the reachable objects (Definition 15), while Palsberg
and Schwartzbach observe the fields of all objects in memory. As an example,
consider the operations get varv, which loads the value of the variable v in an
accumulator called res , and restrictvs , which removes the variables in the set vs
from the frame of the state. Their optimal approximations over ER are

get varvτ (〈φ, µ〉) = 〈φ[res �→ φ(v)], µ〉 restrictvsτ (〈φ, µ〉) = ξτ (〈φ|−vs , µ〉) .
In the case of restrict, we remove the variables in vs from the abstract frame
and, through ξτ , we force to ? the fields of type class of the objects which hence
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have no reachable creation point. Thus the result of restrict belongs to ERτ |−vs

(Definition 17).
We show now how an element s ∈ E can be implemented by an element of

ER. The idea is that every variable or field must be bound in ER to all those
creation points in s compatible with its type.

Definition 18. Let τ ∈ Typing and s ⊆ Π. We define ϑτ (s) ∈ FrameER
τ such

that, for every v ∈ dom(τ),

ϑτ (s)(v) =

{
∗ if τ(v) = int
{π ∈ s | k(π) ≤ τ(v)} if τ(v) ∈ K.

The implementation θτ (s) ∈ ERτ of s ∈ Eτ is θτ (s) = ξτ (〈ϑτ (s), ϑτ (s)〉).

Example 14. Let τ be as in Figure 3 and s = {π, π1, π2, π3} ∈ Eτ (Example 7).
Then

θτ (s) = 〈
[
f �→ {π2, π3}, n �→ {π2, π3}
out �→ ∗, this �→ {π}

]
,

[
next �→ {π2, π3}
rotation �→ {π1}, . . .

]
〉 .

Proposition 3 proves the correctness of the implementation of Definition 18.
It is based on the following result.

Lemma 5. Let τ ∈ Typing, σ ∈ Στ and s ∈ Eτ . We have θτ (s) ∈ ERτ . More-
over, we have αE

τ (σ) ⊆ s if and only if αER
τ (σ) ⊆ θτ (s).

Proposition 3. Let τ ∈ Typing, s ∈ Eτ and γE
τ and γER

τ be the concretisation
maps induced by the abstraction maps of Definitions 9 and 15, respectively. We
have γE

τ (s) = γER
τ (θτ (s)) and hence γE

τ (Eτ ) ⊆ γER
τ (ERτ ).

Proof. By Lemma 5, for every s ∈ Eτ we have [5]

γE
τ (s) = {σ ∈ Στ | αE

τ (σ) ⊆ s} = {σ ∈ Στ | αER
τ (σ) ⊆ θτ (s)} = γER

τ (θτ (s)).

The inclusion proved in Proposition 3 is strict, in general.

Example 15. Let τ be as in Figure 3. By Example 7 we have #Eτ ≤ 24 and
#ERτ > #FrameER

τ ≥ 24.

7 Discussion

Abstract domains for escape analysis have been developed for both functional
and object-oriented languages. For functional languages, the escape analysis first
defined in [11] was later made more efficient [6] and then extended to some
imperative constructs and applied to very large programs [2]. For object-oriented
languages, there have been a number of approaches to escape analysis [3, 4, 7,
8, 12, 15]. In [12], a lifetime analysis propagates the sources of data structures.
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In [3] integer contexts are used to specify the part of a data structure which
can escape. Both [4] and [15] use connection graphs to represent the concrete
memory although, in [15] these graphs are slightly more concrete than those
used in [4]. In [7], a program is translated to a constraint, whose solution is the
set of escaping variables. In [8], an escape analysis for object-oriented languages
was defined on the escape property E and shown to be sometimes more precise
than these other escape analyses.

In this paper, we have refined the escape property E defined in [8] to give the
domain ER and derive the abstract analyser directly from the abstract domain.
Observe that the relation between the refined domain ER and E is similar to
that between the Palsberg and Schwartzbach’s class analysis [9, 10] and the rapid
type analysis [1] although, while all objects stored in memory are considered in
[1, 9, 10], only those actually reachable from some variable or field are considered
by the domains E and ER (Definitions 9 and 15).

The escape analysis using the domain ER has been defined and implemented
for the simple object-oriented language given in [14]. We are currently general-
ising the semantics to the Java bytecode. We will then be able to apply ER to
the Java bytecode and to provide an experimental evaluation.
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Abstract. Programs for embedded multimedia applications typically
manipulate several large multi-dimensional arrays. The energy consump-
tion per access increases with their size; the access to these large arrays is
responsible for a substantial part of the power consumption. In this pa-
per, an analysis is developed to compute a bounding box for the elements
in the array that are simultaneously in use. The size of the original array
can be reduced to the size of the bounding box and accesses to it can
be redirected using modulo operations on the original indices. This sub-
stantially reduces the size of the memories and the power consumption
of accessing them.

1 Introduction

The design of embedded systems starts with code in a high level programming
language (typical C) implementing the algorithms required by the processing of
the input signals received by these systems (e.g., video images, . . . ). Typical for
the involved algorithms is that they manipulate large multi-dimensional arrays.
A direct translation of this code in an embedded system results in a design with
large memory banks. A large share of the total cost and power consumption of
such designs is due to data transfer and storage.

The DESICS group at IMEC has developed a Data Transfer and Storage
Exploration (DTSE) methodology[4] that aims to reduce the memory require-
ments and data transfer costs of such designs. In a first step, the program is
brought into a single assignment form[9] where each memory cell is written at
most once. Typically, this further increases the memory usage of the program (as
extra dimensions are introduced for arrays with elements that are written several
times). However, this form simplifies the dependencies between read and write
statements, and hence facilitates transformations of loop nests that bring con-
sumers of data closer to the producers and shortens the time span between the
creation (write event) of a data element and its last consumption (read event).
These transformations reduce the number of data elements that are in-use (live)
at any time in the program. Moreover, all introduced overhead is afterwards
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for (i=0; i =< 4; i++)

for (j=0; j =< 9; j++)

if (j >= 2)

/* P_1 */

A[i][j] = ... ;

/* P_2 */

if (i>=2 && j >= 2 && j =< 8)

... = A[i][j] + A[i-2][j+1];

j

0
1
2
3
4

0 1 2 3 4 5 6 7 8 9

i

mod 8

Fig. 1. Live elements of an array. The picture on the right indicates for program
point P2 what elements of the array contain a value that will be used in the
future, given the current values of i and j.

removed again, so even in the worst case no penalty is introduced. In practical
cases, the more explicit search space allows better solutions than what can be
achieved using the multiple assignment code.

To reduce the size of the arrays, De Greef[7, 5, 6] considers all possible lin-
earizations of an array (for an n-dimensional array there are n! orderings; more-
over, elements in a given dimension can be placed in increasing or in decreasing
order, hence there are 2nn! possible linearizations) and computes what is at any
time the largest distance in the linearized array between two live elements. This
distance for the chosen linearization (+1) is then the size required for the array.

In this paper we develop a different approach to approximate the optimal
size of a n-dimensional array. In a first phase we compute in each program
point a description of the data elements of the array that are live (they contain
a value that will be read in the future) as a set of areas, where each area is
described by a conjunction of equality (=) and inequality (≤) constraints. The
purpose of the second phase is to compute values (w1, . . . , wn) that can be used as
operands in modulo operations that redirect all accesses to the array; i.e., an ac-
cess A[exp1] . . . [expn] is replaced by an access A[exp1 mod w1] . . . [expn mod wn].
This mapping has to preserve the correctness of the program, i.e., two distinct
elements live in the same program point should not be mapped by the mod-
ulo operations to the same element. The values (w1, . . . , wn) (the window or
bounding box) determine the size required for storing the array.

A small example illustrating our approach is depicted in Fig. 1. If we look
at the program point P2, we can see that only a part of the array is in-use.
The part is determined by the current values of surrounding iterators i and j.
As can be seen in the illustration, if we apply ’mod 8’ in the second dimension
of all the accesses, the last 2 elements are mapped back to the first 2 (empty)
locations. The same can be applied for the first dimension, this time with ’mod
2’. So, we can replace each access A[exp1][exp2] by A[exp1 mod 2][exp2 mod
8], resulting in a 2 × 8 (=16) element array, instead of the original 50 element
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array. Note that, if we linearize our array first, we can only apply ’mod 20’,
because the distance between first and last live element is at least 19.

Assumptions. We apply our transformation on programs written in a subset of
the C language. This subset only allows assignments, if-then-else statements,
and for-loops. Additionally, we assume that the code is in accordance with the
following requirements:
– The program is in single assignment form, i.e., each array element is written
at most once (it can be read several times).

– The index expressions used in the array accesses, the conditions of the
if-then-else statements and the lower and upper bounds of the iterators
in the for-loops are linear in the iterators of the surrounding for-loops1.

– Array elements that are assigned a value, will also be read in the future.

While these assumptions are quite strong, programs produced by applying
the DTSE methodology[4] meet them. In section 6, we will reconsider them.

Organisation of paper. Section 3 describes how to compute the live elements
in each program point and discusses the complexity. In section 4 it is described
how to compute the size of the window. Section 5 reports on the results obtained
with a prototype in the CLP(Q) extension of SICStus Prolog. Finally, section 6
discusses possible extensions and related work.

2 Preprocessing

In a very first step of our approach, we perform some transformations on the
source program in order to simplify the code.

– As only one array at a time is analysed, only the for-loop statements and
the statements that access the array of interest are kept.

– Some transformations are applied to simplify the structure of the if-state-
ments. This includes hoisting of accesses common to the then and else
branches out of the if-statement and replacement of nested if-statements
by simple ones.

These steps decrease the number of program points and hence the cost of the
further analysis. Note that the final program can be transformed into a program
consisting only of for-loops, and assignments annotated with the conditions
under which the assignment is executed, e.g.,

for (. . . )
〈Cond1〉 : A[expi][expj] = ;
for (. . . )
〈Cond2〉 : A[expk][expl] = A[expm][expn];

. . .

1 Of the form c0 +c1i1 + . . .+ckik with c0, . . . , ck constants and i1, . . . , ik the iterators
of the surrounding for-loops.
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P b
0 →W b

0 = ∅, Rb
0 = R

′b
0

for (i1 = l1; i1 ≤ u1; i1++ )

P b
1 →W b

1 (ic1) = W b
0 ∪W

′b
1 (ic1), R

b
1(ic1) = Ra

0 ∪R
′b
1 (ic1)

for (i2 = l2; i2 ≤ u2; i2++)

P b
2 →W b

2 (ic1, ic2) = W b
1 (ic1) ∪W

′b
2 (ic1, ic2),

Rb
2(ic1, ic2) = Ra

1(ic1) ∪R
′b
2 (ic1, ic2)

. . .
for (im = lm; im ≤ um; im++)

P b
m →W b

m(ic1, . . . , icm) = W b
m−1(ic1, . . . , icm−1)

∪W
′b
m (ic1, . . . , icm),

Rb
m(ic1, . . . , icm) = Ra

m−1(ic1, . . . , icm−1)

∪R
′b
m(ic1, . . . , icm)

〈Cond〉 A: A[expw
1 ][expw

2 ]. . . [expw
n ] = A[expr

1][expr
2]. . . [expr

n]
P a

m →W a
m(ic1, . . . , icm) = W b

m(ic1, . . . , icm−1)

∪W
′a
m (ic1, . . . , icm),

Ra
m(ic1, . . . , icm) = Ra

m−1(ic1, . . . , icm−1)∪
R

′a
m(ic1, . . . , icm)

end for
. . .

P a
2 →W a

2 (ic1, ic2) = W b
1 (ic1) ∪W

′a
2 (ic1, ic2),

Ra
2(ic1, ic2) = Ra

1(ic1) ∪R
′a
2 (ic1, ic2)

end for

P a
1 →W a

1 (ic1) = W b
0 ∪W

′a
1 (ic1), R

a
1(ic1) = Ra

0 ∪ R
′a
1 (ic1)

end for

P a
0 →W a

0 = W
′a
0 , Ra

0 = ∅

Fig. 2. Schematical representation of a program with one read and one write
operation A, under condition 〈Cond〉.

The assignments may contain an empty left-hand side or right-hand side.

3 Liveness Analysis

In this section we describe how to compute for each program point the sets
containing the elements that are live for a given array. As explained in the
introduction, elements are live or in-use in a program point if they have been
written when control reaches the program point and will be read later on. Clearly,
for a program point inside a nest of for-loops, which elements are live depends
on the current values of the iterators of the surrounding for-loops.

3.1 Written Elements

Past Iteration Spaces. To compute the written elements due to an assignment
labelled A, we first determine for each program point Pi the past iteration space
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of the assignment A. The past iteration space defines the set of iterations for
which the statement A has been executed given that control is in Pi and given
the values of the surrounding iterators. In the example of Figure 1, the past
iteration space in P1 will be a 2-dimensional set of points (depending on ic and
jc) of the form

PI 1(ic, jc) = {(x, y) | . . . }
where (x, y) ∈ PI 1(ic, jc), means: if the current value of iterator i is ic, and the
current value of j is jc, then A has been executed in the iteration where i was
x and j was y. We will represent these past iteration spaces by (parameterized)
integral polyhedra.

Definition 1 (Integral Polyhedron). An integral polyhedron is the set of so-
lutions to a finite system of linear inequalities on integer valued variables. Equiv-
alently, the intersection of a finite number of linear half-spaces in Zn.

Note that an n-dimensional parametrized polyhedron with 2 parameters PI (ic,
jc) can always be represented by a normal n + 2 dimensional polyhedron, by
taking the parameters ic and jc extra dimensions. In the example, PI 1 then is
defined as

PI 1 = {(x, y, ic, jc) | . . . }
We now define the past iteration spaces for the basic case of 1 assignment

(and its condition) surrounded by m for-loops. With m surrounding for-loops,
we can distinguish 2m+ 2 different past iteration spaces that can be associated
with the program points P b

0 ,. . . ,P
b
m,P a

m,P a
0 as shown in Figure 2, i.e., P b

0 is the
first program point, the program point P b

k (k > 0) is the first program point of the
kth for-loop, P a

m is the first program point after the assignment, and P a
k (k < m)

is the first program point after exiting the (k + 1)th for-loop (in other program
points, the past iteration space is identical to that of the preceding program
point in the schema of Figure 2). We use ic1, . . . , icm as variables denoting the
current values of respectively the iterators i1, . . . , im. Note that lk and uk are
respectively the lower and upper bound of the for-loop with iterator ik

2

First we define the iterator spaces PI b
k associated with the points P b

k . With
Cond the condition under which the assignment is executed, we define:

PI b
0 ≡ ∅

PI b
1(ic1) ≡ PI b

0 ∪
{
(j1, . . . , jm) | l1 ≤ j1 < ic1 ∧ l2 ≤ j2 ≤ u2 ∧

. . . ∧ lm ≤ jm ≤ um ∧ Cond }
PI b

2(ic1, ic2) ≡ PI b
1(ic1) ∪

{
(j1, . . . , jm) | j1 = ic1 ∧ l2 ≤ j2 < ic2 ∧

l3 ≤ j3 ≤ ic3 ∧ . . . ∧ lm ≤ jm ≤ um ∧ Cond }
...

PI b
k(ic1, . . . , ick) ≡ PI b

k−1(ic1, . . . , ick−1) ∪ {(j1, . . . , jm) |
2 Recall that the lower and upper bound are a linear combination of the surrounding

current iterator values ic1, . . . , ick−1.
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j1 = ic1 ∧ . . . ∧ jk−1 = ick−1 ∧
lk ≤ jk < ick ∧ lk+1 ≤ jk+1 ≤ uk+1 ∧ . . . ∧
lm ≤ jm ≤ um ∧ Cond } (∀2 ≤ k ≤ m)

...
PI b

m(ic1, . . . , icm) ≡ PI m−1(ic1, . . . , icm−1) ∪ {(j1, . . . , jm) |
j1 = ic1 ∧ . . . ∧ jm−1 = icm−1 ∧
lm ≤ jm < um ∧ Cond}

This is equivalent to

PI b
k(ic1, . . . , ick) ≡ {(j1, . . . , jk) | (j1, . . . , jk) <l (ic1, . . . , ick) ∧ Cond}

where <l represents the lexicographic order on tuples. If Cond is a disjunction,
then these sets fall apart in multiple polyhedra. Note that the current iterator
values icj by which these polyhedra are parametrized are constrained by the
bounds lj and uj; these constraints are omitted.

These definitions can be explained as follows: in P b
0 , statement A has not

been executed at all (i.e., PI b
0 ≡ ∅). In P b

1 , A has been considered for execution
for iterator values (j1, . . . , jn) such that j1 precedes the current iterator ic1

(as the statement has not yet been considered for j1 = ic1 when control is
in P b

1 ). As for the other iterator values j2, . . . , jm, the statement is considered
(and executed if Cond is true) for all possible iterations within the bounds (i.e.,
∀k : 2 ≤ k ≤ m , lk ≤ jk ≤ uk). This gives the above formula for PI b

1(ic1).
More generally, for program point P b

k (1 ≤ k ≤ m), the statement has been
executed for the same values as in program point P b

k−1, and in addition for a
number of iterations where j1 = ic1, . . . , jk−1 = ick−1, namely the iterations
of the kth for-loop preceding its current iteration ick (hence lk ≤ jk < ick);
for those iterations, all values for jk+1,. . . ,jm within their respective bounds
[lk+1, uk+1],. . . ,[lm, um] are considered, giving the formula for PI b

k(ic1, . . . , icn).
For the program points P a

k (k > 0), the difference with P b
k is that the state-

ment has also been considered (and executed if Cond is true) for the iterations
with j1 = ic1,. . . ,jk = ick (and all possible values for the iterators jk+1, . . . , jm).
This change in the second component of the definition results in:

PI a
m(ic1, . . . , icm) ≡ PI b

m−1(ic1, . . . , icm−1) ∪ {(j1, . . . , jm) |
j1 = ic1 ∧ j2 = ic2 ∧ . . . ∧ lm ≤ jm ≤ icm ∧ Cond }

...
PI a

k(ic1, . . . , ick) ≡ PI b
k−1(ic0, . . . , ick−1) ∪ {(j1, . . . , jk) |

j1 = ic1 ∧ . . . ∧ jk−1 = ick−1 ∧ lk ≤ jk ≤ ick ∧
lk+1 ≤ jk+1 ≤ uk+1 ∧ . . . ∧ lm ≤ jm ≤ uk ∧ Cond }

...
PI a

0 ≡ {(j1, . . . , jm) | l1 ≤ j1 ≤ u1 ∧ l2 ≤ j2 ≤ u2 ∧
. . . ∧ lm ≤ jm ≤ um ∧ Cond }
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For k = 0, the statement is considered for all iterations of all loops.
For example, for the first assignment of Figure 1, we obtain:

PI b
0 ≡ ∅

PI b
1(ic) ≡ {(i, j) | 0 ≤ i < ic ∧ 0 ≤ j ≤ 9}

PI b
2(ic, jc) ≡ {(i, j) | 0 ≤ i < ic ∧ 0 ≤ j ≤ 9} ∪

{(i, j) | i = ic ∧ 0 ≤ j < jc}
PI a

2(ic, jc) ≡ {(i, j) | 0 ≤ i < ic ∧ 0 ≤ j ≤ 9} ∪
{(i, j) | i = ic ∧ 0 ≤ j ≤ jc}

PI a
1(ic) ≡ {(i, j) | 0 ≤ i ≤ ic ∧ 0 ≤ j ≤ 9}

PI a
0(ic) ≡ {(i, j) | 0 ≤ i ≤ 4 ∧ 0 ≤ j ≤ 9}

We now sketch how past iteration spaces can be computed in two passes. In
the first pass, we add an iteration space for the current iterator values in the
program point following assignment. I.e., in P a

m, we add the iterator space

{(j1, . . . , jm) | j1 = ic1 ∧ . . . ∧ jm = icm ∧ Cond}

Moreover, we propagate iteration spaces from program point to program point.
This is trivial but for a program point P a

k following the exit of for-loop k+1. We
must eliminate the parameter ick+1 in jk+1 = ick+1. Given the bounds lk+1 and
uk+1 on ick+1, projecting out ick+1 results in the constraint lk+1 ≤ jk+1 ≤ uk+1.
Doing this projection at the exits of all for-loops, at the end of the first iteration
we have (∀k)

PI ∗b
k ≡ ∅

PI ∗a
k ≡ {(j1, . . . , jn) | j1 = ic1 ∧ . . . ∧ jk = ick ∧

lk+1 ≤ jk+1 ≤ uk+1 ∧ . . . ∧ lm ≤ jm ≤ um}

Note that this polyhedron covers the difference between PI b
k and PI a

k.
In the second iteration, upon entry of a for loop relevant for the statement of

interest, the standard propagation from the previous program point takes care
of the component PI b

k−1 in PI b
k. In addition, we use the value of P a

k computed
during the first iteration for constructing the second component of P b

k . This is
simply achieved by replacing jk = ick by lk ≤ jk < ick. In the points P a

k following
the assignment, the projected polyhedron with the constraint lk ≤ jk < ick can
be merged with the polyhedron from the first iteration (having the constraint
jk = ick) to obtain lk ≤ jk ≤ ick. After this second iteration, all program points
are annotated with the iteration spaces of all assignments.

Written Elements. Using the past iteration spaces, it is easy to describe which
elements of the array have been written due to assignment A. Since indexing an
array is simply a transformation from iterator space into ‘array space’, applying
the same transformation on the past iteration spaces results in the elements that
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have been written in past iterations. Hence, we apply the following transforma-
tion t on all past iteration spaces (can be performed during the second iteration
of the iteration space computation)

t : Zm → Zn : (x1, . . . , xm)→ (exp1 , . . . , expn)

where m is the number of surrounding iterators, n is the number of dimensions of
A, and exp1, . . . , expn are the linear index expressions (in function of x1, . . . , xn)
used in the assignment. In terms of PI , this means (as illustrated in Figure 2)
that

W b
0 ≡ ∅

W b
k ≡ t(PI b

k) ≡ t(PI b
k−1 ∪ PI

′b
k ) ≡W b

k−1 ∪W
′b
k

W a
k ≡ t(PI a

k) ≡ t(PI b
k−1 ∪ PI

′a
k ) ≡W b

k−1 ∪W
′a
k

For example, an expression A[2*i+j] would map a 2-dimensional iteration space

I(ic, jc) ≡ {(i, j) | 0 ≤ i < ic ∧ 0 ≤ j ≤ 9}
∪ {(i, j) | i = ic ∧ 0 ≤ j ≤ jc}

to a 1-dimensional array space

W (ic, jc) ≡ {(x) | x = 2 ∗ i+ j ∧ 0 ≤ i < ic ∧ 0 ≤ j ≤ 9}
∪ {(x) | x = 2 ∗ i+ j ∧ i = ic ∧ 0 ≤ j ≤ jc}

3.2 To Be Read Elements

The analysis to determine which elements will be read in the future is very similar
to the previous one. Instead of computing the past iteration spaces, we use the
future iteration spaces, describing for which iterations A still has to be executed
(hence now P b

k has a union of polyhedra that is larger than the corresponding
one in P a

k , namely the one involving the current iterator ick.
Computing the future iteration spaces can be done by ‘reversing’ the pro-

gram, and doing the past iteration space analysis. Reversing the program not
only means reversing the program points, but also reversing the bounds in the ex-
pressions. For example, the first (relevant) program point in this analysis would
be P a

1 , in which FI a
1 would become

FI a
1(ic1) ≡

{
(j1, . . . , jm) | ic1 < j1 ≤ u1 ∧ l2 ≤ j2 ≤ u2 ∧

. . . ∧ lm ≤ jm ≤ um ∧ Cond }
Again, by applying t on the future iteration spaces, we obtain all elements

of the array that will be read later on.

After these steps, we obtain for every program point a set of polyhedra de-
scribing all the elements of the array that have been written, and a set of polyhe-
dra describing all elements that will be read. Note that the polyhedra of written
elements are disjoint when Cond does not contain overlapping disjunctions (be-
cause of the single assignment property of our code), but that the ‘to be read’
polyhedra may overlap due to multiple reads of the same element.
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3.3 Live Elements

Finally, the elements that are live in a program point have to be computed.
Doing so requires to intersect the set of all written elements with the set of all
elements to be read. This means intersecting the union of ‘written’ polyhedra
with the union of the ‘to be read’ polyhedra we computed in the previous sec-
tion, which in turn means taking the pairwise intersection of all polyhedra of
‘written’ elements with all polyhedra of ‘to be read’ elements.
Typically, many sets are empty for all values of the current iterators within their
bounds (e.g., lk ≤ jk < ick ∧ ick < jk ≤ uk). It is important for the complexity
of the window computation to remove them as soon as possible.

3.4 Properties

With the conventions of Figure 2, one can infer from the descriptions of the
iteration spaces that W

′b
j ⊆ W

′a
j , W b

j+k ⊆ W b
j , and W a

j+k ⊆ W a
j . Similarly,

R
′a
j ⊆ R

′b
j , Rb

j+k ⊆ Rb
j , and Ra

j+k ⊆ Ra
j . These inequalities could be used to

reduce the number of emptiness tests. For example, if the set Rb
0 of some written

element has an empty intersection with the set W a
0 , then R∗

j ∩W ?
k = ∅ in all

program points (with ∗ and ? either a or b).

3.5 Complexity

For a write statement at depth m there are (at most) 2m different sets W
′∗
i and

similar, for a read statement at depth n, there are (at most) 2n different sets
R

′∗
j . Hence the number of different constraints W

′∗
i ∩ R

′∗
j is bounded by 4nm

and the total number of emptiness tests by 4d2rw with d the maximal nesting
of for-loops, w the number of writes and r the number of reads.

4 Computing the Window

As explained in the introduction, we want to find values for a window W =
(w1, . . . , wn) such that w1 ∗ . . . ∗ wn is minimal and that replacing all array
accesses A[exp1] . . . [expn] by A[exp1 mod w1] . . . [expn mod wn] preserves the
correctness of the program. Correctness is preserved if there is no program point
with distinct live elements (x1, . . . , xn) and (y1, . . . , yn) such that x1 mod w1 =
y1 mod w1 ∧ . . . ∧ xn mod wn = yn mod wn. To solve this problem, we proceed
in two steps: first we compute an underestimation for W , and then we search
for an optimal solution.

As a result of the preceding liveness analysis, we can assume that every
program point Pj is annotated with a set of polyhedra {Lj,1(ic1, . . . , icj), . . . ,
Lj,nj (ic1, . . . , icj)} where the integer solutions of Lj,k(ic1, . . . , icj), a conjunction
of constraints, specify a set of live array elements. Note that ic1, . . . , icj are the
current values of the iterators surrounding the program point Pj . For simplicity



176 Remko Tronçon et al.

of notation we include here all surrounding iterators in the parameter list, though
not all live areas depend on all parameters.When solving the constraint problems
below, it is important to take into account the bounds on the current iterators
(l1 ≤ ic1 ≤ u1, . . .).

Underestimation for wi. To compute the underestimation w′
i for wi, we start

with w′
i = 1 and iterate over all areas Lj,k(ic1, . . . , icj) until w′

i is a plausible
solution for all of them. By the latter, we mean that by applying mod w′

i in the
ith dimension of Lj,k, no 2 elements are mapped onto the same element. This is
equivalent to the following set having no solution:




(x1,1, . . . , x1,i−1, x1,i, x1,i+1, . . . , x1,n) ∈ Lj,k(ic1, . . . , icj)
(x1,1, . . . , x1,i−1, x2,i, x1,i+1, . . . , x1,n) ∈ Lj,k(ic1, . . . , icj)
x1,i mod w′

i = x2,i mod w′
i

x1,i �= x2,i

When some Lj,k(ic1, . . . , icj) violates the condition, then w′
i is incremented in

steps of 1 until the test succeeds. After iterating over all polyhedra Lj,k(ic1, . . . ,
icj), our final underestimate may still create conflicts in some areas. Indeed, one
can construct areas with holes such that the test succeeds for some value w′

i but
not for w′

i +1. As it is an inexpensive test, one can better continue until the test
succeeds for all areas Lj,k(ic1, . . . , icj). For our benchmarks however, the value
obtained at the end of the first iteration is always the final lower bound.

The search for a solution. In the last step we check whether the underestimate
(w′

1, . . . , w
′
n) is a correct window in all program points. If not, we adjust our

underestimate until it is. To check a program point Pj and to adjust the lower
bound if needed, we consider a sequence of n tests for each pair of areas in the
live set of the program point (including pairs of the same area). If all succeed,
the underestimate is correct for the pair at hand; if the ith test fails, failure
is due to a conflict involving index i and w′

i is increased by 1. The ith test
on Lj,k(ic1, . . . , icj) and Lj,l(ic1, . . . , icj) verifies that the constraint Si has no
solution3:

Si ≡




(x1,1, . . . , x1,n) ∈ Lj,k(ic1, . . . , icj)
(x2,1, . . . , x2,n) ∈ Lj,l(ic1, . . . , icj)
∀m ≤ i : x1,m mod w′

m = x2,m mod w′
m

∃m ≤ i : x1,m �= x2,m

The above approach does not guarantee an optimal solution. Using a different
order for the dimensions of the array, one may find a conflict for a different
dimension. However, one can expect that it results in a tight upper bound.
Eventually, one could search for better solutions in the space between the original
lower bound and the current best solution. For the benchmarks we have, the
lower bound is often a solution. If not, only one dimension is adjusted to obtain
the optimal solution.

3 The test must also be performed for k = l.
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Benchmark #A
Mem.
Bef.

Mem.
Aft.

Mem.
DG1

Mem.
DG2

Time
Liveness

Time
Window

updating svd 6 6038 613 314 224 1m12s 15s
wavelet 2D 11 14742 1008 3038 1008 2m15s 49s

edge detection 19 20389 567 576 576 57s 13s
gsm autocorr 17 21668 529 529 529 1m31s 15s

vocoder 201 335715 2366 2403 2403 21m30s 4m19s

Table 1. Benchmark Results

The number of tests in a program point is quadratic in the number of live
areas of the program point. In principle one could exploit the relationships be-
tween the live areas of different program points to reduce the total number of
tests. In our current implementation we do not exploit this as the total execution
time is dominated by the liveness analysis.

5 Implementation

To be able to solve the problems from section 3 and 4, we need a solver that
can solve inequalities over the domain of the integral numbers. The CLP(Q)
library[11] included in SICStus Prolog[2], which we used to build a prototype of
our approach, allows this.

As test programs, we used several kernels of multimedia applications: an
updating singular value decomposition algorithm (used in radar applications),
the kernel of a 2-dimensional wavelet compression algorithm, an edge-detection
algorithm, a voice coder algorithm, and a GSM autocorrelation algorithm. The
timings and memory gain of these benchmarks after applying our prototype tool
on a Pentium II-300Mhz are shown in Table 1. The second column shows the
number of arrays present in the benchmarks. The third column gives the sum
of the initial sizes of all arrays (in memory cells) in the benchmark, while the
following column shows the sum of the sizes of the windows we computed. The
last two columns indicate the time needed to perform the liveness analysis as
described in section 3 (which is dominated by the test on the emptiness of the
polyhedra), and to compute the window as described section 4 (the sum of both
times is the total time needed for our approach). The current prototype is very
straightforward and performs all tests in all program points, sometimes doing
the same test in different program points, and not exploiting the relationships
described in section 3.4. The columns DG1 and DG2 give sizes obtained with
another technique. A description of that technique and a discussion of differences
is in section 6.

As can be seen, the time for the liveness analysis is dominating. In section 3.5,
we derived that the number of emptiness checks during the liveness analysis is
bounded by 4d2rw, with d the depth of the deepest for-loop, and with r and
w respectively the number of reads and writes present in the program. We have



178 Remko Tronçon et al.
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Fig. 3. Complexity of liveness analysis. The value 4d2rw is plotted against the
actual liveness analysis time for some arrays. The experimental values are plotted
as 3.

measured these values for the most time-consuming arrays in our benchmarks,
and plotted the results in Figure 3. As can be seen, there is a strong correlation
between the estimated number of emptiness checks and the time for the liveness
analysis.

It has to be noted that there are libraries around which are better suited for
the problems described in this paper, such as Polylib [20] with its Z-polyhedra
extensions [14], the Parma Polyhedra Library[1]. We expect much better run-
times when using these libraries.

6 Discussion

About the assumptions. Our analysis can be applied to programs that are de-
signed within the DTSE methodology [4]. However, other programs will not
meet the strong assumptions stated in section 1. The analysis remains correct
for programs that are not single-assignment. However, spurious live areas will
be introduced and one can expect a serious deteriorisation of the precision of
the results. Another technique, also useful within the overall DTSE methodol-
ogy, would be to develop tools to transform programs into single assignment
form [9]. The other requirement is that bounds of for-loops and conditions in
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Fig. 4. Overlapping elements on boundary

if-then-else are linear in the iterators of the surrounding for-loops. In ab-
sence of this, one could consider the use of known approaches within abstract
interpretation to infer intervals that safely approximate the possible values for
bounds and conditions. Again, this could introduce precision loss.

Comparison with De Greef. Another approach of in-place mapping is the tech-
nique of De Greef[7, 5, 6]. This technique first linearizes a multi-dimensional
array, and then computes the window for this array. Given a linearization, array
indices are mapped to addresses in a one dimensional array. For each read write
pair, a constraint is built that formalises at which time points the memory cells
are live (points in a two dimensional space: the array index and the time). Fi-
nally, for each pair of such constraints, an optimisation problem is solved that
computes the largest distance in memory between two points that are live at the
same time, one point in the solution space of the first constraint, the other in the
solution space of the second constraint. The results obtained with this approach
are shown in the column DG1 of Table 1. A refinement that projects away invari-
ant dimensions (dimensions that do not carry dependencies over loops) improves
the results as shown in column DG2. The number of optimisation problems to
be solved for one linearization is of the order (wr)2 with w and r respectively the
number of writes and reads. This is worse than the complexity of our liveness
analysis (d2wr). Moreover, the number of linearizations quickly increases with
the dimension n of the array (2nn!). The tool of De Greef is implemented in C
and uses the LP SOLVE [3] solver. The analysis times for the benchmarks are in
the range of 20 seconds to 15 minutes.

Our approach improves upon the tool of De Greef in situations where the
size of the array can be reduced in any dimension as in the example shown in
Figure 1 because any linearization contains a number of unused elements. Also
situations where the array contains holes (e.g., an array where only the even
numbered rows are used) lead to better results (however, such examples did
not occur in our benchmarks; perhaps designers avoid them because they know
it leads to non-optimal results). On the other hand, there are also cases where
linearization is better. An example is shown in Figure 4. The set of live elements
does not fit in a 1×7 box because of the one element on the boundary. This forces
us to enlarge the first dimension by 1, resulting in an array of 2 × 7 elements.
If the array is first linearized, only 8 elements are needed. Such situations do
occur a few times in the benchmarks. They are responsible for the cases where
our approach gives worse results than De Greef. For example, in the benchmark
updating svd there is a 20× 100 array where linearization gives a size 101. We
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find a window of 2×100 with size 200. One can remark here that the window size
allows to determine how many cells are located on boundary planes and hence to
estimate what is the maximal gain one can expect if a particular linearization is
tried (in the example of Figure 4, if linearized row by row, the maximal possible
gain is 6 cells out of 14; if ordered column by column, the maximal possible
gain is 1 cell out of 14). This suggests to apply a combined approach where
our analysis is followed by a linearization for arrays where linearization could
potentially give large additional savings.

Other related work. Within logic programming, there are several works aiming
at compile-time analysis with the purpose of reusing memory cells once the last
reference to them has passed (e.g., [8, 10, 13]).

For what concerns the reuse of the storage of multidimensional arrays, the
problem was formally identified by Verbauwhede et al.[18]. A first systematic
approach, for a fixed linearization of the array was developed by Vanhoof et
al.[17].
Quilleré and Rajopadhye[15, 16] study the problem for the single assignment
language Alpha, which imposes similar assumptions on the input code (except
that they also handle parametrized code). First, as many dimensions as possible
are projected out, after which a windowing technique is applied on the resulting
array. However, they use a different optimization criterion.

Other works[19, 12] take a broader view. They develop transformations that
change the control flow so that the amount of live memory cells is reduced.

Acknowledgements

We are indebted to Saumya Debray for providing us with an initial parser that
could turn the benchmarks into logic programs readable by SICStus Prolog.

References

[1] PPL: The Parma Polyhedra Library. http://www.cs.unipr.it/ppl/.
[2] SICStus Prolog 3.8.6. Swedish Institute of Computer Science,

http://www.SICStus.se.
[3] M. Berkelaar. Lp solve Mixed Integer Linear Programming solver 2.0. Available

at ftp://ftp.es.ele.tue.nl/pub/lp_solve, 1995.
[4] Francky Catthoor, Sven Wuytack, Eddy De Greef, Florin Balasa, Lode Nachter-

gale, and Arnout Vandecapelle. Custom Memory Management Methodology: Ex-
ploration of Memory Organisation for Embedded Multimedia Design. Kluwer Aca-
demic Publishers, 1998.

[5] E. De Greef, F. Catthoor, and H. De Man. Reducing storage size for static control
programs mapped onto parallel architectures. In Proceedings of Dagstuhl Seminar
on Loop Parallelization, 1996.

[6] E. De Greef, F. Catthoor, and H. De Man. Memory size reduction through storage
order optimization for embedded parallel multimedia applications. In Proceedings
of the Workshop on Parallel Processing and Multimedia of the International Par-
allel Processing Symposium, pages 84–98, 1997.



Storage Size Reduction by In-place Mapping of Arrays 181

[7] Eddy De Greef. Storage Size Reduction for Multimedia Applications. PhD thesis,
Katholieke Universiteit Leuven, Faculteit Toegepaste Wetenschappen, Jan 1998.

[8] Saumya K. Debray. On copy avoidance in single assignment languages. In David S.
Warren, editor, Proceedings of the Tenth International Conference on Logic Pro-
gramming, pages 393–407. The MIT Press, 1993.

[9] P. Feautrier. Dataflow analysis of array and scalar references. International Jour-
nal of Parallel Programming, 20(1):23–53, 1991.

[10] Gudjón Gudjónsson and William H. Winsborough. Compile-time memory reuse
in logic programming languages through update in place. ACM Transactions on
Programming Languages and Systems, 21(3):430–501, May 1999.

[11] Christian Holzbaur. OFAI clp(q,r) Manual, Edition 1.3.3. Austrian Research
Institute for Artificial Intelligence, Vienna, TR-95-09, 1995.

[12] V. Lefebvre and P. Feautrier. Optimizing storage size for static control programs in
automatic parallelizers. In Proc. EuroPar Conference, Passau, Germany, volume
1300 of LNCS, pages 356–363. Springer Verlag, Aug. 1997.

[13] Nancy Mazur, Gerda Janssens, and Maurice Bruynooghe. A module based anal-
ysis for memory reuse in Mercury. In John Lloyd, Veronica Dahl, Ulrich Fur-
bach, Manfred Kerber, Kung-Kiu Lau, Catuscia Palamidessi, Luis Moniz Pereira,
Yehoshua Sagiv, and Peter J. Stuckey, editors, Computational Logic - CL 2000,
UK, Proceedings, volume 1861 of LNAI, pages 1255–1269. Springer-Verlag, 2000.

[14] Sunder Phani Kumar Nookala Nookala and Tanguy Risset. A library for doing
Z-polyhedral computations. Technical Report 1330, Institut de Recherche en
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Abstract. Many symbolic model checkers use Binary Decision Dia-
grams (BDDs) to efficiently determine whether two Boolean formulas are
semantically equivalent. For realistic problems, the size of the generated
BDDs can be enormous, and constructing them can easily become a per-
formance bottleneck. As a result, most state-of-the-art BDD programs
are written as highly optimized imperative C programs, increasing the
risk of soundness defects in their implementation. This paper describes
the use of monadic interpreters to formally verify BDD algorithms at
a higher level of abstraction than the original C program, but still at a
concrete enough level to retain their essential imperative features. Our
hope is then that verification of the original C program can be achieved
by strictly localized refinement reasoning.
During this work we encountered the surprising fact that modeling im-
perative recursive algorithms monadically often results in logical func-
tions that are both partial and nestedly-recursive in their (hidden) state
parameters, making termination proofs difficult.

1 Introduction

Confidence in results produced by verification tools varies. Counterexamples we
can directly check. A theorem prover’s claim of the validity of a formula can be
checked by an independent tool that tests the validity of derivations recorded
in proof scripts. But when a model checker says that a formula is true, such
independent checking is untenable for large examples. Since large examples are
what model checkers are made for, trusting their results seems tantamount to
trusting correctness of their design.

Model checkers are usually built on top of a BDD (binary decision diagrams)
package, or some other set of efficiently implemented algorithms for representing
and manipulating boolean formulas. Verifying the correctness of a model checker
thus naturally splits into two parts: verification of the model checking algorithms
assuming correctness of the BDD package, and verification of the BDD package.
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Recent work of Reif et al. [RRSV00] successfully carried out the first verification
task for the model checker RAVEN. The focus of this work is on the second task
and our goal is to provide a technique for proving correctness of high performance
BDD packages.

The efficiency of modern BDD programs is achieved at the expense of often
highly complex code structure, for example by implementing custom hash tables
and garbage collection routines, employing tricks with unused bits in pointers,
and so on. To avoid runtime overhead, the code is written in a low level language,
usually C. Our goal of formally verifying such algorithms as originally written
distinguishes our work from other proofs of BDD algorithms [HPPR98, VGPA00,
Sum00].

BDD libraries are hierarchical: More complex programs are built on top of
a set of atomic primitives using standard programming constructs. In this pa-
per we decompose the verification problem accordingly into two steps: verifying
an abstraction of the program with the primitives specified axiomatically, and
then a refinement proof that the C implementation of the primitives and pro-
gramming constructs is faithful to the abstraction. This paper concentrates on
the first step, although we hope the reader will be convinced that the axioms
governing the primitives can be justified by purely local reasoning over their
C implementations, and that our logical characterization of the standard pro-
gramming constructs (e.g., sequencing of statements and use of local variables)
is faithful to the corresponding C semantics.

We adopted an abstraction method called monadic interpretation for the
first step; it is particularly suitable for higher order logic theorem provers such
as Isabelle/HOL (in the sequel, Isabelle). In particular, local C variables that
are statically assigned to only once (the common case) are abstracted to logical
function parameters, allowing the theorem prover to automatically carry out
routine inferences about variable creation, renaming, and substitution.

We begin in Section 2 by giving an informal description of a basic BDD
package. Monadic interpreters are briefly described in Section 3. The BDD rou-
tines are then monadically interpreted as Isabelle functions in Section 4. The
most complicated of the library programs (Apply) is a recursively defined par-
tial function, which presents a difficulty for Isabelle, where all functions are
total. How we deal with recursion and model the program Apply is explained in
Section 5. Then in Section 6 we state the correctness properties of non-atomic
programs and comment on their proofs. We comment on what is needed to refine
our abstraction to C in Section 7.

We hope the relevance of this paper goes beyond its immediate objective.
It presents, by means of an extensive example, a method, based on monadic
interpretation and refinement, for proving correctness of imperative programs
that use complicated recursion, manipulate complex state, and raise exceptions.
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2 Basic BDD Package

A binary decision diagram is a rooted directed acyclic graph in which every node
represents a boolean function. Two special nodes represent the two constant
functions. Every other node u has an associated variable x and two child nodes l
and h. The boolean function represented by the node u is defined recursively by
fu = if x then fl else fh. Bryant [Bry86] originally proved that every function
is represented by a unique reduced ordered BDD, where reduced means that no
two nodes represent the same function, and ordered means that variable names
are totally ordered and that every node’s variable name precedes the variable
names of its children.

Following the exposition in [And96], we give now a fairly abstract description
of a typical implementation of (reduced, ordered) BDDs and a small package of
programs, sufficient to define a tautology checker. It contains some underspecified
basic types and atomic functions, and a few more complex but fully specified C
programs. In the next two sections we will show how all this naturally translates
into Isabelle.

We abstract the global state used by the BDD package as two tables: BDD
and HASH. The first table represents the storage pool of BDD nodes, and the
second is a hash table that memoizes a reverse mappingu from the contents of a
node to its address. Node addresses are represented by the abstract type node.

Specifically, each entry of BDD associates to a node u a unique triple (i,l,h),
where i is a natural number (the level of u) and l an h are nodes (the low and
high children of u). The level of a node is the position of the node’s variable
name in the given variable ordering. Each entry in HASH maps a triple (i,l,h)
to a unique node.

There are two special nodes TrueNode and FalseNode; the atomic proce-
dure initializeState replaces the current state with the initial state whose
tables associate the special nodes with the triples (0,TrueNode,TrueNode) and
(0,FalseNode,FalseNode) respectively, and contain no other entries.

The accessor functions lookupLev, lookupLow and lookupHigh take a node
u as an argument, and return the components i, l and h of the triple the table
BDD associates with u. What, if anything, these functions return in the case when
u is not in the table BDD is left unspecified. Similarly, the function lookupH takes
a triple (i,l,h) as input, and returns the node associated by HASH to this triple.
Again, we do not know what lookupH returns if the input triple is not in the
table HASH. However, there is another function, member, which also takes triples
(i,l,h) as inputs and returns a boolean value that is True if and only if the
triple is in the table HASH.

The simple function bool2node maps True and False to TrueNode and
FalseNode respectively, while node2bool does the opposite, being unspecified
for “non-boolean” inputs.

The function getFreshNode takes no input and returns a node that is not
already in the table BDD, raising an exception if there are no free nodes left.

The list of atomic programs is completed with insertNode and insertH.
Both take as input a quadruple (i,l,h,u) consisting of a level and three nodes,
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have no output, but change the state. The effect of insertNode is the update of
BDD by an entry that associates u with (i,l,h). The insertH similarly updates
HASH.

The remaining programs are defined by combining the atomic ones by means
of standard constructs: sequencing, conditionals, and recursion. Shown below
is the program Mk, the only one in the package that directly calls the updating
functions insertNode and insertH, thus guaranteeing that all higher-level BDD
programs preserve some critical properties of the state, for example that the two
tables are inverses. (See Section 5 for the complete state invariant.)

node Mk(int i, node l, node h) {
if (l == h)

return l;

else if (member(i,l,h))

return lookupH(i,l,h);

else {
node u = getFreshNode();

insertNode(i,l,h,u);

insertH(i,l,h,u);

return u;

}
}
The program Apply takes a binary boolean operation op and two nodes, and

returns a node representing the boolean function one could otherwise obtain by
applying op to boolean functions represented by the two input nodes. It is the
most complicated program in the package and is defined recursively as follows.

node Apply(opFn op, node u, node v) {
int i = lookupLev(u);

int j = lookupLev(v);

if (i == j)

if (i == 0) return bool2node((*op)(node2bool(u),node2bool(v)));

else {
node l1 = lookupLow(u);

node l2 = lookupLow(v);

node h1 = lookupHigh(u);

node h2 = lookupHigh(v);

return Mk(i,Apply(op,l1,l2),Apply(op,h1,h2));

}
else if (i < j) {
node l = lookupLow(v);

node h = lookupHigh(v);

return Mk(j,Apply(op,u,l),Apply(op,u,h));

}
else {
node l = lookupLow(u);

node h = lookupHigh(u);

return Mk(i,Apply(op,l,v),Apply(op,h,v));

}
}
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The program Apply is used by another program Build to produce a node
representing the boolean function defined by a given boolean expression. Build
is defined by primitive recursion over the structure of the expression. Finally, we
have the program TautChecker which just initializes the state, invokes Build
with its input expression, and returns a boolean value: True if and only if the
node returned by Build is TrueNode.

In the next section we will see how all the above code can be more or less
directly translated into Isabelle, so instead of giving the C code for Build and
TautChecker here, we refer to their Isabelle definitions in Section 4.

3 Monadic Interpretation

Variants and extensions of Floyd-Hoare logic [AO97] are the most commonly
used frameworks for verifying imperative programs. The complexity of our pro-
grams forces to adopt an alternative, more flexible, even if less investigated and
automated approach. We proceed by modeling BDD programs as functions in
higher order logic, in the style of monadic interpreters [Mog91, LHJ95]. Gen-
erally, a monadic interpreter translates source programs of input type A and
output type B into functions of type A ⇒ M B in the target functional lan-
guage, where the type constructor M is a suitable monad that encapsulates the
notion of computation used by the source language. Different source languages
get interpreted by means of different monads. The target language for us will
be Isabelle, and the source language would be a fragment of C large enough to
describe BDD programs. For our purposes, a so-called “state with exceptions”
monad is the appropriate choice. With it, a program of input type A and output
type B gets interpreted as a function that given an element of A and a state
returns a new state together with either an element of B or the memory overflow
exception.

Postponing the definition of the state type St, the definition of the monad is
as follows.

datatype ’a except = OutOfMem | Rslt ’a

types ’a M = "St ⇒ St × ’a except"

constdefs return :: "’a ⇒ ’a M" ("η")
"return ≡ λa s. (s, Rslt a)"

bind :: "[’a M, ’a ⇒ ’b M] ⇒ ’b M" ( infixr "�" 60)

"bind ≡ λm f s. let s’ = fst (m s) in case snd (m s)

of OutOfMem ⇒ (s’, OutOfMem)

| Rslt a ⇒ f a s’"

Every instance of a monad has two distinguished operations: return (η) and
bind (�). The η operator is used to represent effect-free computations, such as
the evaluation of pure expressions and functions. The notion of “effect” varies
by monad; in our case an effect is either a change in the global state or the



Verifying BDD Algorithms through Monadic Interpretation 187

raising of an out-of-memory exception. The � operator simultaneously captures
the notions of program sequencing and local variable declaration. The expression
m� f has the effect of first performing the computation m; assuming m returns
normally, then f is applied to m’s return value, which results in a new compu-
tation that is then performed. The � operator also ensures that state changes
and exceptions are propagated correctly between m and f .

Proper monads are required to obey three algebraic identities: unit laws

(η x)� f = f x m� (λx. η x) = m

and associativity of �

m� (λx. p[x]� f) = (m� (λx. p[x]))� f

Here p[x] indicates that the bound variable x is allowed to occur free in p but not
in f , since x’s scope is being restricted on the right-hand side. It is straightfor-
ward to prove the above laws hold for our Isabelle definitions of return and bind.
Once proved, the laws can then be used to simplify complex monadic expressions.

The rules of higher order logic guarantee that the logical bound variables,
which represent local program variables, are re-scoped and renamed as necessary
to maintain program equivalence. The monadic representation of programs also
allows program recursion to be naturally modeled as logical recursion, as we will
see in Section 5. In the next section, we show how the BDD package primitives
are axiomatized as monadic computations in our state-with-exceptions monad.

4 Modeling the Basic Package

The following Isabelle code models the global state of our BDD package.

types Level = nat

typedecl Node

record NodeRecord = lev :: Level low :: Node high :: Node

types BDD = "Node ⇒ NodeRecord"

HASH = "NodeRecord ⇒ Node"

typedecl St

consts bdd :: "St ⇒ BDD"

hash :: "St ⇒ HASH"

activeNode :: "St ⇒ Node ⇒ bool"

activeRcrd :: "St ⇒ NodeRecord ⇒ bool"

Thus, the type Node is left undefined and so is St, but we know that we can
extract the two tables from the state. The intuition that the table BDD is mathe-
matically a partial function of type Node ⇒ NodeRecord is represented in Isabelle
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(where all functions are total) by declaring the table to be a total function of
that type, and specifying its domain of definition separately by the function
activeNode. Similar remarks apply to the table HASH. The important thing to
notice, however, is that whatever concrete implementation of the BDD package
we later come up with, it should be possible to define the functions bdd, hash,
activeNode and activeRcrd.

TrueNode and FalseNode are declared as constants of type Node, and since this
type is unspecified, we add an axiom saying that these two nodes are distinct.
The initial values initBDD, initHASH, initActiveNode and initActiveRcrd are
straighforward to define, and then initializeSt is introduced by an axiom.

consts initializeSt :: "unit M"

axioms initializeSt_ax :

"initializeSt s = (s’,x) =⇒ bdd s’ = initBDD ∧ hash s’ = initHASH

∧ activeNode s’ = initActiveNode ∧ activeRcrd s’ = initActiveRcrd"

Other atomic functions are also introduced by axioms1. We show three;
the remaining ones are similar or simpler. (The notation f (u := a) used in
insertNode ax is for function update.)

consts lookupLev :: "Node ⇒ Level M"

axioms lookupLev_ax : " [[lookupLev u s = (s’,p); activeNode s u ]]
=⇒ s’ = s ∧ p = Rslt (lev (bdd s u))"

consts getFreshNode :: "Node M"

axioms getFreshNode_ax :

"getFreshNode s = (s’, Rslt u) =⇒ ¬(activeNode s u)"

consts insertNode :: "Level × Node × Node × Node ⇒ unit M"

axioms insertNode_ax : "insertNode (i,l,h,u) s = (s’,p) =⇒
p = Rslt ()

∧ bdd s’ = (bdd s) (u := (|lev = i, low = l, high = h |))
∧ activeNode s’ = (activeNode s) (u := True)

∧ hash s’ = hash s

∧ activeRcrd s’ = activeRcrd s"

Non-atomic programs Mk, Build and TautChecker are fully specified as follows
and the recursively defined Apply is discussed in the next section.

constdefs Mk :: "Level × Node × Node ⇒ Node M"

"Mk ≡ λ(i,l,h).
if l=h then η l

else member (i,l,h) � (λx.
if x then lookupH (i,l,h)

else getFreshNode � (λu.
insertNode (i,l,h,u) � (λp.
insertH (i,l,h,u))))"

1 There is no danger of inconsistency with these axioms; after the refinement step
(Section 7) they will be theorems. We could have also introduced our underspecified
functions in a purely definitional manner by means of the ε-operator.
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consts Build :: "Exp ⇒ Node M"

primrec "Build (Var i) = Mk (i+1,TrueNode,FalseNode)"

"Build (Const b) = bool2node b"

"Build (Exp’ oper e1 e2) =

Build e1 � (λu.
Build e2 � (λv.
Apply (oper,u,v)))"

constdefs TautChecker :: "Exp ⇒ bool M"

"TautChecker ≡ λe.
initializeSt � (λx.
Build e � (λu.
η (u = TrueNode)))"

The input tupe of Build is that of boolean expessions:

datatype Exp = Var nat | Const bool | Exp’ Op Exp Exp

Note that the variable Var i is represented by the level i+1; the level zero of the
BDD table is reserved for TrueNode and FalseNode.

5 Modeling Recursive Programs (Apply)

The definition of Apply and the proof of the corresponding recursion theorem
is the most difficult part of this work. Even though Isabelle has a sophisticated
recdef mechanism [NP] for recursive definitions with user-supplied well-founded
relation or a measure function to justify termination, this method is difficult to
apply in our case, mostly because of nested recursion we have to deal with.

Pondering the definition in Section 2, one realizes that even a hand proof
of termination of Apply requires effort. The ultimate reason for termination is
clear: in an ordered BDD (and only those we would like to consider), the level
goes down when passing children nodes, so in all recursive calls of Apply the level
decreases either for both node arguments, or decreases for the “higher”, while
the other stays the same. Thus, in order to prove that the arguments decrease in
recursive calls, it is necessary to work with a restricted set of states, described
by a predicate goodSt that needs to be preserved by Apply. A workable invariant
goodSt is the conjunction of three properties: (1) being ordered; (2) having inverse
bdd and hash tables; (3) the two tables associate TrueNode and FalseNode with
TrueRcrd and FalseRcrd respectively, and among active records only these two
have level zero.

In Isabelle notation, the type of Apply is Op × Node × Node ⇒ Node M, which
is the same as Op × Node × Node ⇒ St ⇒ St × Node except; later we will use
the shorthand Z for it. The Op argument is of little significance here, so Apply

is practically a function of two arguments of type Node and one of type St. We
can expect Apply to terminate only if its St argument is good. But there must
be restrictions on the node arguments as well: they must be present in the state.
We capture these restrictions using the node-state relation u in s defined as the
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conjunction of goodSt s and activeNode u s. Thus, Apply must be modeled as a
partial function, with restrictions on its state and node arguments. The expected
recursion theorem takes these restrictions as assumption.

theorem Apply_Recursion:

" [[u in s; v in s ]] =⇒ Apply (oper,u,v) s = F Apply (oper,u,v) s"

Here F is the Isabelle function of type Z ⇒ Z, obtained by a direct monadic
translation of the C code for Apply in Section 2. In principle, the recdef pack-
age can handle recursive definitions of partial functions by defining the partial
function as a total function whose value is arbitrary outside its “real” domain
of definition, and by proving the recursion theorem with the proviso that the
argument belongs to that domain, just as in our example. However, there is
an additional difficulty that recdef cannot easily deal with, viz. the presence of
nested recursion—a recursive call whose argument contains another recursive
call.

Back to the informal definition of Apply, consider for example the second of
the three lines in which recursion occurs; in expanded form this piece of code
could read like this:

node ll = Apply(op,u,l);

node hh = Apply(op,u,h);

node w = Mk(j,ll,hh)

After the first call to Apply, the state changes, so perhaps u and h are not
even active indices in the new state’s BDD table. How do we know then that
the second call terminates? We may say that the new state, being the result of
an application of Apply, must contain the old state intact. But this is circular
reasoning, assuming a property of Apply before this function has been defined.
Our inductive proof of termination of Apply must thus be organized as a simul-
taneous proof of termination and the desired property that Apply increases the
state. A careful analysis shows that a stronger invariant goodFn (predicate on
Z) is necessary; it is the conjuction of three properties: (1) increasing state; (2)
output node is active in the new state; (3) the level of the output node is not
larger than the levels of the input nodes.

Note that nesting is not immediately seen in the definition given in Section 2
because the state is not implicitly mentioned in the program text, being an extra
hidden argument. If we made it explicit, the three lines above would look like
this:

(ll,s1) = Apply’(op,u,l,s)

(hh,s2) = Apply’(op,u,h,s1)

(w,s3) = Mk’(j,ll,hh,s2)

exposing the nesting first in

hh = fst(Apply’(op,u,h, snd(Apply’(op,u,l,s))))

Generalizing this observation, note that nested recursion occurs in every re-
cursively defined imperative program in which there is a sequence of commands
containing two recursive calls.
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Nested recursion is difficult to treat by automatic tools. In [Sli00], Slind
demonstrates that recdef can be used even in such cases, but some additional
more or less ad hoc arguing is inevitable to make it work. We devised and formu-
lated in Isabelle a systematic approach that reduces the problem of justifying a
nested recursive definition and proving the appropriate recursion theorem to two
specific proof obligations. To make it work, in addition to the measure function
(or well-founded ordering) as in recdef, the user has to supply a specification—
property of the function being defined that is needed to prove termination. A
brief explanation of the basic form of the method follows; full development will
appear elsewhere [KM].

Given a functional F : (A ⇒ B) ⇒ (A ⇒ B) and a well-founded relation
≺ on A, one can prove that F has a unique fixed point (that is, a function
f : A⇒ B satisfying f x = F f x) if it satisfies the contraction condition

∀f g x. (∀y. y ≺ x −→ f y = g y) −→ F f x = F g x

This is a fixed point theorem à la Banach, and we can immediately generalize it
by considering a non-empty predicate S : (A⇒ B)⇒ bool and asserting that if
S is invariant under F (that is, S f −→ S (F f)), then a weakened contraction
condition

∀f g x. (∀y. y ≺ x −→ f y = g y) ∧ S f ∧ S g −→ F f x = F g x

guarantees the existence of a fixpoint of F and its uniqueness among functions
satisfying S.

The weakened form of the last uniqueness result is a drawback, especially in
the application to program semantics. When a recursive program is interpreted
as a fixpoint of a functional in HOL, the situation is clean when that fixpoint is
unique, and not quite so when we have uniqueness only among the set of functions
satisfying a certain predicate. We obtained a satisfying solution by strengthening
both the invariance and contraction conditions. It works for invariants specified
as input-output relations. Precisely, given F and ≺ as before, and given a relation
R : A⇒ B ⇒ bool, the two conditions

∀f. (∀y. y ≺ x −→ R y (f y)) −→ R x (f x)
∀f g x. (∀y. y ≺ x −→ f y = g y ∧R y (f y)) −→ F f x = F g x

are sufficient to guarantee the existence and (unrestricted) uniqueness of a fix-
point of F .

Finally, we need to generalize the last result to cover the possibility of non-
termination of the limit function outside a specified set of inputs. That set being
described by a predicate D : A ⇒ bool, the final form of the invariance and
contraction conditions reads as follows.

∀f. (∀y. D y ∧ y ≺ x −→ R y (f y)) −→ R x (f x)
∀f g x. D x ∧ (∀y. D y ∧ y ≺ x −→ f y = g y ∧R y (f y)) −→ F f x = F g x

Now we can formulate a fixpoint theorem that can be used to justify nested
recursive definitions.



192 Sava Krstić and John Matthews

Theorem 1. Suppose the last two conditions are satisfied. Then there exists a
function f : A⇒ B such that

∀x. D x −→ f x = F f x

Moreover, f is unique in the sense that every other function g satisfying this
same conditional fixpoint equation satisfies also ∀x. D x −→ g x = f x.

The theorem can be proved in Isabelle and then instantiated by taking: (1)
F to be the functional defining Apply; (2) the well-ordering ≺ induced by the
measure function given by the maximum of the levels of input nodes in the input
state; (3) R to be the input-output relation defining the invariant goodFn; (4)
the predicate D saying that both input nodes are present in the input state.
As a result, we obtain the definition of Apply together with the quoted theorem
Apply Recursion.

6 Correctness

Once the definition and recursion theorem for Apply become available, the proof
of its correctness and then the correctness of Build and TautChecker are straight-
forward. The only interesting auxiliary function is the interpretation function
IntNode that specifies how a node and a state containing the node determine a
boolean function.

consts IntNode :: "Node × St ⇒ BoolFn"

recdef IntNode "measure (λ(u,s). lev’ u s)"

"IntNode us = (let u = fst us; s = snd us in

if u in s then

(if u = TrueNode then TrueFn

else if u = FalseNode then FalseFn

else λ env. if env ((lev’ u s) - 1)

then IntNode (low’ u s, s) env

else IntNode (high’ u s, s) env)

else arbitrary)"

As for the new notation, lev’ u s , low’ u s and high’ u s are abbreviations
for the components of the record bdd s u, the type BoolFn is just "Env ⇒ bool",
and the environment type Env is "Var ⇒ bool".

Correctness of Apply asserts the relationship between the interpretations of
the two input nodes and the output node. To state it we need the obvious ver-
sion of Apply for boolean functions: BoolFnApply oper f g env = oper (f env)

(g env).

theorem Apply_Correct: " [[u in s; v in s; Apply (oper,u,v) s=(s’,Rslt w) ]]
=⇒ IntNode (w,s’) = BoolFnApply oper (IntNode (u,s)) (IntNode (v,s))"

Correctness of Build is the statement saying that the interpretation of the
node constructed by Build is the boolean function represented (via the obvious
function IntExp) by the expression given as input to Build.



Verifying BDD Algorithms through Monadic Interpretation 193

theorem Build_Correct: " [[goodSt s; Build e s = (s’,Rslt u) ]] =⇒
IntNode (u,s’) = IntExp e"

Correctness of the tautology checker is its soundness property:
theorem TautChecker_Correct:

"out (TautChecker e) s = Rslt True =⇒ IntExp e = TrueFn"

One can also prove the completeness of the tautology checker, saying that if it
terminates with the result False, then the input expression is not a tautology.

7 Completing the Refinement

Formalization of the complete ANSI C language is a formidable challenge but
within reach, as demonstrated by current work of Norish [Nor98] and Papaspy-
rou [Pap01]. Ideally, verification of C programs would use such a formalization,
but for proving properties of a small set of programs partial formalizations could
also be acceptable. BDD programs, for example, can be written in a small frag-
ment of C that we can with little pain interpret monadically in Isabelle.

We have already produced translations of non-atomic BDD programs and
made them a part of an Isabelle theory presented in Section 4. It remains to
add translations of atomic programs and derive the correctness of the whole
translated package. Since Isabelle does not directly support refinement of its
theories, we would have to manually modify the theory file described in Section 4
as follows.

First, the unspecified types St and Node are declared to be equal to the state
and node type used by the C functions. The functions bdd, hash, activeNode,
activeRcrd that extract the abstract tables from the concrete representation of
the state should at this point have straightforward definitions. Finally, atomic
functions are given their concrete definitions and the axiom we previously had
for each of them is now a theorem that needs to be proved.

Clearly, the abstract BDD package of Section 4 can be refined this way to
more than one C implementation. The complexity of the implementation will
not affect the proof of the top-level correctness; it will only show up in the level
of difficulty for the refinement proofs of atomic functions.

Leaving further development to future work, a couple of remarks are in or-
der about features that are critical for good performance, but left out in this
work. First is the memoization of Apply results. Adding it would indeed compli-
cate some of our proofs, but the main reason for this omission is ongoing work
where we expect to formalize a general result about equivalence of recursive
programs with their versions optimized by memoization. Then we have garbage
collection, omitted in the initial phase of this research for reasons of simplicity
and irrelevance for the proof of correctness of the tautology checker. Adding it
is possible at almost no cost in changing existing proofs. Concretely, reference
counts would be added to node records, together with the pertinent atomic func-
tions. The garbage collector would be called by a refined getFreshNode, so we
would need to reprove correctness of that routine assuming the correctness of
the garbage collector.
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8 Related Work

Filliâtre seems to be the first to explore monadic interpretation for verifying
imperative programs. In [Fil01], he presents a far-reaching generalization of the
Floyd-Hoare method, applicable to programs written in an ML-like functional
language, with recursion and references. In the framework of the Coq theorem
prover, he uses a generalized monadic translation and suitable program annota-
tions to automatically generate simpler proof obligations from a given correct-
ness statement. The elegance and power of this system notwithstanding, it is not
clear how well it handles programs with nested recursion. It would be interesting
to see whether the specification predicates (mentioned in Section 5) we found
necessary to prove termination of such functions could be added as annotations
in this framework.

Verification of BDD algorithms has been a subject of active research and the
papers [HPPR98], [VGPA00] and [Sum00] offer proofs done with proof assitants
PVS, Coq and ACL2 respectively. Some go beyond our work so far in that they
cover memoization and/or garbage collection. A common goal of these papers is
to extend the prover with a certified BDD package by means of reflection avail-
able in their respective systems. The resulting packages have high-confidence
and encouraging performance, though still substantially below those of the cor-
responding C-coded implementations.

BDD algorithms are modeled in [VGPA00, Sum00] as functional programs
in “state-threading” style, while the “perfect hashing” trick used in [HPPR98]
makes the state constant. Complexity of the proof effort and the proof assistants’
idiosyncrasies imposed limitations on the form of some of these programs could
be expressed. For example, extra counter parameters are used in [VGPA00] for
recursive BDD programs, even though they are not needed for the algorithm
being defined. In contrast, our work is an attempt to verify BDD algorithms
“in the wild”, that is, expressed as closely as possible to the form they appear
in existing C implementations. Thus, we have emphasized monadic style and
worked hard to allow natural program definitions even if they involve nested
recursion.

9 Conclusions

We have made progress towards our ultimate goal of verifying current C language-
based model checkers. Adopting the monadic interpretation technique, we have
defined an abstract version in Isabelle of the imperative code implementing stan-
dard BDD algorithms. At this level, we proved correctness of the BDD programs,
including the BDD tautology checker. A shallow embedding of a small fragment
of C will allow interpretation of the actual C code. By refinement, verifying
correctness of the C code will be, in virtue of theorems presented in this pa-
per, reduced to proving precisely identified properties of (only) the atomic BDD
functions in the C package.
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Abstract. Bounded Model Checking (BMC) is a technique for encod-
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noticing some properties of the encoding of [2], and we exploit them to
define improvements that make the resulting boolean formulas smaller
or simpler to solve.

1 Motivations and Goals

Model Checking [8,7] is a powerful technique for verifying systems and detecting
errors at early stages of the design process, which is obtaining wide acceptance in
industrial settings. In Model Checking, the specification is expressed in temporal
logic —either Computation Tree Logic (CTL) or Linear temporal Logic (LTL)—
and the system is modeled as a finite state machine (FSM). A traversal algorithm
verifies exhaustively whether the FSM satisfies the property or not. Symbolic
Model Checking uses Ordered Boolean Decision Diagrams (BDDs) [4] to encode
the FSM [5,11].

Recently a new approach for Symbolic Model Checking has been proposed,
called Bounded Model Checking (BMC), which is based on SAT techniques [2].
Given a FSM M and an LTL specification f , the idea is to look for counter-
examples of maximum length k, and to generate a boolean formula which is
satisfiable if and only if such counter-example exists. The boolean formula is
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then given as input to a SAT solver. If the formula is satisfiable, the satisfying
assignment returned is converted into a counter-example execution path.

Since then, the research on bounded model checking has mainly focused on
using effective data structures to encode boolean expression [1,16] or on cus-
tomizing SAT procedures for BMC problems [14]. Moreover, most work have
restricted to the very particular subproblem of reachability [3,1,14,9]. For the
general case, no alternative encoding than that in [2] has been proposed so far.

In this paper, we analyze the encoding of [2], we reveal and prove some basic
properties of the encoding, and we use these properties to define some improve-
ments which make the resulting boolean formula smaller or simpler to solve.
Some of these improvements are currently implemented in the NuSMV sym-
bolic model checker [6] (NuSMV is available at http://nusmv.irst.itc.it).

2 The Basic Encoding

We briefly recall some basic notions and a description of the BMC encoding, as
proposed in [2]. We omit any formal description of the semantics of LTL and of
LTL model checking, which can be found there.

We consider LTL formulas in negative normal form, which are defined as
follows: a propositional literal is a LTL formula; if h and g are LTL formulas,
then h∧g, h∨g, Xg, Gg, Fg, hUg and hRg are LTL formulas, X, G, F, U and
R being the standard “next”, “globally”, “eventually”, “until” and “releases”
temporal operators respectively. We denote by depth(f) the maximum level of
nesting of temporal operators in f . A Kripke Structure M is a tuple 〈S, I, T,L〉
with a finite set of states S, a set of initial states I ⊂ S, a transition relation
T ⊆ S × S and a labeling function L : S → P(A), A being the set of atomic
propositions.

Given M , an LTL formula f and an integer k ≥ 0, the existential bounded
model checking problem M |=k Ef , meaning “there exist an execution path of M
of length k satisfying the temporal property f”, is equivalent to the satisfiability
problem of a boolean formula [[M, f ]]k defined as follows:

[[M, f ]]k := [[M ]]k ∧ [[f ]]k (1)

where

[[M ]]k := I(s0) ∧
k−1∧
i=0

T (si, si+1), (2)

[[f ]]k := (¬Lk ∧ [[f ]]0k) ∨
k∨

l=0

( lLk ∧ l[[f ]]0k), (3)

lLk := T (sk, sl), Lk :=
∨k

l=0 lLk, [[f ]]ik and l[[f ]]ik are described in Table 1.
(If f is boolean, we denote by fi the value of f at step i.) Intuitively,

– [[M, f ]]k represents the paths of length k which are compatible with the
initial conditions and the transition relation, and satisfy f ;
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f [[f ]]ik l[[f ]]
i
k

p pi pi

¬p ¬pi ¬pi

h ∧ g [[h]]ik ∧ [[g]]ik l[[h]]
i
k ∧ l[[g]]

i
k

h ∨ g [[h]]ik ∨ [[g]]ik l[[h]]
i
k ∨ l[[g]]

i
k

Xg
[[g]]i+1

k if i < k
⊥ otherwise.

l[[g]]
i+1
k if i < k

l[[g]]
l
k otherwise.

Gg ⊥ ∧k

j=min(i,l) l[[g]]
j
k

Fg
∨k

j=i
[[g]]jk

∨k

j=min(i,l) l[[g]]
j
k

hUg
∨k

j=i

(
[[g]]jk ∧

∧j−1

n=i
[[h]]nk

) ∨k

j=i

(
l[[g]]

j
k ∧
∧j−1

n=i l[[h]]
n
k

)
∨∨i−1

j=l

(
l[[g]]

j
k ∧
∧k

n=i l[[h]]
n
k ∧
∧j−1

n=l l[[h]]
n
k

)

hRg
∨k

j=i

(
[[h]]jk ∧

∧j

n=i
[[g]]nk

) ∧k

j=min(i,l) l[[g]]
j
k ∨∨k

j=i

(
l[[h]]

j
k ∧
∧j

n=i l[[g]]
n
k

)
∨∨i−1

j=l

(
l[[h]]

j
k ∧
∧k

n=i l[[g]]
n
k ∧
∧j

n=l l[[g]]
n
k

)

Table 1. Recursive definition of [[f ]]ik and l[[f ]]ik.

– [[M ]]k represents the paths which are compatible with the initial conditions
and the transition relation;

– [[f ]]k represents the paths which satisfy f ;
– lLk represents the transition from step k to step l, which induces a loop;
– Lk represents the disjunction of every transitions from step k to a step l;
– [[f ]]0k represents the paths which satisfy f , if there is no loop from step k
to any step l ≤ k;

– l[[f ]]0k represents the paths which satisfy f , if there is a loop from step k to
step l.

Of course, the method is not complete, in the sense that, if [[M, f ]]k is
unsatisfiable (that is, M �|=k Ef) then nothing can be said about the existence
of paths of length ≥ k. 1 Of course, there is a maximum value of k, called
the diameter of the problem, after which we can conclude there is no solution.
Unfortunately, such value is typically very big and very hard to compute [3].
Thus, the typical technique is to generate and solve [[M, f ]]k for increasing
values of k = 0, 1, 2, 3, . . . , until either a satisfying path is found, or a given
timeout is reached.

Notice that, a path of length k satisfying an LTL formula f (i.e. such that
M |=k Ef) corresponds to a counter-example for the universal model checking
problem M |= A¬f , meaning “for all computation path the LTL property ¬f is
satisfied”.

1 This should not be a surprise, as LTL model checking is PSPACE-complete, while
SAT is NP-complete.
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3 Problems with the Basic Encoding

In this paper we assume that all the boolean formulas are represented by binary
directed acyclic graphs (DAGs) so that all common subformulas are shared. 2

These formulas keep reasonably small, but are not canonical, in the sense that
the DAG representation of logically equivalent formulas is not unique. The DAG
representing [[M, f ]]k is CNF-ized by means of a labeling CNF conversion (see.
e.g., [12,10]). Remarkably, this conversion avoids the exponential explosion in
size, but forces the introduction of new boolean variables. Moreover, the resulting
formula is not logically equivalent to the previous one, but it is only equally
satisfiable.

A key problem with the encoding described in Section 2 is that in many
cases it produces redundant formulas. For instance, if we consider the standard
reachability problem s.t. f = Fg with g boolean and we apply straightforwardly
(3) and the encodings of Table 1, we have:

[[Fg]]k =


(¬

k∨
l=0

lLk ∧
k∨

j=0

gj) ∨
k∨

l=0

( lLk ∧
k∨

j=0

gj)


 . (4)

The DAG structure allows for sharing the
∨k

j=0 gj and lLk terms, but it cannot
simplify (4) any further. On the other hand, we will see later that in this case
[[Fg]]k =

∨k
j=0 gj, that is, all the lLk terms can be dropped.

In general, there are often simplifications which can be done, e.g., by simply
applying DeMorgan’s rules and/or the associativity of conjuncts and disjuncts,
or by recognizing properties due to the semantics of subformulas. In this paper
we identified some of these simplifications, thus allowing for their application in
the encoding algorithm. The identified simplifications aim to speed up the SAT
solver in answering the submitted problem.

4 Optimizations to the Encoding

Analyzing (1), (2), (3) and the inductive definitions of [[f ]]ik and l[[f ]]ik in
Table 1, we notice some properties which allow for introducing significant im-
provements in the size of the encodings. In the following we denote by f |= g
propositional model entailment.

4.1 Removing the “¬Lk” Component

Property 1. For all LTL formulas f and for all i, l, k s.t. 0 ≤ i ≤ k and 0 ≤ l ≤ k,

[[f ]]ik |= l[[f ]]ik (5)

2 Noteworthy cases of efficient implementation of DAGs are Reduced Boolean Circuits
(RBCs) [1] and Boolean Expression Diagrams (BEDs) [16].



200 Alessandro Cimatti et al.

Proof. The result comes from the inductive definitions of [[f ]]ik and l[[f ]]ik in
Table 1, by induction on the structure of f . We recall that, in propositional
logic, if f1 |= g1 and f2 |= g2, then f1 ∧ f2 |= g1 ∧ g2 and f1 ∨ f2 |= g1 ∨ g2, and
h |= h[g1/f1]+, where h[g1/f1]+ is obtained by substituting positive occurrences
of f1 with g1 in h.

– If f ∈ {p,¬p}, then [[f ]]ik = l[[f ]]ik.

We assume by inductive hypothesis that [[h]]ik |= l[[h]]ik and [[g]]ik |= l[[g]]ik.
Thus:

– [[h]]ik ∧ [[g]]ik |= l[[h]]ik ∧ l[[g]]ik and [[h]]ik ∨ [[g]]ik |= l[[h]]ik ∨ l[[g]]ik.
– [[Xg]]ik |= l[[Xg]]ik and [[Gg]]ik |= l[[Gg]]ik, as ⊥ |= f for every f .
– [[Fg]]ik |= l[[Fg]]ik, [[hUg]]ik |= l[[hUg]]ik, [[hRg]]ik |= l[[hRg]]ik, as
they are all in the form “ [[f ]]ik |= [[f ]]ik[h/ lh,g/ lg]+ ∨ F ∗”, where
[[f ]]ik[h/ lh,g/ lg]+ is the formula obtained by substituting the positive
occurrences of [[h]]jk’s and [[g]]jk’s with the respective l[[h]]

j
k’s and l[[g]]

j
k’s

in [[f ]]ik.

2

Property 2. The boolean expression [[f ]]k defined in (3) is logically equivalent
to

[[f ]]0k ∨
k∨

l=0

( lLk ∧ l[[f ]]0k). (6)

Proof. If µ is a model for (¬Lk ∧ [[f ]]0k)∨
∨k

l=0( lLk∧ l[[f ]]0k), then it is trivially
a model also for ( [[f ]]0k ∨

∨k
l=0( lLk ∧ l[[f ]]0k)). Vice-versa, if µ is a model for

( [[f ]]0k∨
∨k

l=0( lLk∧ l[[f ]]0k)), then either it is a model for
∨k

l=0( lLk∧ l[[f ]]0k) or
it is not. In the first case, µ is also a model for (3). In the second case, µ |= [[f ]]0k
and, for every l, µ �|= ( lLk ∧ l[[f ]]0k). From Property 1 for every l µ |= l[[f ]]0k,
thus µ �|= lLk. Therefore, µ |= ¬Lk, and thus it is a model for (3).

2

Thus, in (3) the “¬Lk” component is redundant and can be dropped.

4.2 Encodings Ad Hoc when depth(f) ≤ 1

In this section we borrow from [13] some ideas from their encodings of CTL
specifications of the form {AXg,AGg,AFg,A[hUg],A[hRg]}, with h and g
boolean, which we generalize to every LTL formula f s.t. depth(f) ≤1. 3

Property 3. If l[[f ]]0k does not vary with l (we denote it by ∗[[f ]]0k), then we
have:

[[f ]]k = [[f ]]0k ∨ (Lk ∧ ∗[[f ]]0k). (7)
3 Notice that our encodings are dual w.r.t. those defined in [13] as here f is the negation
of the specification.
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Proof. From (6), we have:

[[f ]]k = [[f ]]0k ∨
∨k

l=0( lLk ∧ ∗[[f ]]0k)
= [[f ]]0k ∨ (

∨k
l=0 lLk ∧ ∗[[f ]]0k)

= [[f ]]0k ∨ (Lk ∧ ∗[[f ]]0k).

2

Property 4. If l[[f ]]0k does not vary with l, and if there exists a formula F ∗
k such

that l[[f ]]0k can be rewritten as l[[f ]]0k = ( [[f ]]0k ∨ F ∗
k ), then we have:

[[f ]]k = [[f ]]0k ∨ (Lk ∧ F ∗
k ). (8)

Proof. Starting from (7), we can factorize the common term [[f ]]0k:

[[f ]]k = [[f ]]0k ∨ (Lk ∧ ( [[f ]]0k ∨ F ∗
k ))

= [[f ]]0k ∨ (Lk ∧ [[f ]]0k) ∨ (Lk ∧ F ∗
k )

= [[f ]]0k ∨ (Lk ∧ F ∗
k ).

2

As a particular case, if l[[f ]]0k = [[f ]]0k, then F ∗
k = ⊥ and thus [[f ]]k = [[f ]]0k.

Property 5. If depth(f) ≤ 1, then l[[f ]]0k = ∗[[f ]]0k does not vary with l. Thus,
by Property 3 we have:

[[f ]]k = [[f ]]0k ∨ (Lk ∧ ∗[[f ]]0k). (9)

Proof. The result comes from Table 1 by induction on the structure of f .

– If f ∈ {p,¬p}, then l[[f ]]ik does not vary with l, for every i.
– If l[[h]]ik and l[[g]]ik do not vary with l, then neither do l[[h]]ik ∧ l[[g]]ik and

l[[h]]ik ∨ l[[g]]ik, for every i.

If h and g are boolean, then l[[g]]ik and l[[h]]ik do not vary with l, for every i.
Thus:

– If i = 0, then i < k except when k = 0, in which case l = i = k = 0. Thus,
l[[Xg]]0k does not vary with l.

– min(0, l) = 0, thus l[[Gg]]0k l[[Fg]]0k do not vary with l.
– as i = 0, the terms

∨i−1
j=l . . . are null. Thus, l[[hUg]]0k and l[[hRg]]0k do not

vary with l.

2

Thus, when depth(f) ≤ 1, [[f ]]k can be rewritten into the much simpler expres-
sion (9) or even into (8) if l[[f ]]0k = [[f ]]0k ∨ F ∗

k for some F ∗
k .
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f [[f ]]0k ∗[[f ]]0k [[f ]]k

g g0 g0 g0

Xg
g1 if k > 0
⊥ otherwise.

g1 if k > 0
g0 otherwise.

g1 if k > 0

0L0 ∧ g0 otherwise.

Gg ⊥ ∧k

j=0
gj Lk ∧

∧k

j=0
gj

Fg
∨k

j=0
gj

∨k

j=0
gj

∨k

j=0
gj

hUg
∨k

j=0

(
gj ∧

∧j−1

n=0
hn

) ∨k

j=0

(
gj ∧

∧j−1

n=0
hn

) ∨k

j=0

(
gj ∧

∧j−1

n=0
hn

)
hRg

∨k

j=0

(
hj ∧

∧j

n=0
gn

) ∧k

j=0
gj ∨

∨k

j=0

(
hj ∧

∧j

n=0
gn

)
∨∨k

j=0

(
hj ∧

∧j

n=0
gn

)
(Lk ∧

∧k

j=0
gj)

Table 2. [[f ]]ik, ∗[[f ]]ik and [[f ]]k, f ∈ {g,Xg,Gg,Fg, hUg, hRg}, h, g boolean.

Example 1. Consider the LTL model checking problem M |= A((hUg)→ Gp),
and its corresponding BMC problem M |=k Ef , f being ((hUg)∧F¬p), h, g and
p being boolean. We have [[f ]]0k = l[[f ]]0k =

∨k
j=0

(
gj ∧

∧j−1
n=0 hn

)
∧∨k

j=0 ¬pj ,

F ∗ = ⊥, thus from (8), [[f ]]k = [[f ]]0k.
3

This is not a formula of the kind addressed by [13]. However, if we restrict to
f ∈ {g,Xg,Gg,Fg, hUg, hRg} with h, g boolean, then we can apply (9) and
obtain the same results as in [13], as shown in Table 2.

As final remark we can notice that, when depth(f) > 1 it is in general the
case that [[f ]]ik is not a subformula of l[[f ]]ik. This property can be exploited
to simplify the work of the SAT solver as it will be shown in Section 5.

4.3 Handling Fairness Constraints: f = GFg, g boolean

We consider here the encoding of fairness constraints, that is, LTL formulas
in the form “GFg”, g being a boolean formula. From Table 1 we have that
[[GFg]]ik = ⊥ and that

l[[GFg]]0k =
k∧

i=0

k∨
j=min(i,l)

gj . (10)

We subdivide the external conjunction in two parts: for i < l, —outside the
loop— and for i ≥ l —inside the loop. Inside the first conjunct, we further
subdivide the disjunction in two parts: for i < l, —outside the loop— and for
i ≥ l —inside the loop (11). The underlined term

∨k
j=l gj in both conjuncts

of (11) does not vary with i, thus we can take it out from their respective
conjunctions:
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l[[GFg]]0k =
l−1∧
i=0




l−1∨
j=i

gj ∨
k∨

j=l

gj


 ∧

k∧
i=l

k∨
j=l

gj (11)

=




l−1∧
i=0

l−1∨
j=i

gj ∨
k∨

j=l

gj


 ∧

k∨
j=l

gj

=
k∨

j=l

gj. (12)

Intuitively, l[[GFg]]0k holds if and only if gj holds in at least one of the internal
states of the loop. From (3) and (12) we have thus:

[[
∧
r

GFg(r) ∧ f ]]k =
k∨

l=0




lLk ∧
∧
r

k∨
j=l

gj
(r) ∧ l[[f ]]0k


 (13)

which represents the case of bounded model checking M |=k Ef under the set of
fairness constraints {GFg(r)}r. Intuitively, (13) means “there is a loop in which
f holds s.t., for each g(r), there is a state sj in the loop in which g(r) holds”.
Again, if l[[f ]]0k does not depend on l, it can be extracted from the disjunction:

[[
∧
r

GFg(r) ∧ f ]]k = ∗[[f ]]0k ∧
k∨

l=0




lLk ∧
∧
r

k∨
j=l

gj
(r)


 . (14)

Notice that, if we have only one fairness constraint GFg, we can rewrite (13) as:

[[GFg ∧ f ]]k =
k∨

l=0




k∨
j=l

gj ∧ lLk ∧ l[[f ]]0k




=
k∨

l=0

k∨
j=l

(
gj ∧ ( lLk ∧ l[[f ]]0k)

)

=
k∨

j=0

j∨
l=0

(
gj ∧ lLk ∧ l[[f ]]0k

)

=
k∨

j=0

(
gj ∧

j∨
l=0

( lLk ∧ l[[f ]]0k)

)
. (15)

Intuitively, (15) means “there is a state sj in which g holds, s.t. there is a loop
containing sj in which f holds”. This means lifting to the top of the formula
the boolean constraint gj –which typically come straightforwardly from primary
inputs.
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Fig. 1. [[hUg]]0k = l[[hUg]]0k, g, h boolean. Left: as in (16). Right: as in (17).

4.4 “Tableau-Style” Encodings for f = hUg and f = hRg

Consider f = hUg, h and g being generic LTL formulas. From Table 1, for i = 0
we have that

[[hUg]]0k =

( [[g]]0k ∨
(( [[g]]1k∧ [[h]]0k ) ∨
(( [[g]]2k∧ ( [[h]]0k ∧ [[h]]1k ) ) ∨
(( [[g]]3k∧ (( [[h]]0k ∧ [[h]]1k ) ∧ [[h]]2k ) ) ∨

. . . . . .
)))) . . . ))

(16)

we notice that each [[h]]ik is a common conjunct from the i + 2-th conjunction
onward. Thus, factorizing iteratively the [[h]]ik’s, we obtain:

[[hUg]]0k =

( [[g]]0k ∨
( [[h]]0k ∧ ( [[g]]1k ∨

( [[h]]1k ∧ ( [[g]]2k ∨
( [[h]]2k ∧ ( [[g]]3k ∨

. . . . . . . . .
) )) )) )) . . .

(17)

Analogous transformations can be done for [[hUg]]ik, l[[hUg]]0k and l[[hUg]]ik.
A comparison of the (DAG of the) encodings in (16) and (17), with h and

g boolean, is represented in Figure 1. The second encoding requires about 2 · k
new nodes, while the first, even with the best factorization, requires about 3 · k
nodes.

Intuitively, the encoding (17) can be seen as a straightforward application of
the recursive expansion:

hUg = g ∨ (h ∧X(hUg)), (18)
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which is the basis of the tableau encoding of LTL formulas into automata [15]. For
this reason, we call this kind of encodings “tableau-style”. Analogous encodings
can be produced for [[hRg]]ik and l[[hRg]]ik.

The tableau-style encodings are logically equivalent to those of Table 1,
thus properties 1 and 2 still hold and, if depth(f) ≤ 1, then we still have that
∗[[hUg]]0k = [[hUg]]0k and ∗[[hRg]]0k =

∧k
j=0 gj∨ [[hRg]]0k. As a consequence, the

optimizations described in Sections 4.1 and 4.2 apply to tableau-style encodings
as well.

5 Adding Implicit Constraints

Property 1 suggests a further optimization to apply to (3) to speed up the work
of the SAT solver. In Section 4.2 we noticed that if depth(f) > 1, then [[f ]]ik is
not necessarily a subformula of l[[f ]]ik. Thus, when the SAT solver has assigned
(the labeling variable of) [[f ]]ik to true, in general it may need extra search to
infer that the l[[f ]]ik’s are true; vice-versa, when it has assigned one l[[f ]]ik to
false, it may need extra search to infer that [[f ]]ik is false.

Thus, the idea is to add a series of constraints to the resulting DAG of
[[M, f ]]k, to speed up the search. If g is a subformula of f s.t. depth(f) >
depth(g) > 1, then for every i and l such that [[g]]ik and l[[g]]ik occur in the
DAG of [[M, f ]]k, the subformula:

¬ [[g]]ik ∨ l[[g]]ik (19)

is added to the DAG of [[M, f ]]k.
As both [[g]]ik and l[[g]]ik already occur in the DAG, the subformula (19)

is simply a binary clause in the labeling variables of [[g]]ik and l[[g]]ik. Thus,
when the SAT solver has assigned (the labeling variable of) [[g]]ik to true, then it
assigns to true also all the l[[g]]ik’s by simple unit propagation, and vice-versa. If
depth(f) = depth(g) > 1, then only the l[[g]]0k’s occur in the DAG of [[M, f ]]k,
thus only the constraints in ¬ [[g]]0k ∨ l[[g]]0k are added, for all l. On the whole,
this corresponds to add to the DAG of [[M, f ]]k the formula

∧

g ⊆ f :
depth(g) =

depth(f) > 1

k∧
l=0

(¬ [[g]]0k ∨ l[[g]]0k
) ∧

∧

g ⊂ f :
depth(f) >

depth(g) > 1

k∧
i=0

k∧
l=0

(¬ [[g]]ik ∨ l[[g]]ik
)
,

(20)
which corresponds to add O(k2 · |f |) binary constraints.

6 Exploiting the Associativity Order

The main reason why we use DAGs to represent propositional formulas is that
they allow for sharing a lot of subformulas, reducing thus the size and num-
ber of extra variables of the resulting CNF-ized formula submitted to the SAT
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solver [12,10]. Unfortunately, using DAG representation does not help to rec-
ognize as identical two formulas which differ only modulo associativity of ∧,∨,
like, e.g., (p ∧ (q ∧ r)) and (p ∧ q) ∧ r)). When encoding complex LTL formulas
the problem becomes very relevant, and it requires some care.

Consider for example the case of f = hUg, with h and g boolean, and consider
the j-th disjunct

∧j−1
n=0 hn in Table 2. If the conjuncts are associated left-to-right:

j : (h1 ∧ (h2 ∧ (. . . ∧ (hj−2 ∧ hj−1))) . . . ))) (21)
j + 1 : (h1 ∧ (h2 ∧ (. . . ∧ (hj−2 ∧ (hj−1 ∧ hj)))) . . . ))), (22)

then the DAGs cannot share any sub-formula of the conjunction. If, instead, the
conjuncts are associated right-to-left:

j : ((((. . . (h1 ∧ h2) . . . ∧ hj−2) ∧ hj−1) (23)
j + 1 : ((((. . . (h1 ∧ h2) . . . ∧ hj−2) ∧ hj−1) ∧ hj) (24)

then the DAGs share the components ((((. . . (h1 ∧ h2) . . . ∧ hi), as in Figure 1
(left). If we consider instead the example of f = GFg with g boolean (13), in
order to let the DAG share the common disjuncts, the terms Gk

l =
∨k

j=l gj must
be associated in the opposite way:

Gk
l : (gl∨ (gl+1 ∨ . . . (gk−2 ∨ (gk−1 ∨ gk)) . . . )))) (25)

Gk
l+1 : (gl+1 ∨ . . . (gk−2 ∨ (gk−1 ∨ gk)) . . . ))). (26)

Thus, using DAGs with more complex LTL formulas, it is very important to
decide each time the best associativity order of the conjuncts to maximize the
sharing of common nodes by DAGs.

7 Conclusions and Future Works

In this paper we identified some simplifications of the encoding of bounded model
checking problems into propositional satisfiability problems. These simplifica-
tions aim to reduce the effort of the SAT solvers in this problem. We are currently
integrating the defined optimizations within NuSMV. Preliminary experiments
on the problems proposed in [2] (not reported here for lack of space) confirm
that these optimizations lead to a reduction on the size of the CNF formulas
submitted to the SAT solver, and to a significant reduction in the time required
by the SAT solver to return an answer.

Future work goes in two main directions. The first one consists in completing
the integration of all the simplifications defined in this paper within NuSMV.
The second direction consists in performing an exhaustive experimental analysis
aimed, from one hand, to show the effectiveness of the devised simplifications,
and from the other hand, to possibly discover new ones. A crucial point to
perform a detailed experimental analysis is the lack of a standard benchmark
suite for evaluating the performances of the encoding algorithms. As part of this
task, we are working on the definition of a benchmark suite for bounded model
checking problems.
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Abstract. We study automatic methods for establishing P-validity (va-
lidity with probability 1) of simple temporal properties over finite-state
probabilistic systems. The proposed approach replaces P-validity with
validity over a non-probabilistic version of the system, in which prob-
abilistic choices are replaced by non-deterministic choices constrained
by compassion (strong fairness) requirements. “Simple” properties are
temporal properties whose only temporal operators are 1 (eventually)
and its dual 0 (always). In general, the appropriate compassion re-
quirements are “global,” since they involve global states of the system.
Yet, in many cases they can be transformed into “local” requirements,
which enables their verification by model checkers. We demonstrate our
methodology of translating the problem of P-validity into that of verifi-
cation of a system with local compassion requirement on the “courteous
philosophers” algorithm of [LR81], a parameterized probabilistic system
that is notoriously difficult to verify, and outline a verification of the
algorithm that was obtained by the tlv model checker.

1 Introduction

Probabilistic elements have been introduced into concurrent systems in the early
1980s to provide solutions (with high probability) to problems that do not
have deterministic solutions. Among the pioneers of probabilistic protocols were
([LR81, Rab82]). One of the most challenging problems in the study of prob-
abilistic protocols has been their formal verification. While methodologies for
proving safety (invariance) properties still hold for probabilistic protocols, for-
mal verification of their liveness properties has been, and still is, a challenge. The
main difficulty stems from the two types of nondeterminism that occur in such
programs: Their asynchronous execution, that assumes a hostile (though some-
what fair) scheduler, and the nondeterminism associated with the probabilistic
actions, that assumes an even-handed scheduler.
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It had been realized that if one only wants to prove that a certain property
is P-valid , i.e., holds with probability 1 over all executions of a system, this
can be accomplished, for finite-state systems, in a manner that is completely
independent of the precise probabilities. Decidability of P-validity had been first
established in [HSP82] for termination properties over finite-state systems, using
a methodology that is graph-theoretic in nature. The work in [PZ86b] extends
the [HSP82] method and presents deductive proof rules for proving P-validity
for termination properties of finite-state program. The work in [PZ86a, PZ93]
presents sound and complete methodology for establishing P-validity of gen-
eral temporal properties over probabilistic systems, and [VW86, PZ86a, PZ93]
describe model checking procedure for the finite-state case.

The emerging interest in embedded systems brought forth a surge of research
in automatic verification of parameterized systems, that, having unbounded
number of states, are not easily amendable to model checking techniques. In
fact, verification of such systems is known to be undecidable [AK86]. Much of
the recent research has been devoted to identifying conditions that enable au-
tomatic verification of such systems, and abstraction tools to facilitate the task
(e.g., [KP00, APR+01, EN95, EN96, EK00, PRZ01].)

Many of the probabilistic protocols that have been proposed and studied
(e.g., [LR81, Rab82, PZ86b, CLP84]) are parameterized. An obvious question
is therefore whether we can combine verification tools of parameterized systems
with those of probabilistic ones. The work in [PZ86b] provides several examples
of deductive verification of parameterized probabilistic systems, including the
free philosophers algorithm of [LR81] that guarantees livelock freedom of the
system. A verification of the more complex courteous philosophers algorithm of
[LR81] is in [L85], using a methodology that cannot be automated.

The main additional difficulty encountered when verifying probabilistic pro-
grams is “probabilistic fairness” – the fairness requirement over computations
that suffices to replace measure-theoretic considerations. In this paper we study
the problem of automatic verification of P-validity of probabilistic systems using
a method that is also applicable to the verification of parameterized probabilistic
systems. We show how, for the case of simple temporal properties, probabilis-
tic systems can be translated into non-probabilistic systems by replacing the
probabilistic fairness with compassion (strong fairness.) “Simple” properties are
temporal properties whose only temporal operator are 1 (eventually) and its
dual 0 (always). While this, of course, impairs the expressive power of the
properties proven, it encompasses almost all properties of probabilistic protocols
that have been studied. The compassion requirements obtained, however, are
many and global (i.e., are with respect to global states.) Consequently, the sys-
tems obtained are not easily accommodated by most model checkers, that expect
compassion requirements to be local. In many cases, and almost all of those we
have studied, it is possible to transform the new compassion requirements into
few local ones.

We demonstrate our methodology of translating the problem of P-validity
into that of verification of a system with local compassion requirement on the
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“courteous philosopher” algorithm of [LR81], a parameterized probabilistic sys-
tem that is notoriously difficult to verify. We describe the automatic verifica-
tion of the algorithm obtained using tlv [PS96], the Weizmann Institute’s pro-
grammable model checker.

2 Fair Discrete Systems

As a computational model for reactive systems we take the model of fair discrete
systems (fds) [KP00], which is a slight variation on the model of fair transition
system [MP95]. Under this model, a system S : 〈V,O,W,Θ, ρ,J , C〉 consists of
the following components:

• V : A finite set of typed system variables, containing data and control vari-
ables. A state s is an assignment of type-compatible values to the system
variables V . For a set of variables U ⊆ V , we denote by s[U ] the set of values
assigned by state s to the variables U . The set of states over V is denoted
by Σ. In this paper, we assume that Σ is finite.
• O ⊆ V : A subset of observable variables. These are the variables which can
be externally observed.
• W ⊆ V : A subset of owned variables. These are variables which only the
system itself can modify. All other variables can also be modified by steps
of the environment.
• Θ: The initial condition – an assertion (first-order state formula) character-
izing the initial states.
• ρ: A transition relation – an assertion ρ(V, V ′), relating the values V of the
variables in state s ∈ Σ to the values V ′ in an ρ-successor state s′ ∈ Σ.
• J : A set of justice (weak fairness) requirements . The justice requirement

J ∈ J is an assertion, intended to guarantee that every computation contains
infinitely many J-states (states satisfying J).
• C: A set of compassion (strong fairness) requirements . Each compassion
requirement is a pair 〈p, q〉 ∈ C of assertions, intended to guarantee that
every computation containing infinitely many p-states also contains infinitely
many q-states.

We require that every state s ∈ Σ has at least one ρ-successor. This is often
ensured by including in ρ the idling disjunct V = V ′ (also called the stuttering
step). In such cases, every state s is its own ρ-successor. A system is said to be
closed if W = V , i.e., all variables are owned by the system.

Let σ : s0, s1, s2, ..., be an infinite sequence of states, ϕ be an assertion, and
let j ≥ 0 be a natural number. We say that j is a ϕ-position of σ if sj is a
ϕ-state.

Let S be an fds for which the above components have been identified.
We define an (open) computation of S to be an infinite sequence of states
σ : s0, s1, s2, ..., satisfying the following requirements:
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• Initiality: s0 is initial, i.e., s0 |= Θ.
• Consecution: For each j = 0, 1, ...,

s2j+1[W ] = s2j [W ]. That is, s2j+1 and s2j agree on the interpretation of
the owned variables W .
s2j+2 is a ρ-successor of s2j+1.

• Justice: For each J ∈ J , σ contains infinitely many J-positions
• Compassion: For each 〈p, q〉 ∈ C, if σ contains infinitely many p-positions,

it must also contain infinitely many q-positions.

According to this definition, system and environment steps strictly interleave.
Since both the system and environment allow stuttering steps, this is not a
serious restriction.

For an fds S, we denote by Comp(S) the set of all computations of S. A
property is a (next- and previous-free) propositional linear time temporal logic,
possibly including past operators, over the states of S. A property ϕ is valid over
S is σ |= ϕ for every σ ∈ Comp(S).

Systems S1 and S2 are compatible if their sets of owned variables are disjoint,
and the intersection of their variables is observable in both systems. For com-
patible systems S1 and S2, the parallel composition of S1 and S2, denoted by
S1 ‖ S2, is the fds whose sets of variables, observable variables, owned variables,
justice, and compassion sets are the unions of the corresponding sets in the two
systems, whose initial condition is the conjunction of the initial conditions, and
whose transition relation is the disjunction of the two transition relations. Thus,
a step in an execution of the new system is a step of system S1, or a step of
system S2, or an environment step.

An observation of S is a projection of S-computation onto O. We denote
by Obs(S) the set of all observations of S. Systems SC and SA are said to be
comparable if they have the same sets of observable variables, i.e., OC = OA .
System SA, is said to be an abstraction of the comparable system SC , denoted
SC 
 SA if Obs(SA) ⊆ Obs(SC). The abstraction relation is reflexive, transitive,
and compositional, that is, whenever SC 
 SA then (SC ‖Q) 
 (SA ‖Q). It is
also property restricting. That is, if SC 
 SA then SA |= p implies that SC |= p.

All our concrete examples are given in spl (Simple Programming Language),
which is used to represent concurrent programs (e.g., [MP95, MAB+94]). Every
spl program can be compiled into an fds in a straightforward manner. In partic-
ular, every statement in an spl program contributes a disjunct to the transition
relation. For example, the assignment statement

�0 : y := x+ 1; �1 :

can be executed when control is at location �0. When executed, it assigns x+1 to
y while control moves from �0 to �1. This statement contributes to ρ the disjunct

ρ�0 : at−�0 ∧ at−�′1 ∧ y′ = x+ 1 ∧ x′ = x.

The predicates at−�0 and at−�′1 stand, respectively, for the assertions πi = 0 and
π′
i = 1, where πi is the control variable denoting the current location within the
process to which the statement belongs.
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3 Parameterized Systems and Their Verification

A parameterized FDS is a system S(N) = P [1] ‖ . . . ‖ P [N ], where the P [i]’s
are symmetric SPL programs. For each value of N > 0, S(N) is an instantiation
of an FDS. We are interested in properties that hold for every process in the
system. Because of symmetry, we can express them in terms of one process,
say P [1]. Thus, we are interested in properties of the type ϕ(1), where ϕ(1)
is a temporal formula referring only to variables that are known to P [1]. The
problem of parameterized verification is to show that ϕ(1) is valid (P-valid) over
S(N) for every N . A similar situation exists if we are interested in properties,
such as mutual exclusion, which involve two contiguous processes. In this case,
we can test these properties by checking whether a property ψ(1, 2) holds for
the specific processes P [1] and P [2], for every value of N > 2.

Parametric verification is known to be undecidable (see, e.g., [AK86]). Recent
research has focused on methodologies to identify systems and properties for
which the problem of parametric verification is decidable, and, for these systems,
to provide for semi- or fully- automatic verification.

One of the main ideas that have been proposed is to identify some number,
say N0, such that validity of ϕ(1) over S[N ′] for every N ′ ≤ N0 suffices to
establish its validity for all N ′ ≥ N [APR+01, EN95, EN96, EK00, PRZ01].

To prove the liveness property of a parameterized system, we propose a vari-
ant of the network invariant strategy of [KP00] (see also [WL89, BCG86, CGJ95],
[KM95]). The approach is described by:

1. Divine a network invariant I which is an fds intended to provide an ab-
straction for the parallel composition of P2 ‖ · · · ‖Pn for any n ≥ c for some
small constant c.

2. Confirm that I is indeed a network invariant, by verifying that P2 
 I and
that (I ‖P2) 
 I.

3. Model check P1 ‖ I |= p.
4. Conclude that S(N) |= p for every N > 1.

The crucial step in establishing that a candidate I is a good network invariant
is in proving the refinement (
) relation between systems. Usually, the abstract
system has significantly more non-determinism than the concrete system. Thus,
showing the every concrete step has a unique abstract step that maps to it
(and preserves the value of the observable variables) may be quite complicated.
Indeed, it has been our experience that a significant part of the effort of proving
refinement is devoted to “guiding” tlv to find the abstract step that maps to a
concrete step.

4 Example: Deterministic Dining Philosophers

The purpose of this example is twofold: To show a parameterized system and
outline its verification, and to present the problem of the dining philosophers
that we look at more carefully in Section 6.
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Assume there are N > 2 processes (philosophers) arranged in a ring (sitting
around a table) numbered counter-clockwise P1, . . . , PN . Let i⊕1 = (i mod N)+
1 and i�1 = (i−2 mod N)+1. These definitions lead to the facts that N⊕1 = 1
and 1 � 1 = N . Every two adjacent philosophers, Pi and Pi⊕1, share a com-
mon fork, y[i ⊕ 1]. A description of a typical portion of the table is in Fig. 1.
Philosophers spend most of their lives thinking (non-critical), however, occasion-

  

�

�

�

Pi

�

�

�

Pi⊕1Pi�1

y[i ⊕ 1]y[i]

Fig. 1. Part of The Table

ally a philosopher may become hungry. In order to eat, a philosopher needs to
obtain both its adjacent forks. A solution to the dining philosophers problem is
a program for the philosophers, that guarantees that no two adjacent philoso-
phers eat simultaneously, and that every hungry philosopher eventually eats. It
is well known that if the system is fully symmetric, there are no deterministic
solutions to the problem. An almost symmetric solution, using semaphores for
the forks, is presented in the spl program described in Fig. 2. The system is
“almost symmetric” since all processes, but one, follow the same protocol, while
the singled out process (P [1]) follows a different protocol: A “regular’ philoso-
pher P [i], i > 1, reaches first for its left fork and then for its right fork. The
“contrary” philosopher P [1] reaches first for its right fork and then for its left
fork.

in n : integer where n ≥ 2
local c : array [1..n] where c = 1

n

j=2

P [j] ::

2
666666664

�0 : loop forever do2
6666664

�1 : NonCritical
�2 : request y[j]
�3 : request y[j ⊕ 1]
�4 : Critical
�5 : release y[j]
�6 : release y[j ⊕ 1]

3
7777775

3
777777775

P [1] ::

2
666666664

�0 : loop forever do2
6666664

�1 : NonCritical
�2 : request y[2]
�3 : request y[1]
�4 : Critical
�5 : release y[2]
�6 : release y[1]

3
7777775

3
777777775

Fig. 2. A deterministic solution with one contrary philosopher.



214 Lenore Zuck, Amir Pnueli, and Yonit Kesten

The liveness property of the system is:

0 (at−�2[1] → 1 (at−�4[1])),

We now outline two different (and successful) network invariant strategies
used for obtaining the liveness property of the protocol. In both, we view each
regular philosopher as a system P (left, right), where the semaphores left and
right are the only observables. We seek an invariant I(left, right) which is an
abstraction of the philosophers chain

S[k] ::
[
local f : array[2..k] of boolean where f = 1
P (left, f [2]) ‖ P (f [2], f [3]) ‖ · · · ‖ P (f [k], right)

]

for every k ≥ 2. This means that any (left, right)-observation of S[k] is matched
by a corresponding (left, right)-observation of I(left, right).

Abstraction 1: The “two-halves”. Observing how the two border members of
S[k] manipulate the obesrvables left and right, led, after experimentation to an
abstraction consisting of the composition of a left half philosopher and a right
half philosopher, as presented in Fig. 3.

L(left) ::

2
666666664

�0 : loop forever do2
6666664

�1 : NonCritical
�2 : request left
�3 : idle
�4 : Critical
�5 : release left
�6 : skip

3
7777775

3
777777775
‖ R(right) ::

2
666666664

m0 : loop forever do2
6666664

m1 : NonCritical
m2 : idle
m3 : request right
m4 : Critical
m5 : skip
m6 : release right

3
7777775

3
777777775

Extra Compassion: (at−�3 ∧ right > 0, at−�4)

Fig. 3. The two-halves Network Invariant

The additional compassion requirement reflects the possibility that the leftmost
process in S[2] may only deadlock while requesting its right fork (at �3) if the
rightmost process can eventually always holds on to its right fork. To show that
an arbitrary regular philosopher never starves, it is suffices to verify

(I ‖ P ‖ I ‖ R) |= (at−�2 → 1 at−�4)

where R is a contrary philosopher and the locations in the property refer to P .

Abstraction 2: The “four-by-three”. An alternate simpler invariant can be
obtained by taking I = S[3], i.e. a chain of 3 (unmodified) philosophers.
To prove that this is an invariant, it is sufficient to establish

(p[1] ‖ p[2] ‖ p[3] ‖ p[4]) 
 (P [5] ‖ P [6] ‖ P [7])

i.e., that 3 philosophers can faithfully emulate 4 philosophers.



Automatic Verification of Probabilistic Free Choice 215

This is established by letting P [5] mimic p[1] and P [7] mimic p[4]. As to P [6],
it can remain idle until it finds out that S[4] is 2 (internal) steps away from a
guaranteed deadlock (all of p[1], . . . , p[4] remain stuck at location �2), at which
point P [6] joins P [5] and P [7] in order to form a similar deadlock at the abstract
level. This requires the capability of clairvoyance, which has been implemented
within tlv.

5 Adding to and Removing Probabilities from FDSs

We describe the formal model for probabilistic discrete systems (PDS) and P-
validity. We then show how, when establishing P-validity of simple properties,
PDS’s can be translated into FDSs.

5.1 PDS: Adding Probabilities to FDSs

A probabilistic discrete system (PDS) S : 〈V,O,W,Θ, ρ,J , C,P〉 consists of an
FDS 〈V,O,W,Θ, ρ,J , C〉 and a probabilistic fairness condition P containing
tuples of the form 〈p; α1 : q1, . . . , αn : qn〉, where q1, . . . , qn are mutually dis-
joint state assertions, and

∑n
i=1 αi = 1. It is also required that p is disjoint

of any of the qi’s. Intuitively, the meaning of a probabilistic fairness condition
〈p; α1 : q1, . . . , αn : qn〉 is that whenever the system moves from a p-state into
a state satisfying

∨n
i=1 qi, it moves into a qi-state with probability αi. Let s

be a p-state. It is required that s has precisely n + 1 successors, s (itself) and
s1, . . . , sn, where si satisfies qi, for every i = 1, . . . , n.

The following definition applies to a PDS with a single probabilistic tuple
〈p; α1 : q1, . . . , αn : qn〉. Its generalization to systems with more than one such
tuple is straightforward.

An (open) computation tree of a PDS is formed as follows:

• The root of the tree is any state which is initial, i.e. satisfies Θ.
• Every node s at level 2j has a single descendant which is an environment
successor of s,i.e. a state s̃ such that s̃[W ] = s[W ].
• Every node s at level 2j + 1 which is not a p-state, has a single descendant
which is a ρ-successor of s.
• Every node s at level 2j + 1 which is a p-state has either itself s as a single
descendant, or the n descendants s1, . . . , sn.

Such a tree induces a probability measure over all the infinite paths that can be
traced in the tree, where each edge from s to si is assigned the probability ai.
A computation tree is called admissible if the measure of paths which are just
and compassionate is 1.

Following [PZ93], we say that a temporal property ϕ is P-valid over a com-
putation tree Tσ if the measure of paths in that satisfy ϕ is 1. (See [PZ93] for a
detailed description and definition of the measure space.) Similarly, ϕ is P-valid
over the PDS S if it is P-valid over every admissible computation tree of S.
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Much work has been devoted to replacing the measure space required in
the definition of P-validity by “simpler” notion of fairness. In particular, we
have been searching for a definition of “x-fairness” of computation, such that
ϕ would be P-valid iff it is satisfied by every x-fair computation of S. Such is
the α-fairness of [PZ93]: For a past temporal logic formula χ, a computation
σ = s0, . . . is α-fair with respect to χ if, for every probabilistic fairness condition
〈p;α1 : q1, . . . , αn : qn〉,

s0, . . . , sj |= χ ∧ p and sj+1 |= q1 ∨ . . . ∨ qn for infinitely many j’s

implies

s0, . . . , sj |= χ ∧ p and sj+1 |= q� for infinitely many j’s

for every � = 1, . . . , n.
In other words, if the computation reaches a “p to

∨
qi” transition infinitely

many times from χ-prefices, then each mode of the transition should be taken
infinitely many times from χ-prefices. A computation if α-fair iff it is α-fair with
respect to every past temporal formula χ. A result of [PZ93] is:

Theorem 1. A temporal property ϕ is P-valid over S iff every α-fair computa-
tion of S satisfies ϕ.

While α-fairness is sound and complete, it is hardly satisfactory, since it calls
for establishing α-fairness with respect to “every past formula.” The work in
[PZ93] also presents a model checking procedure of finite state PDSs against
temporal specification that do not have the temporal operators 2 and U . That
is, the temporal properties whose P-validity is established in the model checking
can include all the past operators, but the only future operator they can have is
1 (and its dual, 0 ). The model checking procedure there involves constructing
the closure of the (negation of the) property, building an atom graph where each
atom node is a maximal logically-consistent subset of formulae in the closure
that correspond to program states, and nodes are connected if they do so in
both the tableau of the property and the program itself.

A careful examination of this model checking procedure reveals that in order
to establish P-validity over finite state PDSs and {2 , U}-less properties, it
suffices to consider computations that are α-fair only with respect to every past
formula that appears in the closure of the property. Consequently, we have:

Corollary 1. Given a finite-state PDS S and a {2 , U}-less property ϕ. Then
ϕ is P-valid over S iff for every past formula χ appearing the in the closure of
ϕ, every S-computation that is α-fair with respect to χ satisfies ϕ.

5.2 Removing Probabilities from PDSs

Consider simple temporal properties that do no include any of the past, or the
future 2 and U operators. Thus, simple temporal properties include, as their
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only temporal operators, 1 and it dual, 0 . The work in [SZ93] includes an
extensive study of this class.

While at first glance it may seem that this class of simple temporal prop-
erties is extremely restrictive, it is actually a rather inclusive class, since it
accommodates all the safety, and most of the progress properties one usu-
ally wants to prove about PDSs. E.g., mutual exclusion usually has the form
0 (tryingi → 1 criticali) which is a simple temporal property.

The closure of a simple temporal property includes no past formulae. Conse-
quently, we can replace α-fairness by fairness with respect to every state asser-
tion. We call this notion of fairness γ-fairness. Formally, a S-computation σ is
γ-fair if it is α-fair with respect to every state assertion. Note that for a finite-
state system, the relevant state assertions are the states themselves (in fact, the
γ comes from “global”, since this is fairness with respect to the global states.)

We can therefore conclude from Corollary 1:

Corollary 2. Given a finite PDS S and a simple temporal property ϕ. Then ϕ
is P-valid over S iff every S-computation that is γ-fair satisfies ϕ.

Corollary 2 implies that, in order to prove that a simple temporal property is
P-valid over a finite PDS, it suffices to prove that it is satisfied over all (just and
compassionate) computations of the system where if the probabilistic choice is
made infinitely many times from a given state, then each outcome of that proba-
bilistic choice should be taken from that state. Hence, each probabilistic fairness
condition 〈p;α1 : q1, . . . , αn : qn〉 can be translated into a set of compassion re-
quirements that includes every pair of states 〈s, s′〉 such that s is a p-state and s′

is a qi-state for some i. For a set P of probabilistic fairness requirements, denote
by C(P) the set of compassion properties obtained by replacing each condition
in P by the corresponding set of compassion requirements. We then have:

Theorem 2. Given a finite PDS S : 〈V,Θ, ρ,J , C,P〉. Let S′ : 〈V,Θ, ρ,J , C ∪
C(P)〉 be the FDS obtained from S by translating the probabilistic fairness condi-
tions of S into compassion requirements. Then for every simple temporal property
ϕ,

ϕ is P-valid over S iff ϕ is valid over S′

While Theorem 2 implies that PDSs can be translated into FDSs, a straight-
forward application of the idea may lead to systems that are not manageable by
current model checkers. The reason for this is that the state assertions appear-
ing in the probabilistic fairness conditions are usually local, while the assertions
appearing in the new compassion requirements are usually global. For example,
in the probabilistic fairness condition, p is usually of the form at−�x[i] and the
qj ’s are of the form at−�yj [i], stating that “from any global state where P [i] is
about to take a probabilistic choice whose outcomes are to move it from location
x to locations y1, . . . , yn, each with a positive probability, it should reach each of
these locations from that global state infinitely many times.” Each compassion
requirement 〈s, s′j〉 we obtain has on the left one of the global states where P [i] is
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in location x, and on the right a set of states where it is in location yj. We cannot
combine the left-hand-side s-s into a single compassion requirement, since this
has the undesirable effect of allowing a computation where, e.g., P [i] always gets
to y1 from certain states, and always to y2 from others. Thus, unless somehow
manipulated, we will end up with too many compassion requirements that are
global, both are undesirable properties for the purpose of model checking. Note
that the situation gets completely out of hand when dealing with parameterized
systems. There, the number of compassion requirements one may end up with if
not careful is exponential in the size of the code of a single process.

Consequently, a crucial step in establishing P-validity of simple properties
using existing model checking technique is then to “localize” the compassion
requirements and to minimize their number. While we have no general method-
ology of doing that, we succeeded to do it for many interesting cases. The most
complex case is described in the next section.

6 The [LR81] Dining Philosophers Protocol

In Lehmann and Rabin’s Courteous Philosophers Algorithm the forks are shared
variables that are set when held and reset when on the table. In addition to the
forks, adjacent philosophers share a lastL[i ⊕ 1] variable, initially -1, and after
one of the them eats, denoting whether it’s the left (Pi) philosopher that last
ate or the right. Each philosopher Pi has additional boolean variables (written
by it and read by its immediate neighbours), signR[i] which denotes its wish to
eat to its left neighbor (Pi�1) and signL[i] which denotes its wish to eat to its
right neighbor (Pi⊕1).

The algorithm is a refinement of the “Free Philosophers” algorithm, in the
same paper, were each hungry philosopher chooses randomly whether to wait to
its left or right fork first, and, after (and if) it obtains it, waits until the other fork
is available. The Free Philosophers are guaranteed, however, only that eventually
some philosopher eats. The Courteous Philosophers are similar to the free ones,
the difference being that a courteous philosopher can pick up its first fork only
if its partner (on that side) is either not hungry or is the last to have eaten
between the two of them. An spl code of the protocol is described in Fig. 4.1

The justice requirements and probabilistic fairness conditions of the system
are the obvious ones, and there are no compassion requirements. Since the prop-
erty we want to establish is the liveness property

0 (at−�1[1] → 1 at−�8[1]),

which is a simple property, we proceed to translate the probabilistic fairness into
compassion requirements.

1 In the protocol, as presented in [LR81], the instructions appearing in lines 9–11 are
not atomic. Making them atomic, as we did in our presentation doesn’t impair the
proof since none of these non-atomic assignments are observable to a single process.
It does, however, reduce state space for model-checking.



Automatic Verification of Probabilistic Free Choice 219

in N : integer where N ≥ 2
local signL, signR, y , : array [1..N ] of boolean init 0
local lastL : array [1..N ] of {−1, 0, 1} init −1

N

i=1

P [i] ::

2
666666666666666666666666666664

loop forever do2
666666666666666666666666664

�0 : non-critical
�1 : signL[i] := 1; signR[i] := 1; goto {0.5 : �2; 0.5 : �5}
�2 : await ¬y[i] ∧ (¬signR[i	 1] ∨ lastL[i] = 1)

and then y[i] := 1
�3 : If y[i⊕ 1] = 0

then y[i⊕ 1] := 1; goto �8
�4 : y[i] := 0; goto �1
�5 : await ¬y[i⊕ 1] ∧ (¬signL[i⊕ 1] ∨ lastL[i⊕ 1] = 0)

and then y[i⊕ 1] := 1
�6 : If y[i] = 0

then y[i] := 1; goto �8
�7 : y[i⊕ 1] := 0; goto �1
�8 : Critical
�9 : signL[i] := 0; signR[i] := 0
�10 : lastL[i] := 0, lastL[i⊕ 1] := 1
�11 : y[i] := 0; y[i⊕ 1] := 0

3
777777777777777777777777775

3
777777777777777777777777777775

Fig. 4. The Courteous Philosophers

A naive replacement of the probabilistic fairness properties by compassion
will lead to roughly 12N global compassion requirements which is unaccept-
able. To minimize and localize the requirements, we employed a combination of
studying the system (and its deductive proof in [L85]) and experimentation with
proving the liveness property for N = 3, 4 using tlv. The chain of reductions
we went through is as follows.

The deductive proof focuses, at each step, only on two adjacent processes. It
seemed therefore reasonable to localize the compassion, and to require it from
each processes only with respect to its immediate neighbours. This led to includ-
ing in the compassion set of each process i the requirements:
〈at−�1[i] ∧ cond, at−�2[i] ∧ cond〉, 〈at−�1[i] ∧ cond, at−�5[i] ∧ cond〉

for every

cond ∈
�

at−�8..11,0..1[i	 1], at−�2,3[i	 1], at−�4[i	 1], at−�5,6[i	 1], at−�7[i	 1]
at−�8..11,0..1[i⊕ 1], at−�2,3[i⊕ 1], at−�4[i⊕ 1], at−�5,6[i⊕ 1], at−�7[i⊕ 1]

�

The process of deriving small and local compassion sets is non-algorithmic
in nature, however, the result can always be automatically verified.

To provide an automatic proof of the liveness property of the protocol, we
first reduced the state space, by eliminating the variables y[i], signL[i], signR[i],
whose values can be uniquely determined by the locations of the relevant pro-
cesses. We also compressed all the actions performed in locations �8− �11 into a
single statement labeled �8. All of these reductions do not alter significantly the
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behavior of the processes but simplify its verification. This leads to the protocol
described in Fig. 5.

in N : integer where N ≥ 2
local lastL : array [1..N ] of {−1, 0, 1} init −1

N

i=1

P [i] ::

2
666666666666664

loop forever do2
6666666666664

�0 : non-critical
�1 : goto {0.5 : �2; 0.5 : �5}
�2 : await at−�0[i	 1] ∨ at−�0..5[i	 1] ∧ (lastL[i] �= 0)
�3 : if at−�1,2,5..7[i⊕ 1] then go to �8
�4 : go to �1
�5 : await at−�0[i⊕ 1] ∨ at−�1,2,5..7[i⊕ 1] ∧ (lastL[i] �= 1)
�6 : if at−�0..5[i	 1] then go to �8
�7 : go to �1
�8 : Critical; lastL[i] := 0; lastL[i⊕ 1] := 1

3
7777777777775

3
777777777777775

Fig. 5. Location-based Courteous Philosophers

Using tlv we established the property

0 at−�5[i] =⇒ 1 0 (at−�5[i⊕ 1] ∧ lastL[i⊕ 1] = 1) (1)

for every i. From this, by induction around the philosophers ring, we can show
that if one process gets stuck at �5 then all processes eventually get stuck at
�5, with lastL[1] = · · · = lastL[N ] = 1. Since the only statement which modifies
any of the lastL[i] variables is �8, which sets lastL[i] to 0, and lastL[i ⊕ 1] to
1, we conclude that the situation lastL[1] = · · · = lastL[N ] = 1 is unreachable.
Therefore, no process can get stuck at location �5. In a symmetric way, we can
show that no process ever gets stuck at location �2.

This allows us to add the justice properties ¬at−�2[i],¬at−�5[i] to the justice
set of each process. Thus, from now on, we restrict our attention to progressive
philosophers which are guaranteed not to get stuck at either �2 or �5.

Next, we follow the ideas developed in Section 4 and view each philosopher
P [i] as a system P (lloc, cloc, rloc, clst, rlst), whose observables are, respectively,
lloc = P [i � 1].loc, cloc = P [i].loc, rloc = P [i ⊕ 1].loc, clst = lastL[i], and
rlst = lastL[i ⊕ 1]. We seek an invariant I(elloc, lloc, rloc, erloc, llst, erlst) which
is an abstraction of the following philosophers chain S[k]:



in elloc, erloc : [0..8]
in-out llst, erlst : [−1..1] where llst, erlst = −1
out lloc, rloc : [0..8] where lloc, rloc = 0
local loc : array[2..k−1] of [0..8] where loc = 0

lastL : array[2..k] of [−1..1] where lastL = −1
P (elloc, lloc, loc[2], llst, lastL[2]) ‖ · · · ‖ P (loc[k−1], rloc, erloc, lastL[k], erlst))




for every k ≥ 2.
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Abstraction 1: The “two-halves”. As in the same abstraction of the determin-
istic case, we obtain an abstraction consisting of the composition of a left-half
philosopher and a right-half philosopher. This abstraction is presented in Fig. 6.

in elloc, erloc : [0..8]
in-out llst, erlst : [−1..1] where llst, erlst = −1
out lloc, rloc : [0..8] where lloc, rloc = 0

2
66666666666666664

loop forever do2
666666666666664

�0 : non-critical
�1 : goto {�2, �5}
�2 : await elloc = 0 ∨

elloc ∈ {0..5} ∧ llst �=0
�3 : go to {�4, �8}
�4 : go to �1
�5 : skip
�6 : if elloc ∈ {0..5} then go to �8
�7 : go to �1
�8 : Critical; llst := 0

3
777777777777775

3
77777777777777775

‖

2
6666666666666666664

loop forever do2
66666666666666664

m0 : non-critical
m1 : goto {m2, m5}
m2 : skip
m3 : if erloc∈{1, 2, 5..7} then

go to m8

m4 : go to m1

m5 : await erloc = 0 ∨
erloc ∈{1, 2, 5..7} ∧ erlst �=1

m6 : go to {m7, m8}
m7 : go to m1

m8 : Critical; erlst := 1

3
77777777777777775

3
7777777777777777775

Extra Compassion: (at−�2..4 ∧ at−m5..7, at−�8 ∨ at−m8)

Fig. 6. A two-halves abstraction for the Courteous Philosophers

The additional compassion property 〈at−�2..4 ∧ at−m5..7, at−�8 ∨ at−m8〉 re-
flects a remote interaction between the two end processes.

Using tlv, we model checked that the network invariant, so derived, is in-
ductive, and, that properly connected to a full philosopher, the system satisfies
the liveness property.

Abstraction 2: The “five-by-four”. As in the deterministic case, the “k+1-by-
k” abstraction has the potential of being much simpler. Unlike the deterministic
case, this cannot be done for k = 3 because of the additional (lastL) variables.
There is a reason to believe that it can be accomplished for k = 4. We describe
here the ideas that lead us to this belief. However, since model-checking this
abstraction requires running nine processes, we have so far failed in checking it
in tlv, hence we just sketch the main ideas.

Thus, we take I = S[4], that is, a chain of 4 (unmodified) philosophers, and
prove that

(p[1] ‖ p[2] ‖ p[3] ‖ p[4] ‖ p[5]) 
 (P [6] ‖ P [7] ‖ P [8] ‖ P [9])

i.e., that 4 philosophers can faithfully emulate 5 philosophers (and the observable
variables.)

This is established by letting P [6] mimic p[1] and P [9] mimic p[5]. The middle
processes, P [7] and P [8], remain mostly idle. The only scenario in which P [7] has
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to move is when p[1] gives up its left fork, i.e., the system moves from a at−�3[1]-
state into a at−�4[1]-state. Similarly, P [8] has to move only in the symmetric
situation with respect to p[5] (moving from �6 into to �7). In each of these cases,
it is possible to let the relevant middle process get hold of the fork it shares with
its external neighbour, so that to justify the neighbour’s failure to obtain the
fork. It is also possible to do it in a way the will guarantee compassion of the
abstract system.

7 Conclusion and Future Research

In this paper we studied the problem of proving P-validity (validity with prob-
ability 1) of “simple” LTL specifications over finite state program. We showed
how probabilistic fairness can be replaced by compassion (strong fairness), thus
reducing the problem of proving P-validity of probabilistic program to that of
verifying (strongly) fair programs. The compassion requirements so obtained
are generally global, i.e., are expressed relative to global state of the system.
In order to model-check such properties, the compassion requirements must be
local, i.e., expressed relative to states of single processes. Once one obtains local
compassion properties, establishing P-validity of simple properties can be fully
automatic.

We demonstrated our ideas by providing a formal proof for the Courteous
Philosophers algorithm of Lehman and Rabin, a notoriously difficult to formally
verify. (Indeed, this is the first published verification of it.) The protocol is a
somewhat involved protocol that is both parameterized and probabilistic. We are
happy to report that we succeeded in obtaining the proofs using the Weizmann
programmable model checker tlv.

The main drawback of our method is the ad-hoc manner in which we “local-
ized” the compassion properties. We are attempting to develop better method-
ologies and tools to assist us in this step. We are also studying more examples,
e.g., parameterized probabilistic mutual exclusion protocols.

Another issue, closely related to the work here, is the notion of abstraction
and tools for its verification. The research reported here helped us identify some
extensions of the notion of abstraction (notably, clairvoyance and stuttering)
that can considerably improve our tools. We are currently attempting to find
more such extensions. Thus, we hope to soon be able to automatically establish
the “five-to-four” abstraction reported at the end of the previous section.
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Abstract This paper describes an experiment in the definition of tools
for type inference and type verification of ML-like functional languages,
using abstract interpretation techniques. We first show that by extending
the Damas-Milner type inference algorithm, with a (bounded) fixpoint
computation (as suggested by the abstract interpretation view, i.e. by a
slight variation of one of the type abstract semantics in [7]), we succeed
in getting a better precision and solving some problems of the ML type
inference algorithm without resorting to more complex type systems (e.g.
polymorphic recursion). We then show how to transform the analyzer
into a tool for type verification, using an existing verification method
based on abstract interpretation. The resulting type verification method
can be exploited to improve the ML type inference algorithm, when the
intended type of functions is specified by the programmer.

1 Introduction

The experiment, described in this paper, has two main aims:

– getting a better insight in the relation between type rules, type inference
algorithms and abstract interpretation;

– testing the applicability to functional programs of an approach to program
verification [16,4], originally developed for logic programs.

We have therefore chosen a well-understood property, i.e., types in functional
languages à la ML. This property was extensively studied from the type systems
viewpoint. There exist notions of type, where types are represented by (pos-
sibly quantified) terms. These include, for example, principal monotypes [15],
polytypes with monomorphic recursion [17,13] and polytypes with polymorphic
recursion [20]. Each of these notions has a corresponding correct (often non-
complete) type inference algorithm. Some of these algorithms have been recon-
structed [18,19] as computations of an abstract semantics, according to abstract
interpretation theory. Cousot [7] has shown how to derive by abstract interpre-
tation a hierarchy of type systems and type inference algorithms, including all
the above mentioned ones.

In this paper, we consider the case of the ML’s type system (where polymor-
phism is allowed inside the let construct only). The corresponding type inference
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algorithm is the Damas-Milner algorithm [17,13], which is equivalent to one of
the abstract semantics in the Cousot’s hierarchy [7]. The interested reader can
find in that paper

– the detailed derivation of such an abstract semantics from a concrete seman-
tics, which is the collecting version of the denotational semantics of eager
untyped λ-calculus;

– the formal definition of the abstract domain.

Let us just note that the abstract semantics corresponding to the Damas-
Milner type inference algorithm is obtained in [7] by abstracting a polymorphic
recursion semantics (à la Mycroft [20]). The last abstraction step removes the
(abstract) fixpoint computation, which would be needed in the case of recursive
functions. This is due to the fact that the goal is to reconstruct the Damas-Milner
algorithm, which does not provide any fixpoint computation. The issue of fix-
point computations for typing recursive functions is not even mentioned in the
early papers on the ML type inference algorithm [17,13]. Mycroft’s paper [20],
which provides a type system and a type inference algorithm intended to cap-
ture polymorphic recursion, describes a fixpoint computation and mentions the
termination problem. The abstract interpretation view provides a better insight
into this problem. [18,19] show that the solution chosen by the Damas-Milner
algorithm to handle recursion (essentially a unification after the first iteration)
can be understood as the application of a widening operator. In abstract in-
terpretation, widening operators, which provide an upper approximation of the
abstract least fixpoint, are used to speed up the analysis (at the expense of
precision) and are known to be essential to guarantee the termination of the
analysis, when the abstract domain is non-Noetherian, i.e., contains infinite in-
creasing chains. Some kind of widening is needed in our type abstract semantics,
since the abstract domain is non-Noetherian. However, there might exist widen-
ings which are more precise than the one used in the Damas-Milner algorithm.
Monsuez [18,19] discusses some of these widenings in the context of an abstract
semantics with polymorphic recursion equivalent to the Mycroft’s one [20].

We have decided to apply a family of widening operators in the Damas-
Milner’s algorithm, by using exactly the ML’s type system without polymorphic
recursion. Each widening operator is indexed by an integer k and is roughly
described as follows. We try to find the least fixpoint using at most k iterations.
If we fail, we apply the unification-based operation used in the Damas-Milner’s
algorithm (which uses therefore exactly our widening indexed by 1). In principle,
this should allow us to compute more precise types, essentially because we can get
the least fixpoint. Of course, we cannot guarantee to always compute the most
general (principal) type, because of the approximation inherently associated to
the widening operators.

The resulting family of abstract semantics lie between the Damas-Milner and
the Mycroft semantics in the Cousot’s hierarchy. They are more precise than the
first one, because of better fixpoint approximations. They are less precise than
the last one, since they do not allow polymorphic recursion.
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The aim of the experiment is to check whether the improvement in precision
holds in practice, i.e., whether there exist sensible ML programs, for which we are
able to infer a type which is more general (more precise) than the one inferred by
the ML’s type inference algorithm. We have then implemented (in the language
OCAML [22]) a parametric abstract interpreter, corresponding to our family
of abstract semantics. The implementation, apart from the case of recursion, is
very close to the implementation of the Damas-Milner algorithm shown in [6].

The result of the experiment is positive. As we will show in Section 3.1, we
succeed in inferring more precise types, simply by computing better approxima-
tions of the fixpoints in the abstract semantics of recursive functions, without
resorting to more complex type systems (e.g. polymorphic recursion).

The second part of the experiment, described in Section 4, is related to type
verification. The aim is to apply a verification method [16,5,4], originally devel-
oped for logic programs, to functional programs. The verification method is based
on abstract interpretation. As we will see in Section 2, the core of the method
consists in the application of the “abstract functional” associated to recursive
definitions. Such a functional is an explicit component of our type interpreter,
used inside the (bounded) fixpoint computation. Hence transforming our type
analyzer into a type verifier is an almost straightforward task, requiring just a
few lines of additional code, as was the case for other programming paradigms
[3].

Finally, in Section 5 we discuss a simple extension of the ML type inference
algorithm, which uses our approach to type verification and which is applicable
when the intended type of functions is specified by the programmer.

2 Abstract Interpretation and Verification

Abstract interpretation [8,9] is a general theory for approximating the semantics
of discrete dynamic systems, originally developed by Patrick and Radhia Cousot,
in the late 70’s. The abstract semantics is an approximation of the concrete one,
where exact (concrete) values are replaced by (abstract) properties, modeled by
an abstract domain.

In abstract interpretation based static program analysis we compute an ab-
stract fixpoint semantics. Assume we have a semantic evaluation function TP on
a concrete domain (C ,�), whose least fixpoint lfpC (TP ) is the (concrete) seman-
tics of the program P . The class of properties we want to consider is formalized as
an abstract domain (A ,≤), related to (C ,�) by a Galois connection α : C → A

and γ : A → C (abstraction and concretization functions). The corresponding
abstract semantic evaluation function T αP is systematically derived from TP , α
and γ. The resulting abstract semantics lfpA (T αP ) is a correct approximation
of the concrete semantics by construction, i.e., α(lfpC (TP )) ≤ lfpA (T αP ), and
no additional “correctness” theorems need to be proved. The abstract semantics
lfpA (T αP ) models a safe approximation of the property of interest: if the property
is verified in lfpA (T αP ) it will also be verified in lfpC (TP ). An analysis method
based on the computation of the abstract semantics lfpA (T αP ) is effective only
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if the least fixpoint is reached in finitely many iterations, i.e., if the abstract
domain is Noetherian. If this is not the case, widening operators can be used to
ensure termination. Widening operators [11] give an upper approximation of the
least fixpoint and guarantee termination by introducing further approximation.

Abstract interpretation was shown [10,12] to be very useful to understand,
organize and synthesize proof methods for program verification. We consider here
one specific approach to the generation of abstract interpretation-based partial
correctness conditions [16], which is used also in abstract debugging [1,5,2]. The
aim of verification is to define conditions which allow us to formally prove that
a program behaves as expected, i.e., that the program is correct w.r.t. a given
specification, a description of the program’s expected behavior.

The ideas behind this approach are the following.

– An element Sα of the domain (A ,≤) is the specification, i.e., the abstraction
of the intended concrete semantics.

– The partial correctness of a program P w.r.t. a specification Sα can be
expressed as

α(lfpC (TP )) ≤ Sα. (1)

– Since condition (1) requires the computation of the concrete fixpoint se-
mantics, it is not effectively computable. Then, we can prove instead the
condition

lfpA (T αP ) ≤ Sα (2)

which implies partial correctness (by soundness of the abstract semantics).
Note that an abstract fixpoint computation is still needed. Hence, condi-
tion (2) is effective only if the abstract domain is Noetherian or if we use
widening operators.

– A simpler condition, which is the abstract version of Park’s fixpoint induction
[21], is a sufficient condition for (2) (by fixpoint theorems), and, therefore,
for partial correctness,

T αP (Sα) ≤ Sα. (3)

This condition does not require the computation of fixpoints and can, there-
fore, be used for proving properties described by non-Noetherian domains.

Both sufficient conditions require an abstract domain (A ,≤), such that

– the intended abstract behavior (specification) Sα ∈ A has a finite represen-
tation;

– ≤ is a decidable relation.

3 Type Inference via Abstract Interpretation: The Case
of Recursive Functions

Our language is a small variation of untyped λ-calculus as considered in [7],
with let and mutual recursion. Monotypes (with variables) are Herbrand terms,
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built with the basic type int , (type) variables and the (functional) type con-
structor →. A value of the abstract domain is a pair consisting of a monotype
and an idempotent substitution. An abstract environment H maps identifiers to
(possibly) universally quantified abstract values, to cope with let-polymorphism.
An abstract value is transformed into a quantified abstract value by a function
genH , which universally quantifies all the type variables not occurring in the
environment H . Substitutions are always restricted to the set of type variables
occurring in the environment. The abstract partial order relation is defined in
terms of the relations on terms and substitutions. Namely, (t1, θ1) ≤ (t2, θ2)
if there exists a substitution σ such that t2 = t1σ and θ2 = θ1 · σ. As usual,
elements of the abstract domain are equivalence classes w.r.t. the correspond-
ing equivalence relation. The lub operation can easily be defined by means of
the unification algorithm. The bottom element ⊥ is a pair consisting of a type
variable and the empty substitution. The equivalence class corresponding to the
top element contains all the pairs, whose first component is the distinguished
term Notype. Note that the abstract domain is non-Noetherian since there exist
infinite ascending chains.

We will just show the abstract semantics of recursive functions. The case
of mutual recursion (used in some examples) is handled in a similar way. For
all the other constructs, the abstract semantics is the one computed by the
Damas-Milner algorithm. In particular, we will show the rules corresponding to
the let rec construct, viewed as a declaration, whose abstract semantics returns
an abstract environment. The following rules define (or use) several transition
relations. The first two relations define type inference for declarations and ex-
pressions. In both relations, the integer k identifies the specific widening to be
used.

–  d
k: environment ∗ declaration− > environment

–  e
k: environment ∗ expression− > abstractvalue

The other two relations define the application of the functional associated to the
recursive definition and the widening.

– VTP : environment ∗ declaration− > environment
– ⇒wid: environment ∗ (declaration ∗ integer)− > environment

H [f ← ⊥] � (let rec f = e, k)⇒wid H1

H � let rec f = e d
k H1

(Rec)

k > 0,H � let rec f = eVTP H1, H(f) = H1(f)

H � (let rec f = e, k)⇒wid H [f ← genH(H(f))]
(Wid 1)

k > 1, H � let rec f = eVTP H1,H(f) �= H1(f),
H1 � (let rec f = e, k-1)⇒wid H2

H � (let rec f = e, k)⇒wid H2
(Wid 2)
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H � let rec f = eVTP H1,H(f) �= H1(f),
H(f) = (τ, γ),H1(f) = (τ1, γ1)

H � (let rec f = e, 1)⇒wid H [f ← genH(lub((τγ1, ε), (τ1, γ1)))]
(Wid 3)

H � e e
k σ

H � let rec f = e VTP H [f ← σ]
(TP )

H , H1, H2 are type environments, τ , τ1 are monotypes, γ, γ1 are idempotent
substitutions and σ is an abstract value. The rule (Rec) starts the widening by
binding the recursive function name f to the bottom element in the abstract
domain (a fresh variable and the empty substitution ε). The rule (TP ) applies
the functional to an environment containing an approximation for f . The other
3 rules define the widening algorithm. Rule (Wid 1) finds the least fixpoint.
Rule (Wid 2) performs another iteration. Rule (Wid 3) computes the approx-
imation, by using the lub operation, after k iterations. Note that genH is only
used when the final abstract value is inserted in the environment (and not for
the approximations). This does not allow polymorphic recursion.

3.1 Examples of Type Inference

The transition relation d
k is implemented by a function typeinfer : declaration →

env → int → env , where the integer parameter is used to choose the specific
widening operator. When the control parameter is set to −1, no widening is used
and the system tries to compute the least fixpoint without using any widening
(with possible non-termination). For the current presentation we will represent
programs using the syntax of ML 1. We will also use the ML’s notation for the
abstract values. In particular, the result will not contain quantifiers and sub-
stitutions. The environments are represented as lists of elements of the form
identifier ← monotype.

The declaration (taken from [7])

# let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1;;

This expression has type (’a -> ’a) -> ’b but is here used with type ’b.

cannot be typed by the Damas-Milner’s algorithm (the underlined expression
is the one to which the type error message applies). The expression defines the
function f f1 g n x = g(fn1 (x)) which has the type (‘a → ‘a) → (‘a → ‘b) →
int → ‘a → ‘b. This type is correctly computed (by a fixpoint computation) in
[7], by using a more complex type system (a polytype system à la Church-Curry).
We show that we infer the same type, simply by using a suitable widening. If
we use the widening corresponding to k = 1, we obtain the same result of the
Damas-Milner’s algorithm, i.e., f cannot be typed.
1 The abstract syntax of the language, together with the type abstract interpreter and
verifier can be found at 〈http://www.di.unipi.it/~levi/typesav/pagina2.html〉.
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# typeinfer ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

emptyenv 1;;

- : env = [f <- Notype]

However, the widening with k = 3 succeeds in inferring a type for f .

# typeinfer ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

emptyenv 3;;

- : env = [f <- (’a -> ’a) -> (’a -> ’b) -> int -> ’a -> ’b]

The inferred type is indeed the least fixpoint.

# typeinfer ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

emptyenv (-1);;

- : env = [f <- (’a -> ’a) -> (’a -> ’b) -> int -> ’a -> ’b]

We show the sequence of abstract values (approximations for f) computed
in the example.

1. step 0:
τ0 = ’a1
γ0 = ε

2. step 1:
τ1 = ’a5->(’a4->’a2)->int->’a4->’a2,
γ1 =’a1 ←’a5->(’a3->((’a3->’a4)->’a2))->int->’a4->(’a5->’a2)}

3. step 2:
τ2 = (’a7->’a7)->(’a7->’a6)->int->’a7->’a6,
γ2 ={’a2← (’a7->’a7)->’a6, ’a4←’a7}

4. step 3:
τ3 = (’a->’a) ->(’a->’b)->int->’a->’b,
γ3 ={’a6← (’a->’a)->’b, ’a7←’a}

Note that at step 3 we reach the fixpoint since (τ2, γ2) = (τ3, γ3) (both γ2

and γ3 are empty when restricted to the global environment). The sequence
is obviously increasing. Looking at the sequence, we can also check the result
we would obtain using a less precise widening, in particular, the ML widening
(k = 1). In this case, we would use the rule (Wid 3) after step 1. The computation
of the lub((τ0γ1, ε), (τ1, γ1) would lead to the computation of the solved form of
the equation

’a5->(’a4->’a2)->int->’a4->’a2 =
’a5->(’a3->((’a3->’a4)->’a2))->int->’a4->(’a5->’a2).

The unification algorithm would generate the unsolvable equation

’a2=(’a3->’a3)->’a2,
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which explains the ML type error message. The result of the lub operation is
therefore the top abstract value, i.e., the declaration cannot be typed. When
the widening terminates by using rule (Wid 3) we always compute an upper
approximation of the least fixpoint, i.e., a less precise type.

The next example shows that widening is really needed to avoid non-termi-
nation.

# let rec f x = f;;

This expression has type ’a -> ’b but is here used with type ’b

# typeinfer ‘‘let rec f x = f’’ emptyenv 10;;

- : env = [f <- Notype]

# typeinfer ‘‘let rec f x = f’’ emptyenv (-1);;

does not terminate.

Our last example is similar to the one (defined on lists) shown in [20], as a
motivation for polymorphic recursion. The Damas-Milner’s algorithm does not
compute the expected type for the function apply , which should be (′a→′ b→′

b)→′ a→′ b→ int →′ b.

# let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n;;

val apply : (int -> int -> int) -> int -> int -> int -> int = <fun>

val times : int -> int -> int = <fun>

We obtain the same approximation with the ML widening (k = 1).

# typeinfer

‘‘let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n’’

emptyenv 1;;

- : env = [apply <- (int -> int -> int) -> int -> int -> int -> int;

times <- int -> int -> int]

However, if we perform two more iterations, we succeed in getting the expected
type (which turns out to be also the least fixpoint).

# typeinfer

‘‘let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n’’

emptyenv 3;;

- : env = [apply <- (’a -> ’b -> ’b) -> ’a -> ’b -> int -> ’b;

times <- int -> int -> int]

Note again that, using the ML widening, we compute an abstract value by
means of rule (Wid 3). Such a value is less precise than the one which is com-
puted by a better widening, using rule (Wid 1). The above declaration would
correctly be typed by Mycroft [20], by using a more powerful type system with
polymorphic recursion (and an explicit fixpoint computation).

Our first conclusion is that a very simple extension of the ML’s type inference
algorithm (more precise widenings) would make it more precise and solve some
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of the problems, which were believed to require more powerful notions of types.
As a side remark, the idea of approximating (by means of widenings) abstract
fixpoints comes naturally from the concrete semantics, if the type inference al-
gorithm is viewed as the computation of an abstract semantics. It is not that
straightforward if one starts from the classical typing rules.

4 Type Verification by Abstract Fixpoint Induction

The abstract interpreter for type inference is the function
typeinfer : declaration → env → int → env . If we want to verify a single decla-
ration, the specification Sα (abstraction of the intended semantics), to be used
in conditions (2) and (3) of Section 2, should be a type environment specifying
the intended types of

– global names
– names defined in the declaration

A specification is always finite and we can easily define a decidable partial order
relation ≤env on type environments by lifting the partial order relation ≤. Both
sufficient conditions are therefore effective. Note that the resulting verification
methods are compositional, since we verify a single declaration, by using the
specification (environment) Sα to determine the types of the global names.

The implementation of the verification condition (2) (lfpA (T αP ) ≤ Sα, infer-
ence and comparison) is straightforward:
infercheck : declaration → specification → int → bool , is defined by one line of
ML code
infercheck (d:declaration) (S:environment) (k:int) =
(typeinfer d S k) ≤env S.

Note that the integer parameter is again used to choose the widening to be
used in type inference.

As already mentioned, our types abstract domain is non-Noetherian. This is
therefore a typical case for application of the approach based on the effective
sufficient condition (3) (T αP (Sα) ≤ Sα), which does not require fixpoint compu-
tations (and widenings). Note that the specification Sα is related to the functions
defined by the top-level declaration only. The specification does not assign types
to lower level recursive functions. Therefore we can only infer their types, using
a suitable widening. This is the reason why the function
check : declaration → specification → int → bool ,
which implements condition (3), has the usual integer parameter. check is the
same as infercheck , for non-recursive declarations. In the case of a recursive dec-
laration, infercheck simply applies the rule (TP ), where the initial environment
is the specification. The case of mutual recursion is similar and is not discussed
here, since we did not provide the rules for mutual recursion.

It is worth noting that check is in general more efficient than infercheck .
Moreover, even if condition (2) is stronger than condition (3), infercheck is not
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always stronger than check . As we will show later, because of the widening,
infercheck can sometimes be weaker than check .

In the following section we show and discuss some examples.

4.1 Examples of Verification

In the following examples, specifications have exactly the same format of envi-
ronments in Section 3.1, i.e., they are lists of elements of the form
identifier ← monotype.

The first example shows the compositional nature of our verifier. Here the
function fact is defined in terms of two (global) functions. In the verification
of fact , we just consider the types for the global functions as defined in the
specification.

# let rec pi f a b = if a > b then 1 else (f a) * (pi f (a +1) b)

let id x = x let fact = pi id 1;;

val pi : (int -> int) -> int -> int -> int = <fun>

val id : ’a -> ’a = <fun>

val fact : int -> int = <fun>

# check ‘‘let fact = pi id 1’’

[pi <- (int -> int) -> int -> int -> int; id <- ’a -> ’a;

fact <- int -> int] 1;;

- : bool = true

The next example involves let-polymorphism. The two occurrences of the
polymorphic function id are allowed to take different instances of the type given
in the specification.

# let id x = x

let g = id id;;

val id : ’a -> ’a = <fun>

val g : ’b -> ’b = <fun>

# check ‘‘let g = id id’’ [ id <- ’a -> ’a; g <- ’b -> ’b ] 1;;

- : bool = true

The next example considers the function f of Section 3, which cannot be typed
by ML. The inductive verifier check succeeds in showing that the function satis-
fies a specification with the correct type. On the contrary, infercheck (with the
ML widening) fails, because of the approximation of the analyzer. As already
mentioned, infercheck can sometimes be worse than check , exactly because of
the widening.

# check ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

[f <- (’a -> ’a) -> (’a -> ’b) -> int -> ’a -> ’b] 1;;

- : bool = true



An Experiment in Type Inference and Verification 235

# infercheck ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

[f <- (’a -> ’a) -> (’a -> ’b) -> int -> ’a -> ’b] 1;;

- : bool = false

check correctly fails, if the specification gives “too general” a type.

# check ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

[f <- (’a -> ’c) -> (’a -> ’b) -> int -> ’a -> ’b] 1;;

- : bool = false

check sometimes fails (it is just a sufficient condition!), even if the function
satisfies the specification. In these cases, with a suitable number of iterations,
infercheck can perform better. This is shown by the following example, where
the specification gives to f a (correct) “ground” type.

# check ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

[f <- (int -> int) -> (int -> int) -> int -> int -> int] 1;;

- : bool = false

# infercheck ‘‘let rec f f1 g n x = if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1’’

[f <- (int -> int) -> (int -> int) -> int -> int -> int] 3;;

- : bool = true

Our last example reconsiders the mutual recursion example of Section 3.
We show that (as expected) infercheck (with the ML widening) fails with the
first specification (while check succeeds). They both succeed with the second
specification.

# check

‘‘let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n’’

[apply <- (’a -> ’b -> ’b) -> ’a -> ’b -> int -> ’b;

times <- int -> int -> int] 1;;

- : bool = true

# infercheck

‘‘let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n’’

[apply <- (’a -> ’b -> ’b) -> ’a -> ’b -> int -> ’b;

times <- int -> int -> int] 1;;

- : bool = false

# check

‘‘let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n’’

[apply <- (int -> int -> int) -> int -> int -> int -> int;

times <- int -> int -> int] 1;;

- : bool = true

# infercheck

‘‘let rec apply f x y n = if n = 0 then y else apply f x (f x y) (n - 1)

and times x n = apply (function z -> function w -> z + w) x 0 n’’
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[apply <- (int -> int -> int) -> int -> int -> int -> int;

times <- int -> int -> int] 1;;

- : bool = true

5 Verification and Inference with Type Specifications

We consider now the problem of how type verification might be used to extend
a type inference algorithm to cope with user-defined type specifications. For the
sake of simplicity, we will just consider the construct defining recursive functions,
which is the only construct for which inductive verification is not simply the
composition of inference and comparison.

The classical typing rule for recursion, with the Damas-Milner type system,
is (we use the notation of [7]):

H [f ← τ ] � λx.e⇒ τ

H � µf.λx.e⇒ τ
, (4)

where H is a type environment and τ is a monotype with variables. The rule
clearly shows that τ is a fixpoint of the functional associated to the recursive
definition. When using the rule for type inference, we have to devise an algorithm
to compute τ . The rule can instead directly be used for type checking, if τ is
provided by the user as a type declaration (specification). The modified rule
taking into account type specifications is

H [f ← τ ] � λx.e⇒ τ

H � (µf.λx.e : τ )⇒ τ
. (5)

Is this rule actually used by the ML’s type checking algorithm? The answer is
that this is not the case, at least in the OCAML implementation, as shown by
the following examples

# let rec (f: (’a -> ’a) -> (’a -> ’b) -> int -> ’a -> ’b) =

function f1 -> function g -> function n -> function x ->

if n=0 then g(x)

else f(f1)(function x -> (function h -> g(h(x)))) (n-1) x f1;;

This expression has type (’a -> ’a) -> ’b but is here used with type ’b

# let rec (apply: (’a -> ’b -> ’b) -> ’a -> ’b -> int -> ’b) =

function f -> function x -> function y -> function n ->

if n = 0 then y else apply f x (f x y) (n - 1)

and (times: int -> int -> int) = function x -> function n ->

apply (function z -> function w -> z + w) x 0 n;;

val apply : (int -> int -> int) -> int -> int -> int -> int = <fun>

val times : int -> int -> int = <fun>

which suggest that type inference is performed first, with the approximation
induced by the ML widening, without actually using the specified types, which
are both fixpoints, as already shown in Section 3.1. This reminds our verification
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condition (2) (lfpA (T αP ) ≤ Sα, inference and comparison), which, as already
noted, can be weaker, because of the widening.

In general, we could accept a specification even if it is not a fixpoint, yet it
is satisfied by the recursive definition, i.e., if it is an instance of the type that
would be inferred. If the function satisfies σ, then σ is the inferred type, i.e.,
specifications are prescriptive, provided they are satisfied. The extended typing
rule is then:

H [f ← σ] � λx.e⇒ τ τ ≤ σ
H � (µf.λx.e : σ)⇒ σ

. (6)

Note that now σ is a pre-fixpoint of the functional associated to the recursive
definition. Note also that the premise of the rule is exactly our condition (3).

The ML type inference algorithm might extend its precision in type inference
by using rule 6, even without using more precise widenings, because no widening
is required when the user specifies the expected type.

6 Open Problems and Conclusions

We have shown that the choice of a better widening in our family can improve
the precision of the inferred type, because, by increasing the number of itera-
tions, we might reach the least fixpoint. However, if we consider two widenings,
different in the number of iterations, both terminating by using the rule (Wid 3),
we might wonder which is the relation among the computed abstract values. In
principle, the most precise widening (the one with more iterations) might lead
to a less precise result, unless we get to the fixpoint. In all the examples we have
considered in our experiment, when termination is achieved by rule (Wid 3), the
result does not depend on the number of iterations. We are currently investigat-
ing whether this property holds in general.

The main conclusion of our experiment is that abstract interpretation tech-
niques can help in the development of inference and verification tools in the type
systems approach. Type systems are very important to handle a large class of
properties, not only in functional and object-oriented programming, but also in
calculi related to concurrency and mobility. The type system directly reflects
the property we are interested in and the typing rules are usually easy to under-
stand. The main problem is that it is often hard to move from the typing rules
to the type inference algorithm. Systematic techniques are needed to systemat-
ically help in the transformation of typing rules into type inference algorithms.
We believe that abstract interpretation provides some of these techniques.

Examples of problems which might be tackled using abstract interpretation
techniques are

– The identification of the information which needs to be added to the types
in order to perform an accurate inference. For example, the Damas-Milner
algorithm uses idempotent substitutions. This is essentially the same prob-
lem in abstract interpretation, when one needs to move from the property of
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interest to a (more concrete) abstract domain, in order to achieve a better
precision in the abstract computation. The relation among the two problems
was explicitly shown by [18]: in the case of Mycroft’s algorithm [20], the ad-
ditional information is a kind of relational information, very often used in
abstract domains. It is worth noting that the theory of abstract interpreta-
tion provides techniques for the refinement of domains [14], which can be
very useful to systematically transform the property of interest into a good
abstract domain.

– How to solve computational problems which are not explicitly shown in the
typing rules, such as fixpoint approximation. We have shown that abstract
interpretation can help, by providing a theory which tells us when we can
safely compute abstract fixpoints and when and how we should use widening
operators.

– How to handle user-provided type specifications. As we have shown, when
the user is allowed to specify types (whatever property is represented by the
type), verification techniques based on abstract interpretation can usefully
be embedded in the inference algorithm.

As a last remark, we have shown that when the user is allowed to specify types
(whatever property is represented by the type), verification techniques based on
abstract interpretation can usefully be embedded in the inference algorithm.

Acknowledgments. The authors thank the reviewers of the first version of this
paper for their comments and suggestions.
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14. G. Filè, R. Giacobazzi, and F. Ranzato. A Unifying View on Abstract Domain
Design. ACM Computing Surveys, 28(2):333–336, 1996.

15. J.R. Hindley. The principal type-scheme of an object in combinatory logic. Trans-
action American mathematical Society, 146:29–60, 1969.

16. G. Levi and P. Volpe. Derivation of Proof Methods by Abstract Interpretation.
In C. Palamidessi, H. Glaser, and K. Meinke, editors, Principles of Declarative
Programming. 10th International Symposium, PLILP’98, volume 1490 of Lecture
Notes in Computer Science, pages 102–117. Springer-Verlag, 1998.

17. R. Milner. A theory of type polymorphism in programming. Journal of Computer
and Systems Sciences, 17-3:348–375, 1978.

18. B. Monsuez. Polymorphic typing by abstract interpretation. In R. Shyamasundar,
editor, Proceedings of Foundation of Software Technology and Theoretical Com-
puter Science, volume 652 of Lecture Notes in Computer Science, pages 217–228.
Springer-Verlag, 1992.

19. B. Monsuez. Polymorphic types and widening operators. In P.Cousot, M.Falaschi,
G. File’, and A.Rauzy, editors, Proceedings of Static Analysis, volume 724 of Lecture
Notes in Computer Science, pages 224–281. Springer-Verlag, 1993.

20. A. Mycroft. Polymorphic type schemes and recursive definitions. In G. Goos and
J. Hartmanis, editors, Proceedings of the International Symposium on Program-
ming, volume 167 of Lecture Notes in Computer Science, pages 217–228. Springer-
Verlag, 1984.

21. D. Park. Fixpoint Induction and Proofs of Program Properties. Machine Intelli-
gence, 5:59–78, 1969.
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Abstract. Over the last decades the theory of finite automata on in-
finite objects has been an important source of tools for the specifica-
tion and the verification of computer programs. Trees are more suitable
than words to model nondeterminism and thus concurrency. In the lit-
erature, there are several examples of acceptance conditions that have
been proposed for automata on infinite words and then have been fruit-
fully extended to infinite trees (Büchi, Rabin, and Muller conditions).
The type of acceptance condition can influence both the succinctness of
the corresponding class of automata and the complexity of the related
decision problems. Here we consider, for automata on infinite trees, two
acceptance conditions that are obtained by a relaxation of the Muller ac-
ceptance condition: the Landweber and the Muller-Superset conditions.
We prove that Muller-Superset tree automata accept the same class of
languages as Büchi tree automata, but using more succinct automata.
Landweber tree automata, instead, define a class of languages which
is not comparable with the one defined by Büchi tree automata. We
prove that, for this class of automata, the emptiness problem is decid-
able in polynomial time, and thus we expand the class of automata with
a tractable emptiness problem.

1 Introduction

Since its early days the theory of finite automata had an astonishing impact
in computer science. Several models of automata have been extensively studied
and applied to many fields. In the sixties, with their pioneering work, Büchi [1,
2], McNaughton [11], and Rabin [12] enriched this theory by introducing finite
automata on infinite objects. The connections between such automata and the
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Automata on infinite words and trees turned out to be very useful for those
areas of computer science where nonterminating computations are studied. They
give a unifying paradigm to specify, verify, and synthesize nonterminating sys-
tems [7, 15, 16]. A system specification can be translated to an automaton, and
thus, questions about systems and their specifications are reduced to decision
problems in the automata theory. For example, the satisfiability of a specifi-
cation and the correctness of a system with respect to its specification can be
often reduced to the nonemptiness problem and the containment of languages
accepted by automata. It is thus important to study classes of automata for
which checking for the emptiness of a language is not computationally expensive
and the closure under complementation and intersection hold.

As abstract models of systems, trees are more suitable than words to model
the nondeterminism, which is also useful to model concurrent programs (non-
deterministic interleaving of atomic processes). It is worth noticing that some
concurrent programs, such as operating systems, communication protocols, and
air-traffic control systems, are intrinsically nondeterministic and nonterminat-
ing. Moreover, by using trees we can express the existential path quantifier, and
thus we are able to express lower bounds on nondeterminism and concurrency.
This feature turns out to be greatly helpful in applications such as program
synthesis [3, 4].

In the literature, several acceptance conditions on infinite words have been
fruitfully extended to infinite trees, such as Büchi, Muller, and Rabin conditions.
The kind of acceptance condition we choose usually influences both the succinct-
ness of the model and the complexity of the decision algorithms. While for Büchi
tree automata the emptiness problem is decidable in polynomial time, for Rabin
tree automata it is NP-complete. On the other hand, Büchi tree automata are not
closed under language complementation, while Rabin tree automata are. Since
Rabin tree automata are strictly more expressive than Büchi tree automata, in
terms of the class of accepted languages, it is worth searching for new models
of automata with interesting closure properties and tractable decision problems,
that capture languages besides those characterized by the Büchi paradigm.

For automata on infinite objects, the acceptance is defined with respect to
the set of states which are visited infinitely often while reading the input. For
example, for a Büchi tree automaton some of the states are declared accepting,
and a tree t is accepted if and only if on all the paths of t at least an accepting
state is visited infinitely often. For Muller tree automata, a family of set of states
F = {F1, F2, . . . , Fn} is declared accepting, and a tree t is accepted if and only
if on each path of t the set of states which are visited infinitely often belongs to
F , that is, it is one of the accepting sets. In this paper, we study two new accep-
tance conditions for tree automata: Landweber and Muller-Superset acceptance
conditions. These conditions are obtained by relaxing the Muller condition in the
following way. The Landweber condition requires that, on each path of the input
tree, the set of states which are visited infinitely often is contained in one of the
accepting sets, while the Muller-Superset condition requires the opposite, that
is, on each path of the input tree, one of the accepting sets is contained in the
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set of states which are visited infinitely often. With Landweber tree automata,
we extend to infinite trees the acceptance condition introduced by Landweber
in 1969, relatively to deterministic finite automata on infinite words [8]. Hoss-
ley studied the nondeterministic version of such automata [6]. Here, we study
both the deterministic and the nondeterministic version of the corresponding
tree automata.

For Landweber tree automata, we prove that the class of languages which
are accepted by the deterministic model is strictly contained in the class defined
by the nondeterministic one. We also prove that both classes are closed un-
der union and intersection but not under complementation. We compare these
classes to those accepted by Büchi and Muller tree automata in both determin-
istic and nondeterministic paradigms. It is also worth noticing that the class
of languages accepted by Büchi tree automata is not comparable with that ac-
cepted by Landweber tree automata. We prove that the emptiness problem for
Landweber tree automata is decidable in polynomial time. From the result on
the comparison with Büchi tree automata, we thus obtain an alternative class
of tree languages for which there exists a polynomial time decision algorithm.

The class of languages accepted by Muller-Superset tree automata turns out
to coincide with the class of languages accepted by Büchi tree automata, in
both the deterministic and the nondeterministic versions. An interesting feature
of this paradigm is that automata from this class are usually more succinct
than Büchi tree automata. We prove that for every language L accepted by a
minimal Muller-Superset tree automata S, L is accepted by a minimal Büchi
tree automata B such that size(S) ≤ size(B) ≤ 2O(size(S)).

The rest of the paper is organized as follows. In Section 2, we give the defini-
tions and recall some results on the theory of finite automata on infinite trees. In
Section 3, we study the Muller-Superset tree automata and compare them with
the Büchi tree automata. In Section 4, we extend the Landweber acceptance
condition to tree automata, and study the corresponding model with a major
emphasis on the main closure properties and the comparison between determin-
istic and nondeterministic paradigms. Relationships among Büchi, Landweber
and Muller classes of languages are studied in Section 5. In Section 6, we prove
that the emptiness problem for Landweber tree automata is decidable in poly-
nomial time. Finally, we give a few conclusions in Section 7.

2 Automata on ω-trees

In this section, we introduce some notations that will be used in the rest of
this paper. We also recall the definitions and the main results concerning Büchi,
Muller, and Rabin tree automata.

Let Σ be a finite alphabet and Dom = {0, 1, . . . , k−1}∗. We define an infinite
k-ary Σ-tree t as a map t : Dom→ Σ. In the following, unless differently stated,
an infinite k-ary Σ tree will be referred simply as a tree. For each tree t, the
element in Dom are the nodes of the tree and the empty word ε corresponds
to the root. If u is a node of a tree then ui is the i-th child of the node u. We
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say that a symbol a ∈ Σ occurs in a tree t if there exists u ∈ Dom such that
t(u) = a. Let u, v ∈ Dom, we say that u precedes v, denoted as u < v, if there
exists an x ∈ Dom such that v = ux. Let π ⊆ Dom, π is a path of t if it is a
maximal subset of Dom linearly ordered by <. If π ⊆ Dom is a path of t, then
t/π denotes the restriction of the function t to the set π. We say that a symbol
a ∈ Σ occurs in a tree t if there exists u ∈ Dom such that t(u) = a. Moreover,
we say that a occurs infinitely often in t/π if there exists an infinite number of
nodes u ∈ π such that t(u) = a. Let t be a tree and π a path of t, with Inf(t/π)
we denote the set {a ∈ Σ | a occurs infinitely often in t/π}. Given a tree t and
a node u ∈ Dom, we define the subtree of t rooted in u as the tree tu such that
tu(v) = t(uv) for v ∈ Dom. Let Σ be a finite alphabet, we denote by TωΣ the set
of Σ-valued trees. A language is a subset of TωΣ . In the following we will deal
exclusively with infinite binary trees (Dom = {0, 1}∗). All the results we obtain
also hold for k-ary trees. According to the definition of a subtree, we use t0 and
t1 to denote, respectively, the left and right subtree of t. Moreover, we denote
by π0 the leftmost path in a tree, that is π0 = {0}∗, and by π1 the rightmost
one, i.e. π1 = {1}∗.

Now we give some basic definitions from the theory of automata on infinite
trees. We start by recalling some well-known acceptance conditions. In the liter-
ature several acceptance conditions on infinite trees have been considered. Here
we recall those defining Büchi, Muller, and Rabin automata. Other paradigms
such as Streett automata, turned out to be equivalent to Muller automata.

Definition 1. A finite automaton on infinite trees (TA) is a tuple A = 〈Q, Σ, δ,
Q0, F 〉 where Q �= ∅ is a finite set of states, Σ is an alphabet, δ ⊆ Q×Σ×Q×Q is
the transition relation, Q0 ⊆ Q is the set of initial states, and F is an acceptance
condition.

A deterministic automaton on infinite trees (DTA) is a TA with |Q0| = 1 and δ
is a total function δ : Q ×Σ → Q ×Q. To describe the behaviour of a TA, we
recall the notion of run.

Definition 2. Let A = 〈Q,Σ, δ,Q0, F 〉 be a TA and t : Dom→ Σ be an infinite
tree. A run r of A on t is a tree r : Dom → Q such that r(ε) ∈ Q0, and
(r(u), t(u), r(u0), r(u1)) ∈ δ, for all u ∈ Dom.

With RunA(t) we denote the set of runs of A on t. Clearly, if A is deterministic,
then |RunA(t)| = 1. An infinite tree is accepted by A if there exists a successful
run r of A on t, that is r satisfies the acceptance conditions on all its paths.
Moreover, with T (A) we denote the language recognized by A.

The Büchi tree automaton (BTA) was defined by Rabin [13] who gave to
these automata the name of special automata. A (D)BTA B is a (D)TA with
a Büchi acceptance condition expressed by a set of states F . This condition
requires that at least one accepting state occurs infinitely often. Thus, given a
t ∈ TωΣ , a run r ∈ RunB(t) is successful if and only if for each path π of r,
Inf(r/π)∩F �= ∅. With (D)BTA we denote also the class of languages accepted
by (deterministic) Büchi tree automata.
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The Muller condition is given as a family of sets of states F = {F1, . . . , Fm}
and requires that the states that repeat infinitely often are exactly the states from
one of accepting sets. Thus, a (deterministic) Muller tree automaton ((D)MTA)
M is a (D)TA with family F = {F1, . . . , Fm}. Given a t ∈ TωΣ , a run r ∈ RunM(t)
is successful if and only if for each path π of r, there exists a set Fi ∈ F such that
Inf(r/π) = F . With (D)MTA we denote also the class of languages accepted by
(deterministic) Muller tree automata.

Finally, a (deterministic) Rabin tree automaton ((D)RTA) R is a (D)TA
along with a family of set of states F = {(F1, G1), . . . , (Fm, Gm)}. Given a tree
t, a run r ∈ RunR(t) is successful if and only if for each path π of r, there exists
a pair (Fi, Gi) ∈ F such that Inf(r/π) ∩ Fi �= ∅ and Inf(r/π) ∩ Gi = ∅. With
RTA we denote also the class of languages accepted by a Rabin tree automata.

We recall the main results for the introduced classes of tree automata. Since
the class of languages accepted by Rabin tree automata coincides with that
accepted by Muller tree automata, when we compare the classes of languages we
will refer only to MTA. In Figure 1 we summarize the relationships among the
considered classes of tree automata [9, 10, 13].

MTA

DBTADMTA BTA

Fig. 1. Relationships among (D)BTA and (D)MTA.

In Figure 2 we list some languages along with their ranking relatively to the
classification illustrated in Figure 1. For all of these languages, we assume that
Σ = {a, b}. We will use them in the following.

Languages Ranking

T1 = {t ∈ Tω
Σ | ∃ π such that a �∈ Inf(t/π)} BTA - DMTA

T2 = {t ∈ Tω
Σ | ∀ π, either a �∈ Inf(t/π) or b �∈ Inf(t/π)} DMTA−BTA

T3 = {t ∈ Tω
Σ | ∀ x ∈ π0, t/π0(x) = a} DBTA

T4 = {t ∈ Tω
Σ | ∀ π, a ∈ Inf(t/π) and b ∈ Inf(t/π)} DBTA

T5 = {t ∈ Tω
Σ | a �∈ Inf(t/π0)} BTA−DBTA

T6 = {t ∈ Tω
Σ | ∀ π, a ∈ Inf(t/π)} DBTA

Fig. 2. Some tree languages and their classification.

In the following remark, we summarize the closure properties of the above
classes of automata and languages.
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Remark 1.

– DMTA, DBTA, and BTA are closed under intersection and union, but they
are not closed under complementation.

– MTA is closed under intersection, union, and complementation.

In the following remark, we recall some known results on the decision prob-
lems of Büchi and Rabin tree automata.

Remark 2.

– The emptiness problem for BTA is decidable [13], and is LOGSPACE-com-
plete for PTIME [15].

– The non-emptiness problem for RTA is NP-complete [12, 5].

Given a TA A = 〈Q,Σ, δ,Q0, F 〉, we define the size of A, denoted by Size(A),
as the sum of the sizes of Q, δ, and F . Let T be a language, we define the size of
T , denoted by SizeTA(T ), as the minimum over the sizes of the TA’s recognizing
T , that is, SizeTA(T ) = Size(A) where A is a TA such that T (A) = T and for
every TA A′ such that T (A′) = T , Size(A) ≤ Size(A′). We refer to such a TA
A as a minimal TA for T .

3 Muller-Superset Tree Automata

In this section, we study the Muller-Superset acceptance condition, a new ac-
ceptance condition for tree automata obtained by using the superset opera-
tion, instead of the equality, in the Muller acceptance paradigm. We prove that
Muller-Superset tree automata define the same class of languages as Büchi tree
automata, in both the deterministic and nondeterministic cases. We also show
that Muller-Superset tree automata are at least as much succinct as Büchi tree
automata and in some cases the gain can be exponential. We start by defining
this class of automata.

A Muller-Superset tree automaton (STA) S is a TA with acceptance condi-
tion F = {F1, . . . , Fm}. A tree t ∈ TωΣ is accepted by an STA S if and only if
there exists a run r ∈ RunS(t) satisfying the condition that for every path π of r,
the inclusion Inf(r/π) ⊇ Fi holds for some Fi ∈ F . Moreover, with (D)STA we
also denote the class of languages accepted by (deterministic) Muller-Superset
tree automata. In the next example we give a DSTA accepting the language T4.

Example 1. Let S = 〈{q0, qa, qb}, Σ, δ, {q0}, {{qa, qb}}〉 be a DSTA where δ =
{(q, x, qx, qx) | q ∈ Q and x ∈ Σ}. A tree t ∈ T (S) if and only if there exists a
run r ∈ RunS(t) such that for all paths π of r, the set {qa, qb} is contained by
Inf(r/π), and thus if and only if for all paths π of t, it holds {a, b} ⊆ Inf(t/π).
Hence, we have that T (S) = T4.

In the following theorem, we show that the classes DBTA and DSTA are
equivalent. We prove it by showing that for every DBTA B that recognizes a
language T , there exists a DSTA S that recognizes the same language T and vice-
versa. Besides, using the corresponding reductions, we show that for every lan-
guage T accepted by a DSTA, SizeDSTA(T ) ≤ SizeDBTA(T ) ≤ 2O(SizeDST A(T )).
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Theorem 1. The classes DBTA and DSTA coincide. Moreover, for a given
tree language T , SizeDSTA(T ) ≤ SizeDBTA(T ) ≤ 2O(SizeDST A(T )).

Proof. To prove that DBTA ⊆ DSTA, we use a simple automata construc-
tion involving only the accepting set. Given a DBTA B = 〈Q,Σ, δ,Q0, F 〉, we
construct a DSTA S = 〈Q,Σ, δ,Q0, F

′〉 where F ′ = {{qi} | qi ∈ F}. A tree
t ∈ T (B) if and only if there exists an r ∈ RunB(t) such that for each path π
of r, we get Inf(r/π) ∩ F �= ∅, and thus if and only if there exists a Fi ∈ F ′

such that Fi ⊆ Inf(r/π). Hence, t ∈ T (B) if and only if t ∈ T (S). If B is a
minimal DBTA such that T (B) = T , by the above construction and the fact
that SizeDSTA(T ) ≤ Size(S), we get SizeDSTA(T ) ≤ SizeDBTA(T ).

Now, let us prove that DBTA ⊇ DSTA. Let S = 〈Q,Σ, δ,Q0, F 〉 be a
DSTA and H = {W ∈ P(Q) | ∀Fi ∈ F, Fi �⊆ W}, that is H contains only sets
of states W such that for any Fi W is either strictly contained in Fi or not
comparable with it. Let B = 〈Q×H,Σ, δ′, Q0×∅, Q×∅〉 be a DBTA such that
((q,X), a, (q1, X1), (q2, X2)) ∈ δ′ if (q, a, q1, q2) ∈ δ and for i = 1, 2:

Xi =
{ ∅ if ∃Fj ∈ F such that Fj ⊆ X ∪ {qi},
X ∪ {qi} otherwise.

The automaton B enters an accepting state if and only if all the states of an
accepting set Fj ∈ F have been visited. Thus, a tree t ∈ T (S) if and only
if t ∈ T (B). Since the number of sets in H is at most exponential in the
size of Q, we have that Size(B) is bounded above by 2O(SizeDST A(T )). Thus,
SizeDBTA(T ) ≤ 2O(SizeDST A(T )). ��

Given a DSTA S accepting a language T , using the above algorithm we can
construct a DBTA B accepting T with an exponential blow-up in the size of the
automaton S. In the next example, we show a matching lower-bound for this
construction. In particular we define a class of languages and a corresponding
Muller-Superset tree automata S such that a minimal DBTA B accepting T (S)
is such that Size(B) is at least exponential in Size(S).

Example 2. Let Σ = Σa ∪ Σb where Σa = {a1, . . . , an} and Σb = {b1, . . . , bn},
and T = {t ∈ TωΣ | ∀π of t, {ai, bi} ∈ Inf(t/π) for some i such that 1 ≤ i ≤ n}.
We show that T is accepted by a DSTA S with Size(S) = 4n2+4n and a minimal
DBTA B accepting T is such that Size(B) ≥ 2n. Let S = 〈Q,Σ, δ, {qa1}, F 〉 be a
DSTA with Q = {qx |x ∈ Σ}, F =

⋃n
i=1{qai , qbi}, and δ = {(q, x, qx, qx) | q ∈ Q

and x ∈ Σ}. Trivially T (S) = T and Size(S) = 4n2 + 4n.
Now we prove by contradiction that SizeDBTA(T ) ≥ 2n. Assume that B is

a DBTA with less than 2n states such that T = T (B). Notice that any tree t
such that for any path π, t/π = (wbi)ω, where w ∈ Σ∗

a , bi ∈ Σb and w contains
ai, belongs to T . For a word w ∈ Σ∗

a , we define symbols(w) = {xi |xi ∈ Σa
and w = w′xiw′′}, that is the set of symbols from Σa which occur in w. Define
the equivalence ≡ over Σ∗

a as w ≡ w′ if and only if symbols(w) = symbols(w′).
Clearly ≡ has index 2n. Given a word w, consider a tree tw such that w is the
prefix of the word labeling the leftmost path of tw. Since B has less than 2n
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states, there exist two words w and w′ such that: w �≡ w′ and, the runs of B on
tw and tw

′
reach, on the leftmost path, the same state after reading, respectively,

w and w′. Let ai ∈ symbols(w) and ai �∈ symbols(w′). Consider now a tree t
whose leftmost path is labeled by (wbi)ω and a tree t′ whose leftmost path is
labeled by (w′bj)ω for some bj such that aj ∈ symbols(w′). Clearly both t and
t′ belong to T , thus, the corresponding runs r and r′ of B are accepting runs.
Let t′′ be a tree which differs from t′ only in the leftmost path which is labeled
by (w′bi)ω . Such t′′ does not belong to T but by the above assumptions we have
that the only run of B on t′′ is accepting, and thus we have a contradiction.

We end this section showing that Büchi and Muller-Superset tree automata
capture the same class of languages also in the nondeterministic case.

Theorem 2. The classes BTA and STA coincide. Moreover, for a given tree
language T , SizeSTA(T ) ≤ SizeBTA(T ) ≤ (SizeSTA(T ))3.
Proof. To prove that BTA ⊆ STA, we can use the same construction as we
have used in the deterministic case. We recall that that construction also proves
SizeSTA(T ) ≤ SizeBTA(T ).

Now let us prove that BTA ⊇ STA. Let S = 〈Q,Σ, δ,Q0, F 〉 be an STA,
where F = {F1, . . . , Fn}. We assume that the states from Fh are numbered from
0 to nh − 1, where nh = |Fh|, according to any arbitrary order. Define B =
〈Q′, Σ, δ′, Q′

0, F
′〉 as the BTA with set of states Q′ = {[q, h, i] | q ∈ Q, 1 ≤ h ≤ n

and 0 ≤ i ≤ nh}, set of initial states Q′
0 = {[q, h, 0] | q ∈ Q0 and 1 ≤ h ≤ n},

accepting set F ′ = {[q, h, nh] | q ∈ Q and 1 ≤ h ≤ n} and transition relation
δ′ defined as follows. For any transition (q, a, q1, q2) ∈ δ, we add the tuples
([q, h, i], a, [q1, h1, i1], [q2, h2, i2]) such that at least one between h1 and h2 is
equal to h, and for j = 1, 2 we have that if hj �= h then ij = 0, otherwise if
hj = h then

– ij = i+ 1, if i < nh and q is the i-th state of the set Fh,
– ij = 0, if i = nh, and
– ij = i, in all the other cases.

For each path, the automaton B nondeterministically guesses a set of ac-
cepting states Fh and checks that all the states from this set are visited in-
finitely often. Thus, T (B) = T (S). By the above construction we have that
the size of Q′ is |F | |Q|, δ′ = O(n |δ| |F |) and |F ′| = n |Q|. Thus, we get that
Size(B) ≤ (Size(S))3, and SizeBTA(T ) ≤ (SizeSTA(T ))3 holds. ��

4 Landweber Tree Automata

In this section, we introduce the Landweber acceptance condition, a new accep-
tance condition on infinite trees obtained by using the subset operation, instead
of the equality, in the Muller acceptance condition. We study for the correspond-
ing class of languages the main closure properties and we compare the classes
of languages accepted by the deterministic and the nondeterministic Landweber
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tree automata. The considered model extends to trees, in the usual way, the
acceptance condition introduced by Landweber for automata on ω-words [8].

A Landweber tree automaton (LTA) L is a TA with accepting condition
F = {F1, . . . , Fm}. A tree t ∈ TωΣ is accepted by L if and only if there exists
a run r ∈ RunL(t) satisfying the condition that for every path π of r, the
containment Inf(r/π) ⊆ Fi holds for some Fi ∈ F . Moreover, with (D)LTA
we denote the class of languages accepted by (deterministic) Landweber tree
automata. Directly from the definition we have that LTA is contained in MTA.

In the following example, we give a DLTA accepting the language T2.

Example 3. Let L = 〈{qa, qb}, {a, b}, δ, {qa}, {{qa}, {qb}}〉 be a DLTA where δ =
{(q, a, qa, qa), (q, b, qb, qb) | q ∈ Q}. The automaton L changes its state to qa
(respectively, qb) whenever an occurrence of a (respectively, b) is read. Thus,
t ∈ T (L) if and only if on each path there are either finitely many occurrences
of b or finitely many occurrences of a, that is if and only if t ∈ T2. Hence,
T2 ∈DLTA.

We show now that, also for this new acceptance condition, nondeterminism
strictly increases the accepting power of the model.

Theorem 3. DLTA ⊂ LTA.

Proof. To prove this result we provide a language in LTA which is not in DLTA.
Namely, we show that T1 ∈LTA-DLTA.

Let L be the LTA 〈{q0, q1, q2}, {a, b}, δ, {q0}, {{q1, q2}}〉 such that δ is given
by {(q0, x, q0, q1), (q0, x, q1, q0), (q1, x, q1, q1), (p, b, q1, q2), (p, b, q2, q1) |x ∈ {a, b}
and p ∈ {q0, q2}}. L nondeterministically chooses a path in the input tree and
checks if there is a finite number of a’s. This check is carried out by guessing the
last occurrence of a on the selected path. Thus, a tree is accepted if and only if
it is possible to select a path with a finite number of a’s. Hence, T1 = T (L).

To complete the proof, suppose that there is a DLTA L accepting T1. Let
t ∈ T1 such that t0 is entirely labeled by a, and t1 is entirely labeled by b and
let r be a successful run from RunL(t). Consider now the tree t′ obtained from t
by exchanging the two subtrees t0 and t1, that is t′0 = t1 and t

′
1 = t0. Obviously,

t′ ∈ T1, and let r′ be a successful run of L on t′. Replace t′1 for t1 in t, and call
the obtained tree t′′. Clearly, t′′ �∈ T1. Since L is deterministic, and r and r′ are
successful runs, we have that replacing r′1 for r1 in r, we obtain a successful run
of L on t′′. Thus, t′′ ∈ T (L) and hence we get a contradiction. ��

By standard automata constructions we can prove the following theorem:

Theorem 4. (D)LTA is closed under union and intersection.

Now we informally introduce a new notation that will be used to prove the
non closure under complementation of (D)LTA. Let Σ be a finite alphabet and let
c �∈ Σ be a new symbol, we denote by T (c)

Σ the set of trees with both infinite and
finite paths valued on Σ ∪ {c} with the restriction that c cannot label internal
nodes and all the symbols in Σ can only label internal nodes. Let t, t′ ∈ T (c)

Σ , we
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denote by t ·c t′ the tree obtained from t by replacing each occurrence of c with
t′ (c-concatenation). For T ∈ T (c)

Σ , the ωc-concatenation of t denoted by tωc is
the tree in TωΣ obtained by iterating the c-concatenation on t.

The following theorem states the nonclosure under complementation of both
the introduced classes.

Theorem 5. (D)LTA is not closed under complementation.

Proof. To prove this result we show that there is a language in DLTA whose
complement with respect to TωΣ is not in LTA. In the Example 3, we have given
a DLTA accepting T2. Consider now T = {t ∈ TωΣ | ∃ π such that a ∈ Inf(t/π)
and b ∈ Inf(t/π)}. Clearly T is the complement of T2 with respect to TωΣ .
Suppose that there exists an LTA L such that T (L) = T . Thus, there exists
t ∈ T such that Inf(t/π0) = {a, b}, Inf(t/π) ⊂ {a, b} for any path π �= π0,
and for any natural number h, there exists a natural number m ≥ h such that
t(0i) = b for m ≤ i ≤ n + m, where n is the number of states of L. Let r be
a successful run of L on t such that Inf(r/π0) ⊆ Fi for a given i. Thus, there
exist j and k such that m ≤ j < k ≤ m + n and r(0j) = r(0k) ∈ Fi. We can
decompose r (respectively, t) in three parts as follows:

– r′ (resp. t′) is obtained from r (resp. t) by replacing the subtree r0j (resp.
t0j ) with a sole node labeled by c.

– r′′ (resp. t′′) is obtained from r0j (resp. t0j )by replacing r0k (resp. t0k) with
a sole node labeled by c.

– r′′′ (resp. t′′′) is r0k (resp. t0k).

Thus, r = r′ ·c r′′ ·c r′′′ and t = t′ ·c t′′ ·c t′′′. Directly from the above properties
of r and t, we get that the run r′ ·c r′′ωc is a successful run of L on t′ ·c t′′ωc. But
for the choice of j and k this tree contains only paths with a finite number of a.
Hence, we contradict the hypothesis that T (L) = T . ��

Notice that the above proof is sufficient to show also that T4 is not LTA.

5 Language Comparisons

In this section we compare the classes of languages (D)BTA, (D)MTA, and
(D)LTA. To prove our results we use the languages along their rank listed in
Figure 2.

The following theorem states the results of the comparisons involving DLTA.

Theorem 6.

1. DLTA and (D)BTA are not comparable.
2. DLTA∪DBTA⊂DMTA.
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Proof. From example 3 we have that T2 ∈DLTA. Since we know that T2 �∈ BTA,
and T4 ∈DBTA-DLTA, we obtain that DLTA and (D)BTA are not comparable.
From the relationships summarized in Figure 1 and a trivial automata construc-
tion we get DLTA∪DBTA⊆DMTA. To prove the strict containment we use
T = {t ∈ TωΣ | t0 ∈ T2 and t1 ∈ T4}. Obviously, T �∈DLTA∪DBTA. We know
that T2 and T4 is in DMTA and thus part 2 holds. ��

Comparisons between LTA and the remaining classes are established in the
following lemma.

Theorem 7.

1. LTA and (D)BTA are not comparable.
2. LTA and DMTA are not comparable.
3. For X,Y, Z ∈ {LTA, BTA, DMTA} such that X �= Y , X �= Z and Y �= Z,

we have that X �⊆ Y ∪ Z.
4. LTA∪BTA∪DMTA⊂MTA.

Proof. Part 1 is a direct consequence of T4 ∈ DBTA− LTA, and T2 ∈ LTA−
BTA. We know from the table in Figure 2 and the results in section 4 that T1 ∈
LTA-DMTA and T4 ∈DMTA-LTA, thus, part 2 holds. To prove part 3 we only
need to consider three cases: (a) LTA �⊆BTA∪DMTA, (b) BTA �⊆LTA∪DMTA,
and (c) DMTA �⊆BTA∪LTA. Consider the case (a). Let T = {t ∈ TωΣ | t0 ∈ T1

and t1 ∈ T2}. We have that T �∈DMTA∪BTA since T1 �∈DMTA and T2 �∈BTA,
but T ∈LTA since by the results in section 4 we know that T1 and T2 belong
to LTA. The proofs of cases (b) and (c) are analogous. In particular, for (b)
we may use T = {t ∈ TωΣ | t0 ∈ T1 and t1 ∈ T4} and for (c) we may use
T = {t ∈ TωΣ | t0 ∈ T2 and t1 ∈ T4}. For part 4, we observe that, by a simple
automata construction involving only the accepting sets, it is possible to prove
that LTA⊆MTA. Thus, from Figure 1, we have that DMTA∪BTA∪LTA⊆
MTA. Let T = {t ∈ TωΣ | t0 ∈ T1 and t10 ∈ T2 and t11 ∈ T4}, we obtain
T �∈DMTA∪BTA∪LTA since T1 �∈DMTA, T2 �∈BTA, and T4 �∈LTA. It easy
to verify that T is instead accepted by an MTA. ��

In the following theorem we complete the study of the relationships among
the introduced classes of languages by pointing out the existence of languages
in particular subclasses.

Theorem 8.

1. DLTA∩DBTA∩DMTA �= ∅.
2. ((LTA∩DMTA)−BTA) �= ∅, ((BTA∩LTA)−DMTA) �= ∅ and ((BTA∩
DMTA)− LTA) �= ∅.

3. ((DLTA ∩BTA)−DBTA) �= ∅.
4. ((BTA ∩DMTA)− (DBTA ∪ LTA)) �= ∅.

Proof. It is easy to prove that T3 ∈ DLTA, thus, from the table in Figure 2, T3

belongs to the intersection of DLTA, DBTA, and DMTA. Hence, part 1 holds.
Part 2 directly follows from the classification of the languages T1, T2 and T4.



Weak Muller Acceptance Conditions for Tree Automata 251

Part 3 can be proved by using T5. For part 4, consider T = {t ∈ TωΣ | t0 ∈ T4

and t1 ∈ T5}. Since T4 �∈LTA and T5 �∈DBTA we have that T �∈ LTA∪DBTA.
Since T4, T5 ∈DMTA∩BTA, we have that T ∈DMTA∩BTA. ��

It is an open problem to determine whether DLTA=DMTA∩LTA. Our con-
jecture is that this is the case. Our main motivation is that a language to be
accepted nondeterministically by an LTA and deterministically by an MTA, can-
not contain trees that require nondeterministic guesses on the paths on which
the automaton must check for a given property. Thus, nondeterminism can be
only used along the paths. Since every path is an infinite word and the nondeter-
ministic and deterministic paradigms of finite automata on infinite sequences of
characters with Landweber acceptance condition are equivalent, we expect our
conjecture to hold.

Assuming that our conjecture is true the relationships among the introduced
classes of languages is reported in Figure 3. Notice that according to the results
presented in this section, any region denoted in the diagram is not empty.

DMTA BTA

LTA

MTA

DBTA

DLTA

�
�
�
�
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Fig. 3. Relationships between (D)BTA, (D)MTA and (D)LTA.

6 The Emptiness Problem for LTA

In this section we deal with the emptiness problem for Landweber tree automata.
From Theorem 7 we have that the class LTA is not comparable with BTA and
is strictly contained in MTA. We observe that a Landweber condition can be
directly translated to a Rabin condition by a very simple construction. Given
a Landweber tree automaton L = 〈Q,Σ, δ,Q0, F 〉 where F = {F1, . . . , Fm},
a Rabin tree automaton accepting T (L) is R = 〈Q,Σ, δ,Q0, F

′〉, where F ′ =
{(F1, Q− F1), . . . , (Fm, Q− Fm)}. By this construction and the result that any
non-empty language accepted by a Rabin tree automaton contains a regular tree
[14], we have the following lemma.

Lemma 1. Any non-empty language accepted by a Landweber tree automaton
contains a regular tree.
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Algorithm 1.
P ← Q′

repeat
P ′ ← P
P ← ∅
for (q, a, q1, q2) ∈ δ such that q ∈ P ′ do

if (p, p′ ∈ {q1, q2}, p �= p′, p ∈ Q′′ and p′ ∈ P ′) or q1, q2 ∈ P ′ then
P ← P ∪ {q}

enddo
until P ′ = P
return Reach(Q′′ ∪ P )

Fig. 4. Algorithm for computing Accept(Q′, Q′′).

Since the constructed automaton R is linear in the size of the starting au-
tomaton L, and the non-emptiness problem for Rabin tree automata is NP-
complete [5, 12], we get a nondeterministic polynomial time algorithm to solve
the non-emptiness problem for Landweber tree automata. In the following, we
indeed prove that checking for the emptiness of Landweber tree automata can be
done in deterministic polynomial time and thus, under the theoretical assump-
tion that “P �= NP”, it turns out to be simpler than for Rabin tree automata.
Before proving the claimed result on the LTA emptiness problem we give some
notation.

Consider a Landweber tree automaton L = 〈Q,Σ, δ,Q0, F 〉 where F =
{F1, . . . , Fm}. A finite portion of a run r is a subtree r′ of r such that all paths
in r′ are finite. We refer to the last nodes of all paths in r′ as leaves. For a set of
states Q′ ⊆ Q, we define Reach(Q′) as the set of all the states from which there
exists a finite portion of a run whose leaves are labeled with states in Q′. This
set can be computed in time linear in |Q′|+ |δ|, by using a simple algorithm of
backward reachability.

For a transition e = (q, a, q1, q2) ∈ δ, we define the graph induced by e
as the directed graph whose vertices are q, q1, and q2, and whose edges are
(q, q1) and (q, q2). This definition generalizes to sets of transitions in an obvious
way. Moreover, we define a graph embedded in L as the graph induced by the
transitions from a δ′ ⊆ δ such that for any q ∈ Q there exists at most a transition
from q in δ′. Given two sets Q′, Q′′ ⊆ Q, by Accept(Q′, Q′′) we denote a set of
states q ∈ Q such that there exists a graph G embedded in L such that q
is a vertex of G and along every maximal simple path of G starting from q
either a state in Q′′ or a cycle over only states from Q′ are reached. Clearly,
Accept(∅, P ) = Reach(P ) and Accept(P, ∅) is Reach(P ′) where P ′ = ∪ki=1Pi
such that for any i = 1, . . . , k, Pi ⊆ P and there exists a graph Gi which is
embedded in L, has Pi as set of vertices, and is a strongly connected component
(i.e., from any vertex of G all the other vertices of G can be reached). The set
Accept(Q′, Q′′) can be computed by the algorithm in Figure 4.

Lemma 2. Algorithm 1 computes Accept(Q′, Q′′) in O(|Q′| |δ|+ |Q′′|) time.
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The following theorem holds.

Theorem 9. The emptiness problem for LTA is decidable in polynomial time.

Proof. Consider a Landweber tree automaton L = 〈Q,Σ, δ,Q0, F 〉 where F =
{F1, . . . , Fm}. A procedure to decide “T (L) = ∅?” is given by the recurrence
Γ0 = ∪mi=1Accept(Fi, ∅) and Γj+1 = ∪mi=1Accept(Fi, Γj). Let Γ be the least
fixed-point of the above recurrence, our decision algorithm outputs Yes, if Γ ∩
Q0 = ∅, and No, otherwise. We observe that the least fixed-point of the above
recurrence is reached in at most |Q| iterations. Thus, by Lemma 2 and the fact
that Reach(P ) can be done in linear time, computing Γ requires O(m |δ| |Q|2)
time and hence can be computed in polynomial time. To complete the proof
we need to show that T (L) is not empty if and only if Γ ∩ Q0 is not empty.
The converse direction is a direct consequence of the definition of the set Γ
and the definition of the Landweber acceptance condition. Consider now the
forward direction. From Lemma 1 we have that T (L) is not empty if and only
if there exists a regular tree belonging to T (L). Consider now a finite graph G
corresponding to an accepting regular run of L (i.e., a run on a regular tree). We
claim that G must contain at least a strongly connected component over states
from a given Fi ∈ F . To prove this we observe that if this is not the case then
there is an infinite path π of G, and thus of the corresponding regular tree, that
does not satisfy the acceptance condition, i.e., for any Fi ∈ F it holds that on π
the set of states that repeat infinitely often is not contained in Fi. This property
ensures that some of the vertices of such G correspond to states belonging to
Γ0. By a similar argument we can prove that at the i-th iteration of the above
algorithm at least one new state, among those corresponding to vertices of G,
is added to Γi, and this is repeated until all such states are added. Since G
corresponds to an accepting run of L, then also a state from Q0 is eventually
added to some Γi, and thus, is contained in Γ . Hence, we get that if T (L) is not
empty then Γ ∩Q0 is not empty, and we are done. ��

7 Conclusions

In this paper we have studied two new acceptance conditions for tree automata:
the Landweber and the Muller-Superset acceptance conditions. These conditions
are relaxations of the Muller acceptance condition. We have shown that Muller-
Superset tree automata capture the same class of languages as Büchi tree au-
tomata, and that automata from this class can be more succinct than Büchi tree
automata. For Landweber tree automata we have studied both the nondetermin-
istic and the deterministic paradigms, and compared the corresponding classes of
languages to those characterized by Büchi and Muller tree automata. The class of
languages accepted by Landweber tree automata is orthogonal to that accepted
by Büchi tree automata. For this class we have studied the main closure proper-
ties and the emptiness problem. Our main result is that the emptiness problem
for Landweber tree automata is decidable in polynomial time, and thus we en-
large the class of ω-tree languages that can be characterized by automata with a
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tractable emptiness problem. Besides the intrinsic interest in such a theoretical
result, the emptiness problem of automata is closely related to decision problems
in mathematical logics and also to the specification and verification of systems.
Future developments of this research will take in account these aspects. Finally,
the Landweber acceptance condition naturally expresses the complement of the
Büchi condition. Given a Büchi condition F its complementation is given by the
Landweber condition {Q − F}, where Q is the set of states of the automaton.
This suggests a very simple way of characterizing the complement of determin-
istic Büchi tree automata by nondeterministic Landweber tree automata with
only one accepting set. The nondeterminism is needed to nondeterministically
select a path to check for the violation of the Büchi condition.
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Abstract. Aim of this paper is to develop a filter model for a calculus with mo-
bility and higher-order value passing. We will define it for an extension of the
Ambient Calculus in which processes can be passed as values. This model turns
out to be fully abstract with respect to the notion of contextual equivalence where
the observables are ambients at top level.

1 Introduction

The Ambient Calculus [8] is a calculus of mobile computation that allows active pro-
cesses to move between sites and interact with them. Owing to its interest a number of
studies on various foundational aspects of this or derived systems have been recently
developed. The subject of these investigations have been mainly type systems (finalized
to the proof of various properties like safe communications [9] or security [7,17,6]),
proof systems [10], abstract interpretations [19] and flow analysis [13]. In [11] a de-
notational model has been proposed for a very basic subset of the language, in which
only mobility primitives where present. Aim of this paper is to extend this model to a
language in which processes can be exchange as values inside ambients. Our approach
is similar to that of [3], but in our language we do not have a separate set of expres-
sions (including an explicitλ operator) which can be communicated. In the resulting
language, however, theλ-calculus can be directly simulated.

One main difficulty in defining models of the Ambient Calculus is that of finding
an abstract counterpart to the notion of mobility. A promising tool for overcoming this
difficulty seems the notion of “logical” semantics in which domains are described by
abstract filters of logical formulas expressing properties of the terms of the calculus. In
filter models, moreover, terms are interpreted as the sets of their computational prop-
erties (types). This makes them an interesting basis for the study and development of
analysis tools. Filter models have been successfully applied, for instance, to the study
of normalization properties of lambda terms [16].

In this paper we define, in particular, a model for a variant of the Ambient Calculus
with synchronous higher-order value passing and a new “selfopen” primitiveso . The
so action is strongly related to theacid operation of [8] and allows the simulation of
objective moves [8]. Our model turns out to be fully abstract with respect to the notion
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of contextual equivalence defined in [18]. The same model is also adequate with respect
to the calculus obtained by eliminating theso action, but in this case it is not fully
abstract.

The “logical” approach to denotational semantics goes back to [25], and has been
advocated in [1] as a general paradigm unifying, among other things, type assignment,
logic of programs and logical characterizations of behaviors of concurrent processes
such as Hennessy-Milner logic. A main advantage of this approach is that it produces a
denotational model in the sense that the denotation of a term is given in a compositional
way. This has been used in [4] and [2] forλ-calculus. In the same line are the studies
concerning extensions ofλ-calculus by means of operators with concurrent features like
[23,5,14,15]. In [5], in particular, the intersection type operator is seen as the basic tool
to represent nondeterministic choice in the “may” perspective.

In [21] Hennessy presents the first denotational model of higher-order concurrent
processes based on a compromise between type systems and modal logic. The resulting
filter model turns out to be fully abstract with respect to an operational semantics based
on a notion of testing and “may” convergency. A similar result has been proved in [20]
for a kernel of the language FACILE. A filter model for higher-order processes which is
adequate but not complete with respect to the “must” testing as been proposed in [22].
The same approach is used in [12] to build a filter model of theπ-calculus which is
fully abstract for “may” convergence.

The type system used for the definition of the model can also be seen as a proof
system to express ambient and process properties. Proof systems with these aims have
also proposed by Cardelli and Gordon (see e.g. [10]). Sangiorgi’s paper [24] provides
a careful study of the equivalence on mobile ambients induced by theambient logic
of [10]. The logic turns out to be strongly intensional, equating mainly structurally
equivalent processes: for example it distinguishes between the processesin a.in a.0
andin a.0

∣∣ in a.0, which are observationally equivalent. Therefore the ambient logic
seems not suitable to be taken as a basis for the construction of a model of contextual
semantics, where properties need to have an extensional meaning.

2 The Language

The calculus of Selfopening Mobile Ambients, introduced in [11], is an extension of
the calculus of Mobile Ambients [8] obtained by adding a new primitive actionso . In
the Ambient Calculus a process has no way of opening the ambienta in which he is
running raising itself one level up. This kind of action is allowed by theso primitive.
This primitive is quite similar to theacid primitive discussed by Cardelli and Gordon in
[8]. The main difference is thatacid does not mention the ambient dissolved whileso
does. This can be crucial in defining a type system for avoiding unwanted uses ofso .
Processes can be exchanged as values with the standard input and output primitives of
the synchronous Ambient Calculus. We leave out here restriction: its introduction could
be investigated following the lines of [12].
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Ambients and Processes

LetV be a set ofprocess variables, ranged over byX, Y, . . . . LetL be a set ofambient
names ranged over bya, b, c . . . andM be the set ofactions, ranged over bym , n , . . . ,
containingin a, out a, opena, so a for all ambientsa ∈ L, and(X), 〈P 〉 for all process
variablesX and processesP . The setP of processes (ranged over byP, Q, R, . . . ) is
defined by

P ::= 0 | V | M.P | L[P ] | P ∣∣P | !P .

M� ⊆ M will denote the set ofmobility actions containing onlyin a, out a, open a,
so a for all ambientsa ∈ L.
We assume that “.” takes precedence over “|”. So m .α

∣∣β is read(m .α)|β.
As customary, the relation of structural congruence≡ is defined as the minimal

reflexive, transitive and symmetric relation which is a congruence and moreover:

– satisfies!P ≡!P
∣∣P ;

– includesα-conversion;
– makes the operator

∣∣ commutative, associative, with0 as neutral element.

The behavior of processes is then represented by the reduction relation defined in
Figure 1. Note that theso action allows a process to open its enclosing ambient. This
action is orthogonal to the other mobility actions (in , out , open ) and cannot be inter-
nally simulated in the standard Ambient Calculus.

(red in) a[in b.P
�
�Q]

�
� b[R]] → b[a[P

�
�Q]

�
�R]

(red out) a[b[out a.P
�
�Q]

�
�R] → a[R]

�
� b[P

�
�Q]

(red selfopen) a[so a.P
�
�Q] → P

�
�Q

(red open) open a.P
�
�a[Q] → P

�
�Q

(comm) (X).P
�
� 〈Q〉.R → P [X := Q]

�
�R

(R− par) P → Q ⇒ P
�
�R→ Q

�
�R

(R− amb) P → Q ⇒ n[P ]→ n[Q]

(R− ≡) P ′ ≡ P ′ P → Q Q ≡ Q′ ⇒ P ′ → Q′

Fig. 1.Reduction

Observational Equivalence

In the ambient calculus the natural candidates to represent observables are the ambi-
ents. The following definition of observational preorder takes the notion of observable
proposed in the original system [18].
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Definition 1. (i) We say that process P exhibitsan ambient a, notation P ⇓ a if
P →∗ a[Q]

∣∣R for some processes Q, R.
(ii) P 
 Q if for all closing context C[ ] and ambients a: C[P ] ⇓ a ⇒ C[Q] ⇓ a.

(iii) P ∼= Q if P 
 Q and Q 
 P .

Remark 1. Note thatP → Q impliesQ 
 P , but in generalP ∼=/ Q. For instance let
P1 = open a.0

∣∣ a[b[0]] andP2 = b[0]. ThenP1 → P2 butP1
∼=/ P2 (takeC[ ] as[−]).

3 Types

Like in type assignment systems for polymorphicλ-calculus, types are seen as proper-
ties of type-free objects rather than domains in which objects live. Types are intended to
provide partial information about the processes they are associated with. Our language
of types must be expressive enough to completely characterize process behaviors. We
need, thus, to consider both the ambient, mobility actions and parallel composition as
type constructors. The (binary) type constructor for input actions is(−).−, which cor-
respond to the→ function type constructor. We use here this notation for uniformity
with the other type constructors. Similarly〈−〉.− is the type constructor for output ac-
tions. A type〈σ〉.α represents processes which can produce an output of typeσ and
then leave a continuation of typeα. For technical reasons (see Remark 2 of Section 5)
we need to restrict the set of types allowed in the input-output fields of types.

The conjunction type constructor is added to represent nondeterminism. Typeω
represents a property that is true of all processes. The setT of types (ranged over by
α, β, γ, . . . ) is then defined by

T ::= ω | M�.T | 〈T −〉.T | (T −).T | L[T ] | T ∣∣T | T ∧ T ,

whereT − ⊆ T is the subset ofsimple types, ranged over byσ, τ, . . . , containing all
types without occurrences of the∧ operator. Intersection represent “may” nondetermin-
ism. A process has typeα ∧ β if it can possibly exhibit, although in different reduction
paths, both propertyα and propertyβ. We make the convention that∧ has the lowest
precedence.

In connecting types to processes we must consider two distinct formal systems. One
is to represent the logical structure of types, determined by their entailment relation
(denoted≤), and one to assign types to processes.

The logical structure of types is formalized as a partial order relation representing
entailment. We writeα ≤ β to mean that propertyα entails propertyβ. We writeα � β
if α ≤ β ≤ α. Let� be the equivalence relation induced by≤.

The formal rules for type entailment are represented in Figure 2. We say that two
actionsm andn match if eitherm ≡ (σ), n ≡ 〈τ〉 or n ≡ (σ), m ≡ 〈τ〉, and in both
casesτ ≤ σ.

As pointed out in Remark 1 of Section 2, the execution of an action corresponds to
a loss of capabilities. This is formalized by the axioms of the group “Reduction”. Rule
(out − in) takes into account the fact that, in rule(red in), after the consumption of
thein a action, the process insidea is always able to perform a sequenceout a, in a of
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– Commutativity and distributivity of
�
�

(
�
� 1) α

�
�β 	 β

�
�α (

�
� 2) (α

�
�β)

�
� γ 	 α

�
� (β

�
� γ)

– Axioms forω:

(ω1) α ≤ ω (ω2) α 	 α
�
�ω

– Distributivity of ∧
([ ]∧) a[α ∧ β] 	 a[α] ∧ a[β]

(
�
�∧) α

�
� (β ∧ γ) 	 (α

�
� γ) ∧ (β

�
� γ)

(.∧) m .(α ∧ β) 	 m .α ∧m .β

– Sequentialization

(.
�
�
1) m .α

�
�β ≤ m .(α

�
� β)

(.
�
�
2) m .α

�
� n .β 	 m .(α

�
� n .β) ∧ n .(m .α

�
� β) if m andn do not match

(comm) (σ).β
�
� 〈τ 〉.γ 	 β

�
� γ ∧ (σ).(β

�
� 〈τ 〉.γ) ∧ 〈τ 〉.((α).β

�
� γ) if τ ≤ σ

– Reduction

(in) a[in b.α
�
�β]

�
� b[γ] ≤ b[a[α

�
� β]

�
� γ] (out) a[b[out a.α

�
�β]

�
� γ] ≤ a[γ]

�
� b[α

�
� β]

(selfopen) a[so a. α
�
� β] ≤ α

�
�β (open) open a.α

�
�a[β] ≤ α

�
�β

(out−in) in a.out a.in a.α ≤ in a.α (in−out) out a.in a.out a.α ≤ out a.α

– Congruence

(cg − [ ])
α ≤ β

a[α] ≤ a[β]
(cg − action)

α ≤ β

m .α ≤ m .β

(cg − ())
σ′ ≤ σ

(σ).α ≤ (σ′).α
(cg − 〈〉)

σ ≤ σ′

〈σ〉.α ≤ 〈σ′〉.α

(cg − �
� )

α ≤ γ β ≤ δ

α
�
�β ≤ γ

�
� δ

– Transitivity

(trans)
α ≤ β β ≤ γ

α ≤ γ

– Logical

(∧ − r) α ∧ β ≤ β (∧ − l) α ∧ β ≤ α

(∧ − id) α ≤ α ∧ α (∧− ≤)
α ≤ α′ β ≤ β′

α ∧ β ≤ α′ ∧ β′

Fig. 2.Type Entailment Rules
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actions. A similar motivation holds for rule(in − out). Sangiorgi [24] callsstuttering
this phenomenum.

Axiom (.
∣∣
2) represents the fact that two parallel processes can perform two distinct

actions in any order. Axiom(.
∣∣
1) is a consequence of this. If the two processes can

communicate (axiom(comm)) we must take into account also this possibility. Axioms
(ω1), (ω2) and rule(cg− ∣∣ ) imply thatα

∣∣β ≤ α, i.e. parallel composition corresponds
to increase of capabilities. Note also that, using(∧−id), (ω1), (

∣∣ 1), (cg− ∣∣ ), (∧− ≤),
(ω2), we getα

∣∣β ≤ α ∧ β. As usual output is covariant (rule (cg− 〈〉)), while input is
contravariant (rule (cg − ())).

Types will be always considered modulo�. Note that� is preserved by both in-
tersection and parallel composition withω. The operators

∣∣ and∧ are associative so,
for instance, we can write unambiguouslyα

∣∣β ∣∣ γ. Parallel composition of types are
also considered modulo permutations, and intersection of types are considered modulo
permutations and repetitions (rules(∧ − id), (∧ − l), (∧ − r)).

A parallel compositionα1

∣∣ . . .
∣∣αn will sometimes be denoted by−→α in vector

notation. An intersection of typesα1 ∧ . . .∧αn will be denoted by
∧
i∈[1...n] αi. In this

caseβ ∝ ∧i∈[1...n] αi denote thatβ ≡ αi for some(1 ≤ i ≤ n).
A crucial technical notion is that of normal type.

Definition 2. (i) The set N ⊂ T of normaltypes is defined inductively in the follow-
ing way:
1. ω ∈ N .
2. ω

∣∣φ ∈ N where φ ∈ N .
3. m .φ ∈ N where m ∈M and φ ∈ N .
4. a[φ] ∈ N where φ ∈ N .
5. φ

∣∣ a[ψ] ∈ N where φ, ψ ∈ N .
(ii) A normal type is easyif it is normal and is of the form 3.

Let φ, ψ, ξ, χ... range over normal types. In general a normal type different from
ω has the formφ

∣∣ a1[ψ1]
∣∣ . . .

∣∣ an[ψn] (or φ
∣∣−−→a[ψ] in vector notation) whereφ can be

missing or is easy orω andn ≥ 0.
Note that normal types do not contain intersections. A normal type represents a

process in which, in each ambient, there is at most one possible action that can be
performed. Nondeterminism is left, however, since in the same normal type different
actions can be enabled in different ambients.

Definition 3. Let �0 be the equivalence relation defined by the rules obtained by re-
placing ≤ by �0 in the rules (

∣∣ 1), (
∣∣ 2), (ω2), ([ ]∧), (

∣∣∧), (.∧), (.
∣∣
2), (comm) and

(trans) of Figure 2.

We can show by structural induction on types that each type has a unique normal
form modulo permutations and parallel composition withω.

Lemma 1. For all α ∈ T there is a unique type
∧
i∈I φi, where φi (i ∈ I) are normal

types such that α �0

∧
i∈I φi. We call it the normal formof α, denoted nf(α).

Ambients are inactive with respect to normal forms in the following sense.
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Lemma 2. Let φ,
−−→
a[ψ] be normal types. Then φ ∝ nf(α) iff φ

∣∣−−→a[ψ] ∝ nf(α
∣∣−−→a[ψ]).

Lemma 3. Let nf(α) =
∧
i∈I φi. Then

1. nf(a[α])) =
∧
i∈I a[φi];

2. nf(m .α)) =
∧
i∈I m .φi;

3. Let nf(β)) =
∧
j∈J ψj . Then nf(α

∣∣β) =
∧
i∈I,j∈J nf(φi

∣∣ψj).
The entailment relation can be specialized to normal types. Let≤N⊂ N×N denote

this relation, defined by the rules of Figure 3.
In the rules for≤N the r.h.s. is naturally a normal type whenever the l.h.s. is normal,

except for rules(openN ) and(selfopenN ), since the parallel composition of two normal
types is not normal, in general.

The following lemma is crucial for representing the entailment properties of normal
types.

Lemma 4. Let φ, ψ, ξ, χ be normal types such that φ ≤N ψ and ξ ≤N χ. Then for
all ν ∝ nf(ψ

∣∣χ) there is µ ∝ nf(φ
∣∣ ξ) such that µ ≤N ν.

Proof sketch. It is enough to prove the lemma assumingφ ≤N ψ andξ ≡ χ. The gen-
eral property can be easily obtained by transitivity. The proof is then by induction on
the proof ofφ ≤N ψ. The most difficult cases are when≤N has been obtained by rules
(openN ) and(selfopenN ). The proof of these cases requires a careful analysis of the
shape of the normal forms and is not given here.

The main lemma of this section relates normal forms and≤N to≤.

Lemma 5. Let α ≤ β. Then for all ψ ∝ nf(β) there exists φ ∝ nf(α) such that
φ ≤N ψ.

Proof. By induction on the proof of≤. The most difficult case is that of rule(cg − ∣∣ )
which is handled using Lemmas 4 and 3(3).

Corollary 1. Let φ, ψ be normal types. Then φ ≤ ψ iff φ ≤N ψ.

4 Type Inference

It is rather natural to devise type assignment rules for ambients and processes. They are
represented in Figure 4, whereΓ : V ⇀ T − is a mapping from process variables to
simple types. LetΓ [X := σ] denote the mapping equal toΓ except that its value atX
is σ. As usual processes are considered modulo renaming of bound variables.

The system� has only introduction rules for the various constructors: elimination
rules are replaced by rule (≤).

We can prove by a simple induction on deductions a generation lemma.
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– Commutativity and distributivity of
�
�

(
�
� 1N ) φ

�
�ψ 	N ψ

�
�φ providedφ

�
�ψ is normal

(
�
� 2N ) (φ

�
�ψ)

�
� ξ 	N φ

�
� (ψ

�
� ξ) provided(φ

�
�ψ)

�
� ξ is normal

– Sequentialization

(.
�
� N
1 ) m .φ

�
�
−−→
a[ψ] ≤ m .(φ

�
�
−−→
a[ψ])

– Axioms forω:

(ω1N) φ ≤N ω (ω2N) φ
�
�ω 	N φ

– Reduction

(inN ) a[in b.φ
�
�
−−→
c[ψ]]

�
� b[ξ] ≤N b[a[φ

�
�
−−→
c[ψ]]

�
� ξ]

(outN ) a[b[out a.φ
�
�
−−→
c[ψ]]

�
� ξ] ≤N a[ξ]

�
� b[φ

�
�
−−→
c[ψ]]

(selfopenN ) a[so a.φ
�
�
−→
c[χ]]

�
�ψ ≤N ξ

�
�
−→
c[χ] for all ξ ∝ nf(φ

�
�ψ)

(openN) opena.φ
�
�a[ψ] ≤N ξ for all ξ ∝ nf(φ

�
�ψ)

(out−inN ) in a.out a.in a.φ ≤ in a.φ

(in−outN ) out a.in a.out a.φ ≤ out a.φ

– Congruence

(cg−[ ]N )
φ ≤N ψ

a[φ] ≤N a[ψ]
(cg−actionN )

φ ≤N ψ

m .φ ≤N m .ψ

(cg − ()N )
σ′ ≤ σ

(σ).φ ≤N (σ′).φ
(cg − 〈〉N )

σ ≤ σ′

〈σ〉.φ ≤N 〈σ′〉.φ

(cg− �
� N )

φ ≤N φ′ ψ ≤N ψ′

φ
�
� a[ψ] ≤N φ′ ��a[ψ′]

– Transitivity

(transN)
φ ≤N ψ ψ ≤N ξ

φ ≤N ξ

Fig. 3.Entailment Rules for Normal Types

Lemma 6 (Generation Lemma).

1. Γ � 0 : α iff α � ω;
2. Γ � m .P : α and m ∈ M� iff Γ � P : β and m .β ≤ α for some β;
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(ω) Γ 
 P : ω (m �)
Γ 
 P : α m ∈M�

Γ 
 m .P : m .α

(input)
Γ [X := σ] 
 P : α

Γ 
 (X).P : (σ).α
(output)

Γ 
 P : σ Γ 
 Q : α

Γ 
 〈P 〉.Q : 〈σ〉.α

(amb)
Γ 
 P : α

Γ 
 a[P ] : a[α]
(
�
� )

Γ 
 P : α Γ 
 Q : β

Γ 
 P �
�Q : α

�
�β

(!)
Γ 
 P : α Γ 
!P : β

Γ 
!P : α
�
�β

(≤)
Γ 
 P : α α ≤ β

Γ 
 P : β

(∧I)
Γ 
 P : α Γ 
 P : β

Γ 
 P : α ∧ β

Fig. 4.Type Inference Rules

3. Γ � (X).P : α iff Γ [X := σi] � P : βi for (1 ≤ i ≤ n), and (σ1).β1 ∧ . . . ∧
(σn).βn ≤ α for some β1, . . . , βn, σ1, . . . , σn;

4. Γ � 〈P 〉.Q : α iff Γ � P : σ, Γ � Q : β and 〈σ〉.β ≤ α for some σ, β;
5. Γ � a[P ] : α iff Γ � P : β and a[β] ≤ α for some β;
6. Γ � P

∣∣Q : α iff Γ � P : β, Γ � Q : γ and β
∣∣ γ ≤ α for some β, γ;

7. Γ � !P : α iff Γ � P : βi for (1 ≤ i ≤ n) and β1

∣∣ . . .
∣∣βn ≤ α for some

β1, . . . , βn.

Lemma 6 says that the types of a term can be obtained in an uniform way from the
types of its subterms, and this will guarantee the compositionality of the filter model we
will build in the next section.

Since we are in a “may” perspective, it is natural that a processP offers all the
capabilities offered by one of its reductsQ (may be more). At the type assignment level
this means that types are preserved under subject expansion. Of course subject reduction
should not hold; for example, the reduction of a processP with the rule(red open)
produces a process that in general offers less ambients (and so has less types). Instead
congruent processes have the same types. Both properties can be proved by induction
on the definitions of≡ and→∗ using Lemma 6.

Lemma 7 (Subject Congruence).P ≡ Q and Γ � Q : α ⇒ Γ � P : α.

Lemma 8 (Subject Expansion).P →∗ Q and Γ � Q : α ⇒ Γ � P : α.
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5 The Filter Model

We capitalize on the type assignment system of previous section for defining a filter
model of the ambient calculus. We mainly follow the development line of [12].

Let 〈D;
〉 be a preorder. A subsetL of D is afilter if L is a non-empty upper set,
i.e., l ∈ L andl 
 l′ imply l′ ∈ L, and every finite subset ofL has a greatest lower
bound inL.

Consider the setT of types with the inclusion≤ defined in Section 3. The greatest
lower bound of a finite non-empty set of types is the intersection of the types in the set.
It is standard to prove that the of filters overT is a domain in the usual sense.

Lemma 9. The set F(T ) of filters over T ordered by set inclusion is a consistently
complete algebraic lattice.

If A ⊆ T is a non-empty set of types then↑ A denotes the filter generated byA,
obtained by closingA under finite intersection and (by upper closingA under)≤. Let
p̃ar : F(T )×F(T )→ F(T ) be the function defined bỹpar(F, G) = ↑ {α ∣∣β | α ∈
F andβ ∈ G}.

We can now give an interpretation of processes inF(T ). Let Env be the set of
environments, i.e.mappingsρ : V → F(T ).

Definition 4. The function [[−]] : Env → P → F(T ) is defined in the following way:

– [[0]]ρ = ↑ {ω}
– [[act a.P ]]ρ = ↑ {act a.α | α ∈ [[P ]]ρ} where act ∈ {in , out , open , so }
– [[a[P ]]]ρ = ↑ {a[α] | α ∈ [[P ]]ρ}
– [[(X).P ]]ρ = ↑ {(σ).α | α ∈ [[P ]]ρ[X:=↑{σ}]}
– [[〈P 〉.Q]]ρ = ↑ {〈σ〉.α | σ ∈ [[P ]]ρ and α ∈ [[Q]]ρ}
– [[P

∣∣Q]]ρ = p̃ar([[P ]]ρ, [[Q]]ρ)
– [[!P ]]ρ = fix(λX ∈ F(T ). p̃ar([[P ]]ρ, X)),

where σ ranges over simple types.

The basic property of the filter model is that the interpretation of a term is defined
by the set of its types. DefineΓ |= ρ if, for all X in the domain ofΓ , Γ (X) = σ
impliesσ ∈ ρ(X).

Theorem 1. [[P ]]ρ = {α ∈ T ∣∣ for some Γ : Γ |= ρ and Γ � P : α}.
From rules(ω), (≤), and(∧) we have that[[P ]]ρ ∈ F(T ) for all P andρ. Subject

expansion can now be rephrased into the following statement:

if P →∗ Q then[[P ]]ρ ⊇ [[Q]]ρ for all ρ.

The inclusion on filters induces an ordering on terms.

Definition 5. Let P, Q ∈ P . P 
F Q if and only if [[P ]]ρ ⊆ [[Q]]ρ for all ρ.

The order relation
F can be easily characterized by means of the deducibility of types
as follows.

Proposition 1. Let P, Q ∈ P . P 
F Q if and only if Γ � P : α implies Γ � Q : α for
all Γ, α.

We will prove that the filter model exactly mirrors the operational semantics, i.e., that
it is adequate and complete, i.e. it is fully abstract.
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Adequacy

The adequacy proof requires a double induction on types and deductions. Following a
standard methodology, we split this induction by introducing a realizability interpreta-
tion of types as sets of terms. The underlying idea is that a processP belongs to the
interpretation of a typeα if and only if α can be derived forP .

First we give an interpretation of simple types, and then we build the interpretation
of all types, taking into account Lemmas 1 and 5. In defining the interpretation of types
we will use a somewhat stronger notion of reduction over processes.

Definition 6. The reduction relation over P is defined by adding to the rules of Fig.
1 the following rules:

(seq) m .P
∣∣Q m .(P

∣∣Q)

(red− out−in) in a.out a.in a.P  in a.P

(red− in−out) out a.in a.out a.P  out a.P

where in rule (seq) we do not allow capturing of free variables when m is an input
action.

Note that, as in the case of→, the relation corresponds to a loss of capabilities.
It is easy to verify that does not modify the notion of convergence, i.e. thatP ⇓ a iff
P  ∗ a[Q]

∣∣R for some processesQ, R. A standard induction on the definition of 
shows that the subject expansion property holds also with respect to reductions.

Lemma 10. P  ∗ Q and Γ � Q : α ⇒ Γ � P : α.

The interpretation of normal types as sets of terms is given by induction on the
weight of normal and simple types defined as follows:

|ω| = 1 |m .σ| = 1 + |σ| if m ∈M�

|(σ).τ | = 1 + |σ|+ |τ | |〈σ〉.τ | = 1 + |σ|+ |τ |
|a[σ]| = 1 + |σ| |σ ∣∣ τ | = 1 + |σ|+ |τ |

It is easy to verify that, ifnf(σ) =
∧
i∈I φi, then for alli ∈ I we get|φi| ≤ |σ|. This

is crucial for the soundness of the following definition.
LetP0 be the set ofclosed processes.

Definition 7. The interpretation of normal types is defined by:

1. [[ω]] = P0.
2. If m ∈M� then [[m .φ]] = {P ∈ P0 | P  ∗ m .Q such that Q ∈ [[φ]]}.
3. Let nf(σ) =

∧
i∈I φi. Then

[[(σ).φ]]={P ∈ P0 | P ∗(X).Q such that ∀S ∈ ⋂i∈I [[φi]]. Q[X :=S] ∈ [[φ]]}.
4. Let nf(σ) =

∧
i∈I φi. Then

[[〈σ〉.φ]] = {P ∈ P0 | P  ∗ 〈S〉.Q such that Q ∈ [[φ]] and S ∈ ⋂i∈I [[φi]]}.
5. [[a[φ]]] = {P ∈ P0 | P  ∗ a[Q]

∣∣R such that Q ∈ [[φ]]}.
6. [[φ

∣∣ a[ψ]]] = {P ∈ P0 | P  ∗ Q
∣∣ a[R] such that Q ∈ [[φ]] and R ∈ [[ψ]]}.
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We need to prove the soundness of the normal type inclusion relation with respect
to the interpretation of normal types. To this aim we need the following Lemma.

Lemma 11. Let φ, ψ be normal types. Then P ∈ [[φ]] and Q ∈ [[ψ]] imply P
∣∣Q ∈ [[ξ]]

for all ξ ∝ nf(φ
∣∣ψ).

The soundness of the type inclusion relation can be shown by induction on≤N
definition. The most interesting case are axioms(openN) and (selfopenN ), which can
be handled using Lemma 11.

Lemma 12. Let φ, ψ be normal types. Then φ ≤N ψ implies [[φ]] ⊆ [[ψ]].

We can now define the interpretation of all types.

Definition 8. The interpretation of arbitrary types is defined by:

[[α]] =
⋂

φ∝nf(α)

[[φ]].

We need the soundness of the type inclusion relation with respect to the interpreta-
tion of types.

Lemma 13. If α ≤ β then [[α]] ⊆ [[β]].

As expected the type interpretation perfectly matches the type assignment system.
Let FV (P ) = {X1, . . . , Xn}: define

Γ |= P : α ⇐⇒ ∀Q1 ∈ [[Γ (X1)]], . . . , Qn ∈ [[Γ (Xn)]].P [X1 := Q1] . . . [Xn := Qn] ∈ [[α]].

Theorem 2 (Soundness and completeness of�). Γ � P : α iff Γ |= P : α.

Proof. Soundness is proved by induction on the derivation ofΓ � P : α, using Lemma
13 for rule (≤).
As for completeness, by definition it suffices to show that ifΓ |= P : φ thenΓ � P : φ,
whenφ is normal. This proof can be done by induction on|φ| using Subject Expansion
with respect to ∗ (Lemma 10).

Now we are able to characterize convergency by means of typing.

Lemma 14 (Resource property).Let P ∈ P0. Then Γ � P : a[ω] iff P ⇓ a.

Proof. Γ � P : a[ω] iff (by Theorem 2)P ∈ [[a[ω]]] iff (by Definition 7)P  ∗ a[Q]
∣∣R

for some processesQ, R.

We can now conclude the adequacy proof.

Theorem 3 (Adequacy).If P 
F Q then P 
 Q.

Proof. If C[P ] ⇓ a then by Lemma 14 we getΓ � C[P ] : a[ω]. This together with
P 
F Q imply Γ � C[Q] : a[ω], so we can concludeC[Q] ⇓ a using again Lemma 14.
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Completeness

Our completeness proof relies on buildingtest terms T x,yφ , whereφ is a normal type
andx, y are fresh ambient names with respect toφ. Their intended behavior is that, for
all normal typesφ, x[P ]

∣∣T x,yφ ⇓ y iff Γ � P : φ. The processP under testing is
formerly enclosed in an ambientx for technical convenience.

In building these terms it is useful to have a process which exhibits ambienty iff it
is in parallel with a process which exhibits all ambientsx1, . . . , xn.

Lemma 15. Let w be a fresh ambient name. Let’s define

Hx1,... ,xn⇒y = w[in x1.out x1 . . . in xn.out xn.y[out w]] .

Then Hx1,... ,xn⇒y
∣∣P ⇓ y iff P ⇓ xi for all i ∈ {1, . . . , n}.

To define test terms we will usecharacteristic terms. If σ is a simple type, the
characteristic termCσ is the “typical” term of typeσ, i.e. we require that� Cσ : σ and
that

� Cσ : α implies � Q : α for all Q ∈ [[σ]].

Test terms and characteristic terms are build by simultaneous induction on the
weight of normal types (defined at page 265). We define a test term for each normal
type and a characteristic term for each simple type. We assume to have an unlimited
source of ambient names, and to be able to pick new ambients names without clashing
with the ambient names occurring in the processes we are testing.

Definition 9 (Test and Characteristic Terms).
Let φ be a normal type and σ a simple type. The test termsT x,yφ and character-

istic termsCσ are defined by induction the weight of normal and simple types in the
following way.

Test terms:

– T x,yω = p[in x.out x.y[out p]]

– T x,y
ω
∣∣φ = T x,yφ

– T x,yin a.φ = a[p[in x.so p.out a.in v.in z]]∣∣ v[z[open x.t[out z.out v.open v.open a]]]
∣∣open t

∣∣T z,yφ

– T x,yout a.φ = p[in x.so p.in v.in a.in z]∣∣ v[a[z[open x.t[out z.out v.open v.open a]]]]
∣∣open t

∣∣T z,yφ

– T x,yopen a.φ = p[in x.so p.a[in v.in z]]∣∣ v[z[open x.t[out z.out v.open v]]]
∣∣open t

∣∣T z,yφ

– T x,yso a.φ = p[in x.so p.in v.in z.in a]∣∣ v[z[a[open x.t[out z.out v.open v]]]]
∣∣open t

∣∣T z,yφ

– T x,y(σ).φ = p[in x.so p.in v.in z]
∣∣v[z[open x

∣∣ 〈Cσ〉.t[out z.out v.open v]]]∣∣ open t
∣∣T z,yφ
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– T x,y〈σ〉.φ = p[in x.so p.in v.in z]
∣∣

v[z[open x
∣∣ (X).t[T q1,w1

φ1

∣∣ q1[X ]
∣∣ . . .

∣∣T qn,wn

φn

∣∣ qn[X ]∣∣Hw1,... ,wn⇒w
∣∣ open w.out z.out v.open v]]]

∣∣ open t
∣∣T z,yφ

where
∧
i∈[1...n] φi = nf(σ).

– T x,ya[ψ] = p[in x.in a.so p.out x.in v.in w]∣∣ v[w[open a.t[out w.out v.open v]]]
∣∣ open t

∣∣Tw,yψ

– T x,y
φ
∣∣ a[ψ]

= p[in x.in a.so p.out x.in v.in w]∣∣ v[w[open a.t[out w.out v.open v]]]
∣∣ open t

∣∣T x,qφ

∣∣Tw,zψ

∣∣Hq,z⇒y

Characteristic terms:

– Cω = 0
– Cm .σ = m .Cσ if m ∈M�

– C〈σ〉.τ = 〈Cσ〉.Cτ

– C(σ).τ = (X).(T q1,w1
φ1

∣∣ q1[X ]
∣∣ . . .

∣∣T qn,wn

φn

∣∣ qn[X ]
∣∣Hw1,... ,wn⇒y

∣∣ open y.Cτ )
where

∧
i∈[1...n] φi = nf(σ).

– Ca[σ] = a[Cσ]
– C

σ
∣∣ τ = Cσ

∣∣Cτ
where we assume that all ambient names ( p, q, v, w, x, y, z, . . . , except a) introduced
in the definition of each T x,yφ are fresh. We call them the extranames of T x,yφ , denoted
EN(T x,yφ ). Similarly for Cσ .

We can roughly summarize the behaviors of the test terms in the following way:

– T x,ym .φ for a mobility actionm :
• the processp[ ] moves the processx[ ] inside the ambientz (which is inside the

ambientv);
• the process inside the ambientz opensx in an environment which allows the

process formerly enclosed inx to consumem ;
• if the test is successful the processt[ ] goes at top level and opens the ambient

v;
• the remaining process inside the ambientz will be tested byT z,yφ .

– T x,y(σ).φ:
• the processp[ ] moves the processx[ ] inside the ambientz (which is inside the

ambientv);
• the process inside the ambientz opens the ambientx and offers then as output

the characteristic termCσ;
• if the output is consumed the processt[ ] goes at top level and opens the ambi-

entv;
• the remaining process inside the ambientz will be tested byT z,yφ .

– T x,y〈σ〉.φ:
• the processp[ ] moves the processx[ ] inside the ambientz (which is inside the

ambientv);
• the process inside the ambientz opens the ambientx and takes an input;
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• if the input satisfies all testsφi for i ∈ {1, . . . , n} (where
∧
i∈[1...n] φi =

nf(σ)) then the processt[ ] goes at top level and opens the ambientv;
• the remaining process inside the ambientz will be tested byT z,yφ .

– T x,y
φ
∣∣ a[ψ]

:

• first the processp[ ] moves the processa[ ] inside the ambientw (which is
inside the ambientv);

• then the processt[ ] goes at top level and opens the ambientv;
• the remaining processes inside the ambientsx, w will be tested respectively by

the termsT x,qφ andTw,zψ . The processHq,z⇒y lastly checks that both tests are
successful.

Note that all the termsT x,yφ are reducible only when they are put in parallel with
the ambientx and can exhibity at top level only when reduced. So all of them must
interact withx in the proper way to do the job. The basic property of test terms is the
following.

Lemma 16. 1. � Cσ : α iff σ ≤ α.
2. Let P ∈ P0 be a process containing no occurrences of any ambient name belonging

to EN(T x,yφ ). Then x[P ]
∣∣T x,yφ ⇓ y iff � P : φ.

Remark 2. Note that characteristic terms do not seem to exist for arbitrary types con-
taining intersection. The natural choice would be to takeCσ∧τ = Cσ + Cτ where+ is
the nondeterministic choice operator, but it does not seem possible to represent+ our
system.

Completeness now follows easily.

Theorem 4 (Completeness).If P 
 Q then P 
F Q.

Proof. If P #
F Q then there areΓ, α such thatΓ � P : α andΓ #� Q : α. Then
by Lemmas 1, 5, and rule(≤) there is a normal typeφ such thatΓ � P : φ andΓ #�
Q : φ. Let τ = (σ1). . . . (σn).φ, whereFV (P

∣∣Q) = {X1, . . . , Xn} andΓ (Xi) = σi
for i ∈ {1, . . . , n}. By Lemma 16 we get thatT x,yφ

∣∣ x[(X1). . . . (Xn).P ] ⇓ y and
T x,yφ

∣∣ x[(X1). . . . (Xn).Q] #⇓ y. So we concludeP #
 Q.

6 Final Remarks

If we drop from our language theso primitive, leaving then only the standard mobility
actions of the Ambient Calculus, we have immediately thatF(T ) is also a model of
the resulting language. This model is adequate (P 
F Q impliesP 
 Q) but not fully
abstract. To show this take, for instance:

P1 = a[b[out c]]
P2 = a[b[open d]]

∣∣d[in b.out c]

The processP1 andP2 are incomparable in the model (we can find proper types sepa-
rating them) but operationally, in the standard Ambient Calculus, we haveP1 
 P2. In
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fact both exhibit the ambienta which contains only an ambientb. To show thatP1 #
 P2

we should find a context allowing to exercise the actionout c in P1. But to obtain this
we need to encloseb in an ambientc and this is possible only if we eventually opena.
In this case, in a may perspective, we cannot avoid thatd jumps intob and is opened
there, allowingP2 to show the same behavior asP1. Instead using theso action we are
able to build a context that separatesP1 andP2.

We are aware thatso can cause undesired behaviors, but we are confident that a
suitable type discipline can avoid them. The design of such a discipline will be subject
of further investigations.
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Abstract. We present a simulation preorder for reactive systems mod-
eled by fair Kripke structures whose transition relation is divided into two
parts, internal and external. The first one models the internal behaviour
of the system, while the second one is used to model the interaction
with an environment. We show that our simulation preorder preserves
a substantial subset of ∀CTL∗. Then, we present an abstraction tech-
nique for systems composed by multiple modules and we show that each
such system is smaller in the simulation preorder than its “augmented”
components. We illustrate our abstraction methodology by applying it
to Petri net reactive systems.

1 Introduction and Preliminaries

In the last decade a lot of progress has been made in the development of methods
for formal verification, such as model checking and deductive verification. In
spite of this progress, many realistic systems are still too large to be handled.
Thus, it is important to find techniques that can be used in conjunction with
these methods to extend the size of the systems that can be verified. Two such
techniques, generally recognized as the only methods can ever scale up to handle
industrial-size design and verification, are the abstraction and modularization
which break the task of verifying a large system into several smaller tasks of
verifying simpler systems. Modularization exploits the modular structure of a
complex system composed of multiple processes running in parallel. In such
systems it is essential to study and analyse each process as a reactive system [11].
That is because, from the point of view of each process, the rest of the system can
be viewed as an environment that continuously interacts with the process. Then,
an obvious strategy is to derive properties (proofs) of the whole system from
partial (local) properties involving (abstractions of) its modules (components).
An elegant way to do that is to define a preorder relation capturing the idea of
“more behaviors” and to use a logic whose semantics relate to the preorder. The
preorder should preserve the satisfaction of formulas of the logic in the sense
that, if a formula is true for a model, a clear specified variant of it should also
be true for every model which is smaller in the preorder. Additionally, a system
should be smaller in the preorder than its individual components.
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Related work Much work has been done following a line like that described
above. The approach in [6] introduces the logic ∀CTL∗ and gives a compositional
simulation preorder on Kripke structure with Streett fairness conditions, but no
difference between internal and external steps is made. In [9] it is shown that this
simulation relation remains compositional too if the Streett fairness constraints
are replaced by Rabin fairness conditions.

In [3], the authors start with an abstract ∀CTL∗ formula ϕa evaluated over
the abstract system and show how to translate it into a concrete formula ϕ.
The survey in [4] deals with the simpler case in which the abstraction does not
concern the variables on which the property ϕ depends. Therefore, ϕa = ϕ.

In the Alur and Henzinger’s approach of reactive modules [1], the set of
variables of a module is partitioned into internal, interface and external variables.
The preorder � they introduce captures the fact that the module P has possible
more interface and external variables than the specification Q, whenever P � Q.
Thus, P has possible fewer traces than Q. The abstraction is done by identifying
a subset Y of interface variables and collapsing consecutive rounds of the original
module P until one of the variables in Y changes its value. It is shown that the
abstraction is compositional w.r.t. the preorder on modules.

The methodological paper [8] reviews the two main tools of compositionality
and abstraction in the framework of linear temporal logic. Here, the abstraction
acts on observable variables .

These papers do not present a simulation relation appropriate for reactive
systems with strict distinction between internal and external steps.

Contribution In this paper we model reactive systems by fair Kripke struc-
tures with Büchi fairness constraints. From the beginning, we make a clear dis-
tinction between internal and external steps by dividing the transition relation
into two parts, internal and external. The first one models the internal behaviour
of the system, while the second one is used to model the interaction with an en-
vironment.

We introduce a new simulation preorder which captures two basic aspects:
(1) a system K1 may be embedded into a system K2 having “more behaviour”;
(2) the system K2 may abstract from some parts of the behaviour of K1 by

collapsing several consecutive steps into a single one.
While (1) is a general property that should be achieved by any simulation pre-
order, (2) is that that makes our simulation preorder different from those known
from the literature [1,6,4,9,8]. In the particular case of empty external relations,
our simulation preorder is that from [6] except for the fact that we use fairness
constraints given as Büchi but not as Streett conditions.

The logic we use is a substantial subset of ∀CTL∗ which we prove is pre-
served by the simulation relation. That is, we show that a delayed version ϕ̂ of
a ∀CTL∗ formula ϕ holds in a structure K1 whenever ϕ holds in K2 and there
is a simulation preorder from K1 to K2.

Based on this simulation relation we propose a new abstraction technique
that can be described as follows. Given a system K1 ◦ K2, which is the asyn-
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chronous composition of K1 and K2, we abstract from the internal variables
of K2 obtaining a new structure K1,2. The structure K1,2 collapses consecutive
external steps performed by K2 in K1 ◦ K2 by only one internal step in K1.
Therefore, its state space is smaller than the state space of K1 ◦K2. Moreover,
we prove that there is a simulation preorder from K1 ◦K2 to K1,2.

The simulation preorder and the abstraction technique we propose are differ-
ent than the ones found in the literature. We think that they are very suitable
to be used when abstracting of components of composed systems.

Finally, we illustrate our abstraction methodology by applying it to Petri net
reactive modules.

Overview The paper is organized as follows. The rest of this section presents
the logic we use and its semantics given by fair Kripke structures. The simula-
tion preorder and some of its basic properties are given in section 2. The next
section presents the asynchronous composition of fair Kripke structures and the
abstraction methodology we propose. This methodology is illustrated in section
4 by applying it to Petri net reactive systems. We conclude with a summary and
some directions for future work.

Temporal logic We use the universal branching-time temporal logic ∀CTL∗

to specify properties of reactive systems [6]. There are two types of formulas in
∀CTL∗, path and state formulas. Their syntax is given by the following rules
(A is a set of atomic propositions, p ∈ A, ϕ is a state formula, and ψ is a path
formula):

(i) ϕ := true|false|p|¬p|ϕ ∨ ϕ|ϕ ∧ ϕ|∀(ϕ);
(ii) ψ := ϕ|ψ ∨ ψ|ψ ∧ ψ|Xψ|ψUψ|ψ V ψ.

The semantics of this logic is given as usual [6] by using fair Kripke structures
[4] (structures, for short) K = (Q,Q0,A,L, ρ,F), where Q is a finite set of
states, Q0 ⊆ Q is a set of initial states, A is a finite set of atomic propositions,
L : Q → P(A) is a function that labels each state with the set of atomic
propositions true in that state, ρ ⊆ Q×Q is a transition relation, and F ⊆ P(Q)
is a set of fairness constraints given as Büchi acceptance conditions (P(A) is the
powerset of A).

The fairness requirements intend to guarantee that every path (infinite com-
putation in K) contains infinitely many states from each A ∈ F . Formally, a
path (starting or beginning at q0) in a structure K is an infinite sequence of
states σ = q0q1q2 · · · satisfying qi ρ qi+1, for all i ≥ 0. The path σ is called fair if
inf(σ) ∩A �= ∅ for all A ∈ F , where inf(σ) is the set of states having infinitely
many occurrences in σ.

If ϕ is a state formula, the notation K, q |= ϕ means that ϕ holds at state q
in the structure K. Similarly, K,σ |= ϕ means that ϕ holds along path σ in the
structure K. When ϕ is true in all initial states of K we write K |= ϕ.
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2 A Simulation Preorder

In this section we define a preorder relation capturing the idea of “more be-
haviors” and show that it preservs the satisfaction of ∀CTL∗ formulas via the
delaying operation. First of all we will make a basic assumption valid for the
rest of the paper (another two will be made in the next section):

– the transition relation ρ of each structure K is the union of two given
binary relations on states, ρ = ρi∪ρe, not necessarily disjoint. The relation
ρi models the internal state-changes in K (that is, proper atomic steps
performed by K), and ρe models external state-changes in K (that is,
state-changes caused by the environment). Usually, ρe is not completely
known, but we can approximate it starting from the remark that in many
real cases we know the response of an environment to an output of the
module.

Each structure Kj, j = 0, 1, 2, . . ., we will consider is assumed to have the com-
ponents Kj = (Qj , Q

j
0,Aj ,Lj , ρj ,Fj), where ρj = ρij ∪ ρej .

Definition 2.1 Let K1 and K2 be two structures, and A ⊆ A1 ∩A2. Let q and
q′ be states in K1 and K2, respectively. A simulation from (K1, q) to (K2, q

′)
w.r.t. A is a binary relation H ⊆ Q1 ×Q2 such that (q, q′) ∈ H and, for all q0
and q′0, if (q0, q′0) ∈ H then:
(1) L1(q0) ∩ A = L2(q′0) ∩ A;
(2) for every fair path σ = q0q1 · · · in K1 there is a fair path σ′ = q′0q

′
1 · · · in

K2 and a decomposition of σ, σ = qi0 · · · qi1 · · · qi2 · · · where i0 = 0, such
that for all j ≥ 0 the following hold:
• (ij+1 = ij +1 ∧ (qij , qij+1 ) ∈ ρe1 ⇒ (q′j , q

′
j+1) ∈ ρe2 ∧ (qij+1 , q

′
j+1) ∈

H);
• (ij+1 = ij +1 ∧ (qij , qij+1 ) ∈ ρi1 ⇒ (q′j , q

′
j+1) ∈ ρ2 ∧ (qij+1 , q

′
j+1) ∈

H);
• (ij+1 > ij + 1 ⇒ (q′j , q

′
j+1) ∈ ρe2 ∧ (qij+1 , q

′
j+1) ∈ H).

To indicate that two fair paths σ and σ′ correspond as in Definition 2.1(2)
we write H(σ, σ′). When there is a simulation relation from (K1, q) to (K2, q

′)
w.r.t. A we will write (K1, q) ≺A (K2, q

′).
A binary relation H is a simulation from K1 to K2 w.r.t. A if

(∀q ∈ Q1
0)(∃q′ ∈ Q2

0)((K1, q) ≺A (K2, q
′)).

We will use the notation K1 ≺A K2 whenever there is a simulation from K1

to K2 w.r.t. A. In the case ρe1 = ρe2 = ∅ and A = A2 ⊆ A1 our definition of
simulation is that from [6] (except for the fact that we use fairness constraints
given as Büchi but not as Streett acceptance conditions).

Proposition 2.1 The simulation relation ≺A is a preorder (i.e., a reflexive and
transitive order) on structures whose set of atomic propositions include A.
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The preorder ≺A captures the fact that consecutive steps in K1 are collapsed
into a single step in K2 or, equivalently, a single step in K2 is broken into mul-
tiple consecutive steps in K1, whenever K1 ≺A K2. Therefore, the preorder ≺A
preserves, up to a delay, formulas of ∀CTL∗. Intuitively, by delaying o formula
we mean that the “next” operator becomes “eventually” etc. Formally, consider
the operators 3 and U given by “3ϕ iff trueUϕ” and “ϕUψ iff ϕU(ϕ ∧ ψ)”,
and call them eventually and until with equality.

Let ϕ be a formula. Denote by ϕ the formula obtained from ϕ by replacing all
the occurrences of U by U , and by ϕ̂ the formula defined inductively as follows:

– if ϕ = true, false, p or ¬p, then ϕ̂ = ϕ;

– if ϕ = ϕ1 ∨ ϕ2 (ϕ = ϕ1 ∧ ϕ2, ϕ = ∀(ϕ1), resp.), then ϕ̂ = ϕ̂1 ∨ ϕ̂2

(ϕ̂ = ϕ̂1 ∧ ϕ̂2, ϕ̂ = ∀(ϕ̂1), resp.);

– if ϕ = Xϕ1 (ϕ = ϕ1Uϕ2, ϕ = ϕ1V ϕ2, resp.), then ϕ̂ = 3ϕ̂1 (ϕ̂ =
(3ϕ̂1)Uϕ̂2, ϕ̂ = ϕ̂1V (3ϕ̂2), resp.).

The formula ϕ̂ is called the delayed version of the formula ϕ. We can also apply
this construction to formulas ϕ by replacing the operator U by U .

Theorem 2.1 Let K1 and K2 be two structures. Then, for every two states q
and q′ of K1 and K2, respectively, and every two fair paths σ and σ′ in K1

and K2, respectively, if H is a simulation from (K1, q) to (K2, q
′) w.r.t. a set

A ⊆ A1 ∩ A2 and H(σ, σ′) holds true, then for every ∀CTL∗ formula ϕ over A
we have:

(1) if ϕ is a state formula and q′ |= ϕ then q |= ϕ̂;

(2) if ϕ is a path formula and σ′ |= ϕ then σ |= ϕ̂.

An immediate consequence of the Theorem 2.1 is the following result.

Corollary 2.1 Let K1 and K2 be two structures and A ⊆ A1∩A2. If K1 ≺A K2

then, for every ∀CTL∗ formula ϕ over A, K2 |= ϕ implies K1 |= ϕ̂.

3 Asynchronous Composition of Structures

We consider in this section an asynchronous composition of structures which
captures the idea that two structures execute concurrently by performing steps
in an interleaved way. First, we will make two basic assumptions:

– the states of each structure K will be considered as interpretations over a
finite set V of typed variables. That is, each state q is a function assigning
to each variable v ∈ V a value q(v) in its domain. For the case of finite-state
systems we have to assume that all variables range over finite domains. We
also assume that with each set V , a subset V e ⊆ V is specified. V e defines
the set of external or interface variables that are used by the system to
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communicate with an environment. The set V i = V − V e is the set of
internal variables 1 of K; it is related to the relation ρe by2:

(∀q, q′)((q, q′) ∈ ρe ⇒ q|V i = q′|V i).
That is, the environment may update only the external variables, whereas
the system may update all the variables. From now on we will assume that
for a system Kj, j = 0, 1, 2, . . ., its sets of variables are denoted by Vj , V e

j

and V i
j , whitout adding them to the tuple defining K.

– the fairness constraints we consider are of the form F = F i ∪ Fe, where
F i ⊆ P(Dom(ρi)) and Fe ⊆ P(Dom(ρe)) (Dom(ρ) denotes the domain
of the relation ρ). The sets in F i are called internal fairness constraints,
whereas those in Fe are called external fairness constraints. These fairness
requirements intend to capture the idea that the environment is given the
chance to interfere with the system (by entering infinitely many times in
states where the communication with the environment is possible), but
also the system may have a proper behaviour (by entering infinitely many
times in states where internal steps may be done).

Two structures K1 and K2 are called compatible if V i
1 ∩V i

2 = ∅ and V e
1 = V e

2 .
The first condition requires that a variable can only be owned by one of the
systems, whereas the second condition requires that the external variables are
common for both systems.

Definition 3.1 Let K1 and K2 be two compatible structures. The asynchronous
composition of K1 and K2 is the structure K1 ◦K2 = (Q,Q0,A,L, ρ,F), where:
(1) the set Q of states consists of all the interpretations q of V = V i

1 ∪V e∪V i
2 ,

where V e = V e
1 = V e

2 , such that q|V1 and q|V2 are states in K1 and K2,
respectively, and L1(q|V1) ∩A2 = L2(q|V2) ∩ A1;

(2) Q0 = {q ∈ Q|q|V1 ∈ Q1
0 ∧ q|V2Q

2
0};

(3) A = A1 ∪A2;
(4) L(q) = L1(q|V1) ∪ L2(q|V2) for all q ∈ Q (the definition of Q avoids the

existence of atomic propositions p both true and false at q);
(5) (q, q′) ∈ ρ iff

– (q|V1 , q
′|V1) ∈ ρ1 and q′|V i

2
= q|V i

2
, or

– (q|V2 , q
′|V2) ∈ ρ2 and q′|V i

1
= q|V i

1
.

If a step performed in one of the systems is external (internal), then the
corresponding step in K is external (internal). A step may be both external
and internal;

(6) F = {{q ∈ Q|q|V1 ∈ A1}|A1 ∈ F1} ∪ {{q ∈ Q|q|V2 ∈ A2}|A2 ∈ F2}.
1 The distinction between internal and interface variables is similar to the distinction
between controlled and external variables in the Alur and Henzinger’s formalism of
reactive modules ([1]), or to the distinction between unobservable owned variables
and observable variables in the formalism of fair Kripke structures as given in ([8]).

2 For a function f : A → B and a subset C ⊆ A, f |C denotes the restriction of f to
C.
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States of the composition are “pairs” of component states that agree on the
common variables and on the common atomic propositions. Each transition of
the composition involves a transition of one of the two components.

It is straightforward but tedious to prove that asynchronous parallel compo-
sition is commutative and associative (up to isomorphism).

For a structure K we denote by Reach(K) the set of all reachable states
in K, that is Reach(K) = {q ∈ Q|∃q0 ∈ Q0 : (q0, q) ∈ ρ∗} (ρ∗ stands for
the reflexive and transitive closure of ρ). Given two compatible structures K1

and K2, consider a new structure K1,2 = (Q1, Q
1
0,A1,L1, ρ1,2,F1,2) defined as

follows:
– ρi1,2 = ρi1, ρ

e
1,2 = ρe1 ∪ ρ̄e2 ∪ ρ̄i2;

– ρ̄e2 is the set of all pairs (q1|V1 , q2|V1), where q1 and q2 are states in K1◦K2,
q1 ∈ Reach(K1 ◦K2), (q1|V2 , q2|V2) ∈ ρe2 and q1|V i

1
= q2|V i

1
;

– ρ̄i2 is the set of all pairs (q1|V1 , q2|V1) such that there is a sequence of states
q1 = q1

1 , . . . , q
n
1 = q2 in K1 ◦K2 with the properties: q1 ∈ Reach(K1 ◦K2),

(qj1|V2 , q
j+1
1 |V2) ∈ ρi2 and qj1|V i

1
= qj+1

1 |V i
1

for all 1 ≤ j < n;
– F1,2 = F1 ∪F2, F2 = {{q|V1 |q ∈ Reach(K1 ◦K2) ∧ q|V2 ∈ A2}|A2 ∈ F2}.

The structure K1,2 is obtained from K1 ◦K2 by abstracting from (the internal
behavior of) K2 as follows: the internal steps in K1,2 are exactly the internal
steps in K1; the external steps in K1 and K2 became external in K1,2 and,
moreover, sequences of consecutive internal steps in K2 lead to external steps in
K1,2. The fairness constraints in K2 lead to fairness constraints in K1,2, which
are external as we prove below.

Proposition 3.1 The set F2 defined as above is a set of external fairness con-
straints in K1,2.

The following theorem is the basis of our abstraction technique.

Theorem 3.1 Let K1 and K2 be two compatible structures. Then,
(1) K1 ◦K2 ≺A1 K1,2;
(2) for every ∀CTL∗ formula ϕ over A1, K1,2 |= ϕ implies K1 ◦K2 |= ϕ̂.

What we have already done in this section acts as an abstraction method-
ology. Given a system K1 ◦ K2, we abstract from the internal variables of K2

obtaining K1,2. The structure K1,2 collapses consecutive steps in K1 ◦K2 by a
single one, ensuring a simulation from K1 ◦ K2 to K1,2. The number of states
in K1,2 is reduced in comparison with K1 ◦ K2 (the number of arcs could be
increased but this is not as important as the reduction in the number of states
is).

It is generally recognized that abstractions are not efficient if all the variables
in a system are visible (if we cannot abstract from the internal variables of K2, in
our case – see [4] and [8] for more comments). On the other side, to have a good
abstraction it is important to produce exactly ρe1,2, or to produce approximations
sufficiently closed to ρe1,2 so that we can still verify interesting properties of the
system. More comments about this will be provided in the end of the next
section.
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4 Application to Petri Net Reactive Modules

In this section we will show how the results from the previous sections can be
translated to Petri net reactive modules.

4.1 Petri Net Reactive Modules

Recall first a few concepts regarding Petri nets (for details the reader is referred
to [12]). A marked Petri net is a tuple γ = (Σ,M0), where:

(i) Σ = (S, T, F,W ) is a Petri net (S and T are two finite sets (of places and
transitions, respectively), S ∩ T = ∅, F ⊆ (S × T ) ∪ (T × S) is the flow
relation, and W : (S × T ) ∪ (T × S) → N is the weight function of Σ
verifying W (x, y) = 0 iff (x, y) /∈ F );

(ii) M0 ∈ NS is a marking of Σ, i.e. a function from S into the set N of natural
numbers, called the initial marking.

The transition relation of a net γ states that a transition t is enabled at a marking
M , denoted by M [t〉γ , if M(s) ≥W (s, t) for all s ∈ S. If t is enabled at M , then it
can occur yielding a new marking M ′ given by M(s) = M(s)−W (s, t)+W (t, s)
for all s ∈ S; we denote this by M [t〉γM ′. The transition relation is usually
extended to sequences of transitions. When there is a sequence w ∈ T ∗ such
that M0[w〉γM we say that M is reachable.

A Petri net module (module, for short) [14] is a couple M = (γ, Sc), where
γ = (Σ,M0) is a marked Petri net called the underlying net of M, and Sc is a
subset of places of γ, called the set of interface or shared places ofM; Si = S−Sc

is the set of internal places of M.
The interface places are used by a module M to interact with an environment

which updates, from time to time, the content of these places. Such an interac-
tion can be mathematically modelled by a binary relation R ⊆ NSc ×NSc

on
markings on Sc. A pair (M c,M

c
) means that the environment reads the content

M c of the interface places and then update it to M
c
. From the module M point

of view this updating is done in exactly one step. A couple J = (M, R), where
M is a module and R ⊆ NSc × NSc

, is called an environmental module (e-
module, for short); M is called the underlying module, and R the environment,
of J . E-modules are mainly used to describe in a compact way the behaviour of
modules; they abstract from some parts of the behavior of modules by collapsing
many consecutive steps into a single one. Let J = (M, R) be an e-module. The
transition relation of J is the binary relation [·〉J on NS given by:

M [x〉JM ′ ⇔ x is a transition and M [x〉γM ′, or
x = (M c,M

c
) ∈ R and M |Sc = M c and M ′ = M −M c + M

c
,

for all M,M ′ ∈ NS , where M−M c denotes the marking given by (M−M c)(s) =
M(s)−M c(s) for s ∈ Sc, and (M −M c)(s) = M(s) otherwise (in a similar way
we define M + M c).

It is important to note that the environment of an e-module may update the
content of the interface places whenever it is possible. That is, for any reachable
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marking M , the environment may change the marking on Sc to M
c
, whenever

M |Sc = M c and (M c,M
c
) ∈ R. Then, the module can execute further 3.

We define now the asynchronous parallel composition of modules. In order to
avoid some annoying and totally unessential things for our purposes we assume
given two disjoint countable sets S and T , and all the nets we consider have
the sets of places and transitions included in S and T , respectively. For a finite
set Sc ⊂ S and a marking M c

0 on Sc (that is, M c
0 : Sc → N) consider the set

PN(Sc,M c
0 ) of all modules whose set of places includes Sc and whose initial

marking agrees with M c
0 on Sc. Two modules M0 and M1 in this set are called

compatible if S0 ∩ S1 = Sc and T0 ∩ T1 = ∅.
Let M1,M2 ∈ PN(Sc,M c

0 ) be two compatible modules. The asynchronous
parallel composition of M1 and M2, denoted byM1◦M2, is the component-wise
union of M1 and M2, that is:

– M1 ◦M2 = (γ, Sc), γ = (Σ,M0), and Σ = (S, T, F,W );
– S, T , F , W , and M0 are the union of the sets of places, transitions, flow

relations, weight functions, and markings of M1 and M2, respectively.
Two e-modules J1 = (M1, R1) and J2 = (M2, R2) are called compatible

when their underlying modules are compatible. The asynchronous parallel com-
position can be extended to compatible e-modules by J1 ◦J2 = (M1 ◦M2, R1 ∪
R2).

4.2 Abstraction of Petri Net Reactive Modules

Now, we show how the methodology we developed in the first sections can be
applyied to safe Petri net modules. A net (module) is n-safe, where n ∈ N, if
M(s) ≤ n for all reachable markings M and places s; it is called safe when it is
n-safe, for some n ∈ N.

To each safe net γ we associate a Kripke structure without fairness constraints
K(γ) = (Q,Q0,A,L, ρ) as follows:

– regard places as variables which range over finite sets of positive integers.
Then, the set of states is the set of all interpretations of variables (markings
of γ componentwise bounded by some integer n). The only initial state is
the initial marking;

– we may define a set A of atomic propositions using the variables in S and
the constants, functions and predicates over the corresponding domains
(as in [11], p. 182). These propositions should be either true or false at a
marking (state) M , and they will be used to define state and path formulas.

3 The approach we considered for an environment, and for the corresponding transition
rule, does not take into account the internal structure neither of the module nor of
the environment. This one could appear unrealistic. But, we want to use e-modules
for abstraction purposes, and if we should take into consideration the entire internal
structure of the module and of the environment then such a purpose can be never
reached. However, an intermediate variant of taking into account partial information
about their internal structure (or to use something like semaphor variables) could
be an worthy idea.
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Let L be the function which associate to each marking M the set of all
atomic propositions in A satisfied at M ;

– the transition relation is specified by the set of transitions of γ in an obvious
way; that is, (M,M ′) ∈ ρ iff there is a transition t such that M [t〉γM ′.
The relation ρ is considered internal (ρ = ρi).

We may also add to K(γ) a set F of fairness constraints getting in such a way
a fair Kripke structure K(γ,F) associated to γ.

We suppose from now on that for every net (module, e-module) there is given
a set of atomic propositions (referring to its set of markings). Moreover, we will
assume that whenever we merge (combine) two markings M1 and M2 which
agree on some places (in order to obtain a marking of the composed net, module
or e-module), the propositions that are satisfied at the new marking are exactly
those that are satisfied at M1 and M2

4.
We extend the notations above to modules and e-modules by:
– for a safe moduleM = (γ, Sc), K(M) is obtained fromK(γ) by considering

Sc as the set of external (interface) variables;
– for a safe e-module J = (M, R), K(J ) is obtained from K(M) by adding

the external transition relation
ρe = {(M,M ′) ∈ NS ×NS |M ′|Si = M |Si ∧ (M |Sc ,M ′|Sc) ∈ R}

to the transition relation of M;
– for a safe module M (e-module J ) and a set F of fairness constraints,

K(M,F) (K(J ,F)) is the structure obtained by adding F to the 5-tuple
K(M) (K(J )). For e-modules, the fairness constraints we use are like in
Section 3.

The pairs (γ,F) ((M,F), (J ,F)) as above are called fair nets (modules,
e-modules). The simulation and satisfaction relations are defined for them by
means of the structures they induce. For example, for two fair safe e-modules
(J1,F1) and (J2,F2) we write:

– (J1,F1) ≺A (J2,F2) for K(J1,F1) ≺A K(J2,F2), and
– (J1,F1) |= ϕ for K(J1,F1) |= ϕ.
Let (J1,F1) and (J2,F2) be two compatible fair e-modules whose underlying

modules are elements of PN(Sc,M c
0). Define their composition (J1,F1)◦(J2,F2)

by (J1 ◦ J2,F), where F is defined as in Definition 3.1. Further, consider the
fair e-module (J1,2,F1,2), where:

– J1,2 = (γ1, R1,2), and R1,2 = R1 ∪R′
2 ∪R′′

2 ;
– R′

2 is the set of all pairs (M |Sc ,M ′|Sc) ∈ R2, where M is reachable in
J1 ◦ J2;

– R′′
2 is the set of all pairs (M |Sc ,M ′|Sc), where M is reachable in J1◦J2 and

M ′|S2 is reachable from M |S2 (in γ2) by at least one transition occurrence;

4 It was pointed out in [5] that in the case of 1-safe nets we may restrict the set
of atomic propositions to propositions ps, where s is a place, with the following
meaning: a marking M satisfies ps iff it marks the place s. Clearly, for such nets,
our supposition trivially holds. Anyway, it is not a severe restriction for the case of
safe nets.
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– F1,2 = F1 ∪F2, where F2 = {{M |S1|M is reachable in J1 ◦J2 ∧ M |S2 ∈
A2}|A2 ∈ F2}.

The following theorem makes the connection between modules and struc-
tures.

Theorem 4.1 Let (J1,F1) and (J2,F2) be two compatible fair e-modules whose
underlying modules are elements of PN(Sc,M c

0 ). If J1 ◦ J2 is safe, then:
(1) K((J1,F1) ◦ (J2,F2)) = K(J1,F1) ◦K(J2,F2);
(2) (J1,F1) ◦ (J2,F2) ≺A1 (J1,2,F1,2);
(3) (J1,2,F1,2) |= ϕ implies (J1,F1)◦ (J2,F2) |= ϕ̂, for every ∀CTL∗ formula

ϕ over the set of atomic proposition of J1.

Let M1,M2 ∈ PN(Sc,M c
0 ) be two compatible modules, M = M1 ◦ M2,

and let M be a reachable marking in M. We say that the pair (M c,M
c
) of

markings on Sc is induced by M2 at M in M if there is a reachable marking M
in M such that M |Sc = M c, M |Sc = M

c
, and M is reachable from M only by

occurrences of transitions in M2, but at least by one occurrence. The set of all
pairs induced by M2 at reachable markings of M is called the relation induced
by M2 in M.

When the set F of fairness constraints of a fair e-module (J ,F) contains
only the set of all reachable markings, then all paths of the e-module are fair.
In such a case we may simplify the pair (J ,F) to J (but understanding that
all the paths of J are fair). Composition of such e-modules leads to such an
e-module (all paths are fair). Then, directly from the theorem above we obtain:

Corollary 4.1 Let M1,M2 ∈ PN(Sc,M c
0) be two compatible modules. If M1 ◦

M2 is safe, then for every ∀CTL∗ formula ϕ over the set of atomic proposition
of M1, J |= ϕ implies M1 ◦M2 |= ϕ̂, where J = (M1, R) and R is the relation
induced by M2 in M1 ◦M2.

This corollary tells us how properties of components are transferred to the
entire system. As we have already mentioned, the main goal is to find an ap-
proximation of the relation induced by a component, sufficiently closed to the
real relation induced on the interface places. A very convenient case is when a
module M = M1 ◦ M2 is context-free w.r.t. M1 or M2, that is, if for every
pair (M c,M

c
) induced by M1 (M2) and for every reachable marking M in M,

if M |Sc = M c then M1 (M2) can induce (M c,M
c
) at M .

This is the case of the module M = M1 ◦M2 in Figure 1 which is context-
free w.r.t. both M1 and M2 (places are represented by circles, transitions by
boxes, the flow relation by arcs – all of them are weighted by 1 – and the initial
marking is presented by putting M0(s) tokens into the circle representing the
place s; the set of interface places is {s1, s2, s3}). Then, J1 = (M1, R1), where

R1 = {((0, 1, 1), (0, 1, 1)), ((0, 1, 1), (0, 1, 0)), ((0, 1, 0), (0, 1, 0)),
((0, 1, 0), (0, 1, 1)), ((1, 0, 1), (1, 0, 1)), ((1, 0, 1), (1, 0, 0))},

is an e-module which ensures a simulation from M to it. The state space of M is
reduced to the state space of M1 (we have to add some more arcs, corresponding
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Fig. 1. A Petri Net model for the Owicki-Lamport Mutex algorithm [13]

to R1, but this is not as important as the reduction of the state space is).
Therefore, properties of J1 can be transferred to M.

Conclusions

We partition the transition relation of a Kripke structure into two parts, inter-
nal and external. This allows an appropriate modeling of reactive systems. We
propose a simulation preorder suitable for use with such Kripke structures. The
preorder captures the relation between a component and a system containing
that component, treating the transition relation of that component as internal
in the system. We identify a substantial subset of ∀CTL∗, which is appropriate
to be used with our preorder. We also propose an abstraction method, and illus-
trate its application to Petri net reactive modules. There are two parts of this
method: first, we decompose the system into modules and compute the relation
induced by some submodules, and second, we check the satisfaction of properties
in the “augmented” modules.

Finding efficient methods to describe or approximate the relation induced
by submodules is of great importance for practical applications. For Petri net
reactive modules, we discuss briefly how to approximate the relation induced by
a component into a system. Possible future work is to identify classes of systems
with good properties for automated approximation.

Acknowledgement We thank Daniel Kröning for helpful suggestions and
discussions.
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5 Appendix: Proofs

Proposition 2.1 The simulation relation ≺A is a preorder (i.e., a reflexive and
transitive order) on structures whose set of atomic propositions include A.

Proof. The relation H = {(q, q)|q ∈ Q} is a simulation from K to K w.r.t. A.
Thus, ≺A is reflexive.

Assume that H1 is a simulation from K1 to K2 w.r.t. A, and H2 is a simula-
tion from K2 to K3 w.r.t. A. Let H3 be the usual product of the binary relations
H1 and H2. We show that H3 is a simulation from K1 to K3 w.r.t. A.

First of all we note that L1(q) ∩ A = L3(q′′) ∩ A, for all (q, q′′) ∈ H3.
Indeed, for each (q, q′′) ∈ H3 there is a state q′ in H2 such that (q, q′) ∈ H1 and
(q′, q′′) ∈ H2. Since H1 and H2 are simulations, it follows that

L1(q) ∩ A = L2(q′) ∩A = L3(q′′) ∩ A,
which proves our statement above.

For each initial state q0 in K1 there is an initial state q′0 in K2 such that H1

is a simulation from (K1, q0) to (K2, q
′
0) w.r.t. A. Similarly, there is an initial

state q′′0 in K3 such that H2 is a simulation from (K2, q
′
0) to (K3, q

′′
0 ) w.r.t. A.

Let

σ = q0q1 · · · = qi0 · · · qi1 · · · qi2 · · ·
and σ′ = q′0q

′
1 · · · be fair paths in K1 and K2, respectively, as in Definition 2.1

(i0, i1, . . . specify the decomposition of σ). For the fair path σ′ there is a fair
path σ′′ = q′′0 q

′′
1 · · · in K3 and a decomposition of σ′,

σ′ = q′0q′1 · · · = q′j0 · · · q′j1 · · · q′j2 · · ·
as in Definition 2.1. We will define recursively a partition of σ

σ = q0q1 · · · = qk0 · · · qk1 · · · qk2 · · ·
such that H3(σ, σ′′) holds. There are several cases to be considered.
Case 1: i1 = 1 = j1. Clearly, if (q0, q1) ∈ ρe1 then (q′0, q

′
1) ∈ ρe2 and, consequently,

(q′′0 , q′′1 ) ∈ ρe3. Moreover, (q1, q′1) ∈ H1 and (q′1, q′′1 ) ∈ H2, which shows that
(q1, q′′1 ) ∈ H3. We consider in this case k1 = 1, and the decomposition of σ
continues with σ1, (σ′)1 and (σ′′)1 (H1(σ1, (σ′)1) and H2((σ′)1, (σ′′)1)) hold).
Case 2: i1 = 1 and j1 > 1. Consider k1 = ij1 . It is easy to verify that
(qk1 , q′j1) ∈ H1 and (q′j1 , q

′′
1 ) ∈ H2; therefore, (qk1 , q′′1 ) ∈ H3. The decomposition

of σ continues with σk1 , (σ′)j1 and (σ′′)1.
The other two cases, i1 > 1 and j1 = 1, and i1 > 1 and j1 > 1, can be

discussed in a similar way. We conclude that ≺A is transitive and, therefore, ≺A
is a preorder. 2

Theorem 2.1 Let K1 and K2 be two structures. Then, for every two states
q and q′ of K1 and K2, respectively, and every two fair paths σ and σ′ in K1
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and K2, respectively, if H is a simulation from (K1, q) to (K2, q
′) w.r.t. a set

A ⊆ A1 ∩ A2 and H(σ, σ′) holds true, then for every ∀CTL∗ formula ϕ over A
we have:

(1) if ϕ is a state formula and q′ |= ϕ then q |= ϕ̂;
(2) if ϕ is a path formula and σ′ |= ϕ then σ |= ϕ̂.

Proof. We prove the theorem by induction on the structure of ϕ.
Base: If ϕ is true or false, the result is trivial. If ϕ = p for p ∈ A, then q′ |= p
iff p ∈ L2(q′). By the definition of simulation, L1(q) ∩ A = L2(q′) ∩ A, and so
p ∈ L1(q) iff p ∈ L2(q′). Thus, q |= p. The case ϕ = ¬p for p ∈ A is similar to
the previous one.
Induction: There are several cases.

1. ϕ = ϕ1 ∧ ϕ2, a state formula. Then,
q′ |= ϕ⇒ q′ |= ϕ1 and q′ |= ϕ2

⇒ q |= ϕ̂1 and q |= ϕ̂2 (induction hypothesis)
⇒ q |= ϕ̂

The same reasoning holds if ϕ is a path formula (replacing q′ by σ′ and q
by σ).

2. ϕ = ϕ1 ∨ ϕ2, a state or path formula. This case is similar to the previous
case.

3. ϕ = ∀(ϕ1), a state formula (ϕ1 is a path formula). Suppose q′ |= ϕ. Let σ1

be a fair path in K1 starting at q. By the definition of simulation relation,
there is a fair path σ2 in K2 starting at q′ and such that H(σ1, σ2) holds.
Then,

q′ |= ϕ⇒ σ2 |= ϕ1 (definition of |=)
⇒ σ1 |= ϕ̂1 (induction hypothesis)

As σ1 has been arbitrarily chosen, we obtain q |= ϕ̂.
4. If ϕ is a path formula consisting of only a state formula and σ′ |= ϕ, then

the initial state of σ′ satisfies ϕ. By the induction hypothesis, the initial
state of σ will satisfy ϕ̂. Thus, σ |= ϕ̂.

5. ϕ = Xϕ1, a path formula. Suppose σ′ |= ϕ. Then, (σ′)1 |= ϕ1. Since
H(σ, σ′) holds, there is i1 ≥ 1 such that H(σi1 , (σ′)1) holds. Therefore, by
the induction hypothesis, σi1 |= ϕ̂1, and so σ |= 3ϕ̂1 = ϕ̂.

6. ϕ = ϕ1Uϕ2, a path formula. Suppose σ′ |= ϕ. Then, there is j ≥ 0 such
that (σ′)j |= ϕ1 ∧ ϕ2 and, for all 0 ≤ i < j, (σ′)i |= ϕ1.
The definition of simulation leads to the existence of an ij ≥ j such that
H(σij , (σ′)j) holds, and from the induction hypothesis we obtain σij |=
ϕ̂1 ∧ ϕ̂2. Clearly, σi |= 3ϕ̂1, for all 0 ≤ i ≤ ij , and so σ |= ϕ̂.

7. ϕ = ϕ1V ϕ2, a path formula. The argument in this case is similar to that
for the previous case.

The theorem is proved. 2

Proposition 3.1 The set F2 defined as above is a set of external fairness con-
straints in K1,2.
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Proof. The fairness constraints in F2 are obtained from the (internal and exter-
nal) fairnes constraints in F2. We consider the next two cases:

– if A2 is an external fairness constraint in F2, then every state q∈Reach(K1◦
K2) with the property q|V2 ∈ A2 verifies also q|V2 ∈ Dom(ρe2), and so
q|V1 ∈ Dom(ρ̄e2);

– if A2 is an internal fairness constraint in F2, then every state q∈Reach(K1◦
K2) with the property q|V2 ∈ A2 verifies also q|V2 ∈ Dom(ρi2), and so
q|V1 ∈ Dom(ρ̄i2).

Therefore, for every fairness constraint A2 ∈ F2 we have

{q|V1 |q ∈ Reach(K1 ◦K2) ∧ q|V2 ∈ A2} ⊆ Dom(ρ̄i2 ∪ ρ̄e2),

which shows that F2 is a set of external fairness constraints in K1,2. 2

Theorem 3.1 Let K1 and K2 be two compatible structures. Then,
(1) K1 ◦K2 ≺A1 K1,2;
(2) for every ∀CTL∗ formula ϕ over A1, K1,2 |= ϕ implies K1 ◦K2 |= ϕ̂.

Proof. (1) Let K = K1 ◦K2. Consider H = {(q, q|V1)|q ∈ Q} and show that H
is a simulation from K = K1 ◦K2 to K1,2 w.r.t. A1.

For every state q ∈ Q we have:

L(q) ∩ A1 = (L1(q|V1) ∪ L2(q|V2 )) ∩A1

= (L1(q|V1) ∩ A1) ∪ (L2(q|V2) ∩A1)
= L1(q|V1) ∪ (L1(q|V1 ) ∩ A2) (definition of Q)
= L1(q|V1).

Then, we note that for every initial state q0 in K, q0|V1 is an initial state in K1,2.
Let σ = q0q1q2 · · · be a fair path in K. Decompose the path σ,

σ = qi0 · · · qi1 · · · qi2 · · ·
such that, for all j ≥ 0, the following requirements are satisfied:

(a) if ij+1 = ij + 1, then (qij |V1 , qij+1 |V1) ∈ ρ1 or (qij |V2 , qij+1 |V2) ∈ ρe2;
(b) if ij+1 ≥ ij + 1, then (qij |V2 , qij+1 |V2) ∈ (ρi2)+, qij |V1 = · · · = qij+1−1|V1 ,

qij |V i
1

= qij+1 |V i
1
.

Define now a path σ′ of K1,2 by modifying the path σ as follows:
– keep all (a)-type steps (but restrict all states to V1);
– replace each (b)-type sequence by (qij |V1 , qij+1 |V1).

Clearly, this is an infinite path of K1,2. We will prove that this path is fair. Let
A ∈ F1,2.
Case 1: A ∈ F1. Then, A′ = {q ∈ Q|q|V1 ∈ A} is a fairness constraint in K.
Since σ is a fair path it follows that inf(σ)∩A′ �= ∅, and so there is q ∈ Q∩inf(σ).
It is enough to show that q|V1 occurs infinitely many times in σ′. In fact, the only
problem we encounter is the following one: “condensing” a (b)-type sequence by
its left and right most states we may loose some occurrences of q and, therefore,
of q|V1 . However, at least one occurrence of q|V1 is kept in the left or right most
state, and this is enough to ensure that q|V1 occurs infinitely many times in σ′.
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Case 2: A ∈ F2. Then, there is a fairness constraint A2 ∈ F2 such that

A = {q|V1 |q ∈ Reach(K1 ◦K2) ∧ q|V2 ∈ A2}.
But, the set A′ = {q ∈ Q|q|V2 ∈ A2} is a fairness constraint in K, and so there
is q ∈ A′ occurring infinitely many times in σ. Moreover, q is reachable in K
and q|V1 ∈ Dom(ρ̄ı

2 ∪ ρ̄e2) (as we have shown above the theorem). By a similar
argument as in Case 1 we can prove that q|V1 ∈ inf(σ′). Hence, inf(σ′)∩A �= ∅.

Therefore, the path σ′ is fair and it is straightforward to prove that H(σ, σ′)
holds. Thus, H is a simulation from K1 ◦K2 to K1,2 w.r.t. A1.

(2) follows directly from (1) and Corolary 2.1. 2

Theorem 4.1 Let (J1,F1) and (J2,F2) be two compatible fair e-modules whose
underlying modules are elements of PN(Sc,M c

0). If J1 ◦ J2 is safe, then:
(1) K((J1,F1) ◦ (J2,F2)) = K(J1,F1) ◦K(J2,F2);
(2) (J1,F1) ◦ (J2,F2) ≺A1 (J1,2,F1,2);
(3) for every ∀CTL∗ formula ϕ over the set of atomic proposition of J1,

(J1,2,F1,2) |= ϕ implies (J1,F1) ◦ (J2,F2) |= ϕ̂.

Proof. If J1 ◦ J2 is safe, then J1 and J2 are safe. Then, (1) follows immedi-
ately from definitions (see also the assumption on composing markings at the
beginning of the section), and (3) from (2) and Theorem 3.1.

(2) Let K1 = K(J1,F1) and K2 = K(J2,F2). We have:

K((J1,F1) ◦ (J2,F2)) = K(J1,F1) ◦K(J2,F2) = K1 ◦K2 ≺A1 K1,2.

By the remark that K1,2 = K(J1,2,F1,2) we get (2). 2

Corollary 4.1 Let M1,M2 ∈ PN(Sc,M c
0 ) be two compatible modules. If

M1 ◦M2 is safe, then for every ∀CTL∗ formula ϕ over the set of atomic propo-
sition of M1, J |= ϕ implies M1 ◦M2 |= ϕ̂, where J = (M1, R) and R is the
relation induced by M2 in M1 ◦M2.

Proof. Considering J1 = (M1, ∅) and J2 = (M2, ∅), the e-module J1,2 is just
the e-module J in Theorem 4.1. Moreover, F1,2 contains the set of all reachable
marking in M1 and also a subset, possible strict, of this one. However,

γ1 ◦ γ2 ≺A1 (J1,2,F1,2) = (J ,F1,2) ≺A1 J .

Then, J |= ϕ implies M1 ◦M2 |= ϕ̂. 2
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Abstract. Alternating Time Temporal Logic (ATL) [2] has proved use-
ful in specifying systems that can be viewed as the parallel composition
of a set of agents. It has tool-support for model checking and simulation
in the form of Mocha [1]. ATL∗ is a more expressive form of ATL which
provides a more natural way to write specifications. Whilst ATL can be
model checked in linear time (relative to the size of the model), ATL∗ is
2EXPTIME-complete [2]. Here we present a method of “translating” an
ATL∗ formula, into ATL so that model checking can then be performed.
This method cannot, in general, be entirely exact but instead produces
a strong and a weak bound. From these we may be able to infer whether
the original formula was satisfied. To minimise the number of undecided
cases, the bounds must be as close as possible to the original. Exact
translations help to ensure that this is so, and we have identified a sub-
set of ATL∗ which can be translated without loss. Case studies support
the method by showing that most ATL∗ formulae attempted did yield
conclusive results, even after approximation.

1 Introduction

The aim of this work is to provide a method of model checking ATL∗ specifica-
tions using a model checker for ATL. Model checking ATL∗ directly is infeasible,
so we have taken the option of rewriting a given ATL∗ property ϕ, into a pair
of ATL properties, ϕs and ϕw where ϕs is stronger and ϕw is weaker than ϕ.
By checking these two properties, we may be able to infer whether or not ϕ is
satisfied. There is some uncertainty in the method, because ϕs and ϕw do not
capture all of the information in ϕ. In some cases this abstraction of the formula
may be too coarse, making it impossible for the method to discern whether ϕ is
true or not. To add to the accuracy and sophistication of our method, exact (i.e.
information preserving) transformations on ATL∗ formulae are used, wherever
possible.

1.1 Why ATL�?

ATL∗ [2] is a temporal logic for reasoning about systems composed of agents. It
is desirable to write specifications in ATL∗ rather than CTL∗ or LTL because

A. Cortesi (Ed.): VMCAI 2002, LNCS 2294, pp. 289–301, 2002.
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it allows us to distinguish between the possible choices of agents, which are the
sources of non-determinism. By recognising the agents in a system, it is possible
to separate out properties which would otherwise remain hidden.

A formal look at ATL and ATL∗ is deferred until Section 2, but first we look
at a motivating example for their use. Consider a basic phone system. A natural
question to ask about it is “Can two users, i and j, cooperate such that in the
future, they will be talking to one and other”. The idea of their cooperation is
that we wish to exclude paths such as those where i never dials j, or j goes off-
hook every time the connection is being attempted. We allow for the rest of the
system to be as awkward as possible e.g. another phone k may try to interfere by
also dialling j and the exchange may solve the conflict by favouring k. In CTL,
this cannot be expressed – it is only possible to write about all computation
paths or the existence of at least one. However, in ATL we can write about the
paths enforceable by the cooperation of i and j: 〈〈i, j〉〉F(i.talking∧ i.callee = j).
Clearly there are many other systems where ATL∗ is beneficial, allowing us to
reason about the capabilities of sets of agents in cooperation/opposition.

Just as CTL∗ generalises CTL by allowing temporal operators to be nested
directly, ATL∗ generalises ATL. ATL∗ can be more useful than ATL due to this
extra expressiveness. It provides all of the advantages of LTL whilst retaining the
ability to reason about the capabilities of agents. LTL specifications are claimed
to be easier to write in [8], and to be more useful for reasoning about concurrent
systems in [6]. By using ATL∗, we have the best of both worlds (in expressivity).

1.2 Approximating ATL� in ATL

Since ATL∗ is strictly more expressive than ATL, we cannot hope to translate
all possible formulae exactly from ATL∗ into ATL. The complexity of model
checking ATL is linear in the size of the model, whilst model checking ATL∗

directly is doubly exponential [2]. Our method is a partial solution to the problem
of model checking ATL∗ – it returns within a feasible time, but may lose some of
the original information. In essence, this is achieved by approximating a single
property ϕ, into two properties ϕs and ϕw which surround the original property
with a strong and a weak bound such that:

ϕs ⇒ ϕ⇒ ϕw (1.1)

We can then model check the ATL formulae with Mocha [1, 10] to deduce the
satisfaction of ϕ. If we find ϕs to be true, then ϕ is true; If we find ϕw to be
false, then ϕ is false; If ϕs is false and ϕw is true, we cannot decide whether ϕ
is true or false.

It is essential to minimise the number of times our method may come back
undecided. This means ensuring that the strong and weak bound are as close
as possible to ϕ. To do this, we use exact equivalences, where possible. These
equivalences are designed to make ϕ in some sense, better with each application
i.e. they should make the property closer to ATL than it was before. When no
more equivalences are applicable, approximation is used to copy path quantifiers
over temporal operators e.g.
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〈〈A〉〉FGϕ 〈〈A〉〉F〈〈A〉〉Gϕ (strong)〈〈A〉〉F∃Gϕ (weak)

After each approximation, equivalences are applied until either the formula is in
ATL or more approximation is needed. With the complete set of approximations
provided, any well-formed ATL∗ formula can be translated into into a pair of
well-formed ATL formulae.

The rest of the paper is organised as follows: Section 2 summarises the syn-
tax and semantics of ATL; Section 3 lists the exact equivalences used in the
translation process; Section 4 covers the approximations used in the translation
process; Section 5 considers the practicalities of the method as a term rewriting
system; Section 6 has a model of a telephone system with ATL∗ specifications
which have been translated and checked with Mocha; Finally, Section 7 draws
some conclusions.

2 Alternating-Time Temporal Logic

Alternating-Time Temporal Logic [2] (ATL) is a temporal logic for reasoning
about reactive systems comprised of agents. It contains the usual temporal op-
erators (next, always, until) plus cooperation modalities 〈〈A〉〉ϕ, where A is a set
of agents. This modality quantifies over the set of behaviours and means that A
have a collective strategy to enforce ϕ, whatever the choices of the other players.
ATL generalises CTL, and similarly ATL∗ generalises CTL∗, µ-ATL generalises
the µ-calculus. These logics can be model-checked by generalising the techniques
of CTL, often with the same complexity.

This section contains a brief review of ATL, as we have used it in this paper.
For a more detailed treatment, the interested reader is referred to [2].

2.1 Alternating Transition Systems

ATL is interpreted over Alternating Transition Systems (ATS) which are Kripke
structures, extended to represent the choices of agents.

An ATS is a 5-tuple 〈Π,Σ,Q, π, δ〉 where
– Π is a set of propositions
– Σ is a set of agents
– Q is a set of states
– π : Q→ 2Π maps each state to the propositions which are true in that state
– δ : Q×Σ → 22Q

is a transition function from a state, q, and an agent, a, to
the set of a’s choices. a’s choices are sets of states, and one particular choice
is taken, Qa. The next state of the system is the intersection of the choices
of all agents

⋂
a∈Σ Qa.

The transition function is non-blocking and unique i.e. for every state, the
intersection of all possible choices of all agents is singleton.
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For two states q, q′ and an agent a, q′ is an a-successor of q if there exists
some Q′ ∈ δ(q, a) such that q′ ∈ Q′. The set of a-successors of q is denoted
succ(q, a). For two states q and q′, q′ is a successor of q if ∀a ∈ Σ q′ ∈ succ(q, a).
A computation, λ, is defined as an infinite sequence of states q0, q1, q2, . . . such
that for all i ≥ 0, qi+1 is the successor of qi.

Subsegments of a computation path λ = q1, q2, . . . are denoted by postfixing
an interval in square brackets. For example, λ[i, j] = qi, . . . , qj , λ[i,∞] = qi, . . .
and λ[i] = qi.

2.2 ATL Syntax

Let Π be a set of atomic propositions and Σ a set of agents. The syntax of ATL
is given by

ϕ ::= p | 
 | ¬ϕ | ϕ1 ∨ ϕ2 | 〈〈A〉〉(ϕ1 U ϕ2) | 〈〈A〉〉(ϕ1 R ϕ2)

where p ∈ Π and A ⊆ Σ1. We use the usual abbreviations for →, ∧ in terms of
¬, ∨. The operator 〈〈 〉〉 is a path quantifier, and U (until) and R (release) are
temporal operators. As in CTL, we write Fϕ for 
 U ϕ and Gϕ for ⊥R ϕ.

While the formula 〈〈A〉〉ψ means that the agents in A can cooperate to make ψ
true (they can “enforce” ψ), the dual formula [[A]]ψ means that the agents in A
cannot cooperate to make ψ false (they cannot “avoid” ψ) i.e. [[A]]ψ ≡ ¬〈〈A〉〉¬ϕ

Since ATL is a generalisation of CTL, we can use CTL as shorthand for
some cases of ATL i.e. write ∀ψ for 〈〈∅〉〉ψ and ∃ψ for 〈〈Σ〉〉ψ. The logic ATL*
generalises ATL in the same way that CTL* generalises CTL, namely by allowing
path quantifiers and temporal operators to be nested arbitrarily.

2.3 ATL� Semantics

In ATL∗, there are two types of formulae: state formulae are evaluated over
states, and denoted here as ϕ; path formulae are evaluated over computation
paths, and denoted ψ. To define the semantics of ATL∗, the notion of strategies
is used. A strategy for an agent a is a mapping fa : Q+ → 2Q such that for
all λ ∈ Q∗ and all q ∈ Q, we have fa(λ · q) ∈ δ(q, a). The strategies map finite
prefixes of λ-computations to a choice in δ(q, a) as suggested by the strategy.

The outcome of a strategy must also be defined. For a state q, a set of agents
A, and a family of strategies FA = {fa|a ∈ A} the outcomes of FA from q are
denoted out(q, FA). They are the q-computations that the agents in A can en-
force by following their strategies. λ = q0, q1, q2 . . . is in out(q, FA) if q = q0 and
for all positions i ≥ 0 qi+1 is a successor of qi satisfying qi+1 ∈

⋂
a∈A fa(λ[0, i]).

The semantics of ATL∗ are defined inductively:

– λ � p iff p ∈ π(λ[0])
– λ � ¬ϕ iff λ �� ϕ

1 Following Lamport’s warning that the X operator leads to over-specification [7] and
for simplicity, we differ from [2] by omitting X.
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– λ � ϕ1 ∨ ϕ2 iff λ � ϕ1 or λ � ϕ2

– λ � ϕ iff λ[0] � ϕ, if ϕ is a state formula
– λ � 〈〈A〉〉ψ iff there exists a set of strategies, FA one for each agent in A,
such that ∀λ ∈ out(q, FA) , we have λ � ψ

– λ � ψ1 U ψ2 iff ∃i ≥ 0.λ[i,∞] � ψ2 and ∀0 ≤ j < iλ[j,∞] � ψ1.
– λ � ψ1 R ψ2 iff ∀i ≥ 0, we have λ[i,∞] � ψ2 unless there exists a position
0 ≤ j < i such that λ[j,∞] � ψ1.

3 Equivalences

These exact transformations are applied at the first stage of re-writing, to elimi-
nate redundancy. In some cases, it is possible to perform the entire translation at
this exact level. Discussion of how the rules are applied is deferred until Section
5.

We shall consider both ∧ and ∨ as part of the basic language for our rule-set.
The temporal operators we shall use are Until U , Release R . Mocha accepts
U but not R . However, it does accept Weak Until (While). W and Release
are related as follows:

ψ1 R ψ2 ≡ ψ2W (ψ1 ∧ ψ2) ψ1W ψ2 ≡ ψ2 R (ψ2 ∨ ψ1) (3.1)

Release is used because it is more natural to use the dual of Until and it can
still be translated into acceptable input for Mocha.

We assume that the input formula is in negation normal form, and this be
easily achieved with known LTL and ATL identities.

3.1 LTL Equivalences

LTL equivalences can be used to replace parts of ATL∗ sub-formulae and also
serve as inspiration for some native ATL∗ rules. Each rule is applied left to right
and reduces the number of nested temporal operators. Some of the equivalences
below are from [9], others extend or generalise them. Where a rule requires
knowing that ϕ1 ⇒ ϕ2, this is established using the heuristic method described
in [9].

Future and Global Equations 3.2 to 3.8 are generalised by 3.9 to 3.15, below.
The F and G abbreviations are given to aid the intuition behind their generali-
sations. The duals are also used in practice, but omitted here.

FFϕ ≡ Fϕ (3.2)
FGFϕ ≡ GFϕ (3.3)

F(ϕ1 ∨ Fϕ2) ≡ F(ϕ1 ∨ ϕ2) (3.4)
F(ϕ1 ∨GFϕ2) ≡ Fϕ1 ∨GFϕ2 (3.5)
F(ϕ1 ∧ FGϕ2) ≡ Fϕ1 ∧ FGϕ2 (3.6)
F(ϕ1 ∧GFϕ2) ≡ Fϕ1 ∧GFϕ2 (3.7)
FG(ϕ1 ∧ Fϕ2) ≡ FGϕ1 ∧GFϕ2 (3.8)
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Until and Release

ϕ1 ⇒ ϕ2 � ϕ1 U (ϕ2 U ϕ3) ≡ ϕ2 U ϕ3 (3.9)

ϕ1 U (ϕ2 R (ϕ1 U ϕ3)) ≡ ϕ2 R (ϕ1 U ϕ3) (3.10)

ϕ1 U (ϕ2 ∨ ϕ1 U ϕ3) ≡ ϕ1 U (ϕ2 ∨ ϕ3) (3.11)

ϕ1 U (ϕ2 ∨ ϕ3 R (ϕ1 U ϕ4)) ≡ ϕ1 U ϕ2 ∨ ϕ3 R (ϕ1 U ϕ4) (3.12)

ϕ1 ⇒ ¬ϕ3 � ϕ1 U (ϕ2 ∧ (ϕ1 U (ϕ3 R ϕ4))) ≡ (ϕ1 U ϕ2) ∧ (ϕ1 U (ϕ3 R ϕ4) (3.13)

ϕ1 ⇒ (ϕ4 ∨ ϕ5), ϕ1 ⇒ ¬ϕ3 �
ϕ1 U (ϕ2 ∧ ϕ3 R (ϕ4 U ϕ5)) ≡ (ϕ1 U ϕ2) ∧ (ϕ3 R (ϕ4 U ϕ5))

(3.14)

ϕ1 ⇒ ¬ϕ2 � ϕ1 U (ϕ2 R (ϕ3 ∧ ϕ1 U ϕ4)) ≡ ϕ1 U (ϕ2 R (ϕ3 ∧ ϕ4)) (3.15)

(ϕ1 U ψ) ∧ (ϕ2 U ψ) ≡ (ϕ1 ∧ ϕ2) U ψ (3.16)

ϕ⇒ ψ � ϕ U ψ ≡ ψ (3.17)

3.2 ATL� Equivalences

If ψ1 and ψ2 are ATL path formulae, then neither 〈〈A〉〉(ψ1∧ψ2) nor 〈〈A〉〉(ψ1∨ψ2)
are well-formed ATL formulae. However, just as there is an extension of CTL to
allow boolean combinations of path formulae, we can similarly extend ATL. In
CTL, the extension is called CTL+ so we shall define an ATL+ formula ϕ as:

ϕ ::= p | 
 | ¬ϕ | ϕ1 ∨ ϕ2 | 〈〈A〉〉(ψ)
ψ ::= ϕ | ¬ψ | ψ1 ∨ ψ2 | ϕ1 U ϕ2 | ϕ1 R ϕ2

It has been proved that CTL+ is no more expressive than CTL [5], we show that
this extends to ATL+ and ATL by providing a translation procedure.

State Formulae A state formula occurring directly under a path quantifier is
equivalent to the same formula outside the path quantifier e.g. 〈〈A〉〉p⇔ p. This
is clear from the semantics of 〈〈A〉〉ψ.

More generally, we can pull state formulae out from any boolean combination
of path and state formulae by rewriting to disjunctive normal form and applying
the following rule:

〈〈A〉〉((ϕ1 ∧ ψ1) ∨ . . . ∨ (ϕn ∧ ψn)) ≡
∨

∅�=T⊆[1,n]

(∧
k∈T

ϕk ∧ 〈〈A〉〉
∨
k∈T

ψk

)
(3.18)

Where the ϕs are state formulae and the ψs are “pure” path formulae i.e. path
formulae which are not state formulae and have no state formulae joined to
them with boolean operators. Although putting something in DNF can produce
an exponential increase in its size, we are only concerned about whether elements
are state formulae or path formulae. Thus, (p1 ∧ p2 ∧ Fp3 ∧Gp4) ∨ (q1 ∧ Fq2) is
acceptable because p1 ∧ p2 is a state formula and Fp3 ∧Gp4 is a path formula.
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To see why 3.18 is valid, suppose q � 〈〈A〉〉((ϕ1 ∧ψ1)∨ . . .∨ (ϕn ∧ψn)). There
exists n ≥ i ≥ 0 such that q � ϕi. We can say that q �

∨
∅�=T⊆[1,n]

∧
k∈T

ϕk i.e. At

least one of the state formulae is true. Intuitively, if only one is is true, then A
can enforce its paired path formula. If a subset T , are true then A can enforce at
least one of the paired path formulae. This is exactly what the right hand side
of the equivalence states.

Path Formulae Let ψ be a path formula made from boolean combinations of
U s and R s. Let E be a function that retuns the set of U and R expressions
in a path formula like ψ e.g. If ψ = (ϕ1 U ϕ2 ∧ ϕ3 U ϕ4 ∧ (ϕ5 U ϕ6 ∨ ϕ7 U ϕ8))
then E(ψ) = {ϕ1 U ϕ2, ϕ3 U ϕ4, ϕ5 U ϕ6, ϕ7 U ϕ8}. To deal uniformly with U
and R we define auxiliary functions on temporal formulae:

sat(ϕ) is, intuitively, the formula that ensures definitive satisfaction of a tempo-
ral formula, ϕ:

sat(ϕ1 U ϕ2) = ϕ2

sat(ϕ1 R ϕ2) = ϕ1 ∧ ϕ2

wait(ϕ) is the formula that allows satisfaction to be postponed:

wait(ϕ1 U ϕ2) = ϕ1

wait(ϕ1 R ϕ2) = ϕ2

We say that a formula is eventual, intuitively, if it implies an eventual satisfac-
tion:

ev(ϕ1 U ϕ2) = 

ev(ϕ1 R ϕ2) = ⊥

ev(ϕ1 ∧ ϕ2) = ev(ϕ1) ∨ ev(ϕ2)
ev(ϕ1 ∨ ϕ2) = ev(ϕ1) ∧ ev(ϕ2)

If ϕ is eventual, we translate towards ATL as follows:

〈〈A〉〉ψ ≡ 〈〈A〉〉((
∧

e∈E(ψ)

wait(e)) U (
∨

e∈E(ψ)

(〈〈A〉〉(ψ[e := ⊥]))

∨
∨

e∈E(ψ)

(
sat(e) ∧ 〈〈A〉〉(ψ[e := 
]))))

(3.19)

Where ψ[e := ⊥] is ψ with the occurence of e substituted for ⊥. If ϕ is not
eventual, we simply replace the “until” by a “weak until” that does not entail
eventuality:

〈〈A〉〉ϕ ≡ 〈〈A〉〉((
∧

e∈E(ψ)

wait(e))W (
∨

e∈E(ψ)

(〈〈A〉〉(ψ[e := ⊥]))

∨
∨

e∈E(ψ)

(
sat(e) ∧ 〈〈A〉〉(ψ[e := 
]))))

(3.20)
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This pattern must then be called recursively for each cooperation sub-formula.
Note that this recursion will generate several occurrences of a same formula, for
instance ϕ[e1 := 
][e2 := 
][e3 := 
] will occurs 3! times, according to the possi-
ble orders in which e1, e2, e3 can be satisfied. In an implementation, re-computing
the translation for the identical subtrees can be avoided by memoisation.

Proof. (3.19) Suppose q � 〈〈A〉〉ψ where ψ is of the form described above. Then
there exists a set of strategies, FA one for each agent in A, such that ∀λ ∈
out(q, FA) λ � ψ. Assume ψ is eventual (otherwise, we use 3.20). Let λ[i] be the
first point such that there exists some e ∈ E(ψ) where λ[i] � sat(e)∨(¬wait(e)∧
¬sat(e)) i.e. e is satisfied or eliminated. Since ψ is eventual, this point exists.
We can say that ∀j.i > j ≥ 0∀ei ∈ E(ψ) λ[j] � wait(ei) because λ � ψ and i is
the first point such that λ[i] � sat(e) ∨ (¬wait(e) ∧ ¬sat(e)).
– If λ[i] � sat(e), we prove that λ �

∧
ei∈E(ψ)

wait(ei) U (sat(e) ∧ 〈〈A〉〉(ψ[e :=

])). There exists a point k ≥ 0 such that λ[k] � sat(e)∧〈〈A〉〉(ψ[e := 
]). In
fact, k = i because λ[i] � sat(e) and we can construct a set of strategies GA
such that ∀µ ∈ out(λ[i], GA) µ � ψ[e := 
]. For all agents a ∈ A, we define
ga(λ[i, n]) = fa(λ[0, n]). Even after e has been satisfied, FA must ensure any
other obligations of ψ are met. GA can use this to ensure that all µs satisfy
ψ[e := 
]. We have already seen that ∀j.i > j ≥ 0, λ[j] �

∧
ei∈E(ψ)

wait(ei).

– If λ[i] � ¬wait(e)∧¬sat(e), we prove that λ � ∧
ei∈E(ψ)

wait(ei) U (〈〈A〉〉ψ[e :=
⊥]). There exists a point k ≥ 0 such that λ[k] � 〈〈A〉〉ψ[e := ⊥]. Again,
k = i because we can construct a set of strategies GA such that ∀µ ∈
out(λ[i], GA) µ � ψ[e := ⊥]. For all agents a ∈ A, we define ga(λ[i, n]) =
fa(λ[0, n]). e must not have been a requirement of ψ and once it has been
seen to be false, FA must still be able to enforce its other obligations. Again,
we have already seen that ∀i > j ≥ 0, λ[j] �

∧
ei∈E(ψ)

wait(ei).

Now we show the converse: For brevity, call the right hand side of Equation
3.19 〈〈A〉〉Φ. Suppose q � q � 〈〈A〉〉Φ. Then there exists a set of strategies, FA
one for each agent in A, such that ∀λ ∈ out(q, FA) λ � Φ. Let λ[i] be the first
point on λ such that there exists e ∈ E(ψ) where λ[i] � 〈〈A〉〉(ψ[e := ⊥]) or
λ[i] � sat(e) ∧ 〈〈A〉〉(ψ[e := 
]).
– Suppose λ[i] � 〈〈A〉〉(ψ[e := ⊥]), let GAλ[i] be the set of strategies to enforce
ψ[e := ⊥] from λ[i]. We show that there exists a set of strategies HA such
that ∀µ ∈ out(q,HA) µ � ψ. Since ψ[e := ⊥] ⇒ ψ, then λ[i] � 〈〈A〉〉ψ. Thus
we can define HA as the concatenation of FA with a suitable Gaλ[i]. The
wait conditions for all ei ∈ E(ψ) will hold up to λ[i] and then GAλ[i] gives
the strategy to ensure ψ from there.

– Suppose λ[i] � sat(e)∧ 〈〈A〉〉(ψ[e := 
]), let GAλ[i] be the set of strategies to
enforce ψ[e := 
] from λ[i]. We show that there exists a set of strategies HA
such that ∀µ ∈ out(q,HA) µ � ψ. For this case, sat(e) ∧ 〈〈A〉〉(ψ[e := 
])⇒
〈〈A〉〉ψ. We can create HA by concatenating sets of strategies, as before. ��
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4 Approximations

These approximations are applied when no more equivalences can be used on
a formula. Again, they are applied left to right and match temporal operators
with path quantifiers. The ψs in each rule represent ATL∗ path formulae. Each
approximation produces a strong or a weak bound, which is closer to being in
ATL than the original (one nested temporal operator is paired with a path quan-
tifier). Details on how these are used follow in Section 5.

〈〈A〉〉(ψ1 U ψ2)⇒ 〈〈A〉〉(〈〈A〉〉ψ1 U ∃ψ2) 〈〈A〉〉(ψ1 R ψ2)⇐ 〈〈A〉〉(〈〈A〉〉ψ1R ∀ψ2) (4.1)

〈〈A〉〉(ψ1 U ψ2)⇐ 〈〈A〉〉(∀ψ1 U 〈〈A〉〉ψ2) 〈〈A〉〉(ψ1 R ψ2)⇒ 〈〈A〉〉(∃ψ1R 〈〈A〉〉ψ2) (4.2)

ψ3 ⇒ ψ1 � 〈〈A〉〉(ψ1 U (ψ2 R ψ3))⇒ ∃(〈〈A〉〉ψ1 U 〈〈A〉〉(ψ2 R ψ3))

∧〈〈A〉〉(〈〈A〉〉ψ1 U ∃(ψ2 R ψ3))

(4.3)

ψ1 ⇒ ψ3 � 〈〈A〉〉(ψ1 R (ψ2 U ψ3))⇐ ∀(〈〈A〉〉ψ1 R 〈〈A〉〉(ψ2 U ψ3))

∨〈〈A〉〉(〈〈A〉〉ψ1R ∀(ψ2 U ψ3))

(4.4)

Proof. (4.4) We only deal with one side of the disjunction because the other
is an application of 4.2. Suppose q � ∀(〈〈A〉〉ψ1 R 〈〈A〉〉(ψ2 U ψ3)). Then, for all
computation paths λ, beginning at q, ∀i ≥ 0 λ[i] � 〈〈A〉〉(ψ2 U ψ3) unless ∃0 ≤
j < i.λ[j] � 〈〈A〉〉ψ1. Let FAs be the set of strategies for the agents in A to
enforce (ψ2 U ψ3) from a state s � 〈〈A〉〉ψ2 U ψ3. Let GAs be the set of strategies
for the agents in A to enforce ψ1 from a state s � ψ1. We can construct a set of
strategies, HA = {ha | a ∈ A} such that ∀µ ∈ out(q,HA) µ � ψ1 R (ψ2 U ψ3) as
follows:

ha(q0, . . . , qn) =




if ∃i ≤ n.qi � 〈〈A〉〉ψ1

then ga qi(qi, . . . , qn)
else fa qn(qn)

Intuitively, we use FA until it becomes possible to use GA. By repeatedly apply-
ing FA, every path starting from the states up to qi � 〈〈A〉〉ψ1 satisfies ψ2 ∨ ψ3.
As long as this path ends with ψ3, then it satisfies ψ2 U ψ3. The pre-condition
that ψ1 ⇒ ψ3 ensures that this is so when GA takes over. ��

5 Termination and Complexity

The rewrite rules given above provide a framework for translating formulae from
ATL∗ into ATL. The general pattern is to use equivalences as far as possible; then
approximate to a strong and a weak bound. The process continues by repeating
this for each bound until they are well-formed ATL.
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Termination The process always terminates. To prove this, consider each group
of rules:

1. LTL equivalences - Every rule reduces the number of nested temporal oper-
ators. There can only be finitely many of them, so the process terminates.

2. ATL∗ equivalences - The state formulae part is performed in one step. The
path formulae part is called recursively but it will terminate since the number
of path formulae joined with boolean operators is reduced by one at each
call. Neither of these increase the number of nested temporal operators, so
they do not interact with the other rules to create a loop.

3. ATL∗ approximations - Every rule reduces the number of nested temporal
operators.

Completeness It is clear that the set of rules given will allow any ATL∗ formula
to be translated into two ATL approximations. Any ATL+ part can be removed,
to leave only nested temporal operators. These operators can be dealt with using
rules 4.1 and 4.2. The addition of extra rules for special cases serve to make the
approximations more accurate.

Complexity The size of the resulting formula may be exponentially larger than
the original. This is unavoidable in translating from ATL+ to ATL. Wilke [12]
showed that the lower bound for a CTL+ formula being written into CTL is
exponential. Clearly, rewriting ATL+ and ATL will be at least as hard.

The exponential increase occurs due to sub-formulae being replicated in the
translation process. In practice, these duplicate subtrees can be translated just
once by using memoisation. This reduces the time needed for translation, and the
isomorphic subtrees can be dealt with quickly in the symbolic model checking
algorithm used by Mocha.

6 Examples

To adequately measure our technique, it is not enough to just translate some
formulae and look at the results. The real use or lack thereof comes from the
result of model-checking translated properties against models.

An existing project2 [4] has tried to ease the difficulty of writing temporal
logic specifications. They identify a number of common patterns drawn from a
range of application domains and provide these as templates. For example, the
property “p becomes true between q and r” can be written in LTL as G(q∧¬r →
(¬rW (p ∧ ¬r))). These patterns provide a level of complexity which is as deep
as hand-written specifications are likely to be, thus provide a realistic setting to
test our technique.

Although we have applied the technique to three systems, one has been chosen
for inclusion here. Aside from the telephone system below, we also worked with a
2 http://www.cis.ksu.edu/santos/spec-patterns/

http://www.cis.ksu.edu/santos/spec-patterns/
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mutual exclusion algorithm and a distributed consensus protocol. The telephone
system was chosen because it had already been coded before this work (making
it a more realistic test) and because it has interesting results.

6.1 Feature Interaction in a Telephone System

The model for this case study is one developed for a paper on proving Feature
Non-Interaction in ATL [3] and as such, had a pre-written Mocha model. Some
of the specifications given in the paper were in ATL∗, so they could not be
checked at the time. Here, we translate the properties with our method and
comment on the results.

The basic system was the Plain Old Telephone System (POTS) – Four phones
and an exchange can interact to make calls in the familiar way. Then features
were added with a construct described in the paper. For POTS itself, there are
some basic properties to check; for the featured system, we examine the Call
Forward on Busy feature. The results are summarised in Table 2.

To illustrate the translation process, the derivation of one property is given
below. “The user cannot change the callee without replacing the handset.” Al-
though the original property was successfully checked with our method, a variant
given below gives a better illustration of how the translation works. Instead of us-
ing a W operator, we follow a specification pattern from [4] “Existence between
p and r”.

p ≡ i.callee=j
q ≡ i.trying
r ≡ i.idle

}
Renaming

[[i]]G(p ∧ q → (pW r)) Original property from [3]
[[i]]G(p ∧ q ∧ Fr → (p U r)) Same property, expressed us-

ing pattern from [4]
[[i]]G(¬p ∨ ¬q ∨G¬r ∨ (p U r)) Negation Normal Form
[[i]]G∀(¬p ∨ ¬q ∨G¬r ∨ (p U r)) Approximation using Eq 4.1
[[i]]G(¬p ∨ ¬q ∨ ∀(G¬r ∨ (p U r))) Equivalence using Eq 3.18
[[i]]G(¬p ∨ ¬q

∨ ∀((p ∧ ¬r)W (([[i]](p U r)) ∨ [[i]]G¬r))) Equivalence using Eq 3.20

The unknown result for the third property is a little disappointing, but this
is actually an inaccurate specification. It doesn’t allow for j putting the phone
down whilst the call-forwarding is being resolved. If we add this to the formula,
and check a new strong bound:
〈〈i〉〉F〈〈i〉〉G(j.trying & j.callee=i & !i.idle

-> A (j.trying U ((j.trying & j.callee=k) | !j.offhook))
We find that the property is true – Call Forward on Busy has been implemented
correctly. The translation method did not help in coming to this conclusion, other
than by forcing consideration on why the original strong bound was false.
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Table 2. Results of Translating and Model Checking for POTS and POTS+CFB

Any phone may call any other phone (POTS)

Original 〈〈i, j〉〉 G F (i.talking & i.callee=j) n/a
Strong ∀ G 〈〈i, j〉〉 F (i.talking & i.callee=j) T
Conclusion Original is true

The user cannot change the callee without replacing the handset (POTS)

Original [[i]] G (i.callee=j & i.trying & F i.idle

-> (i.callee=j U i.idle))

n/a

Strong [[i]] G (!i.callee=j | !i.trying

| A ((i.callee=j & !i.idle) W

(([[i]] (i.callee=j U i.idle)) | ([[i]] G !i.idle)))

T

Conclusion Original is true

If user[i] is busy, they can force a call from j to be forwarded to k (POTS+CFB)

Original 〈〈i〉〉F G (j.trying & j.callee=i & !i.idle

-> j.trying U (j.trying & j.callee=k))

n/a

Strong 〈〈i〉〉F 〈〈i〉〉 G ( j.trying & j.callee=i & !i.idle

-> ∀ (j.trying U (j.trying & j.callee=k)))

F

Weak 〈〈i〉〉F E G ( j.trying & j.callee=i & !i.idle

-> 〈〈i〉〉 (j.trying U (j.trying & j.callee=k)))

T

Conclusion No result

7 Conclusions and Related Work

Given a specification in ATL∗, our method produces bounds in ATL which are
guaranteed to be correct (i.e. the strong bound implies the original and the weak
bound is implied by it). Although it is current practice for professionals using
model-checking to perform mentally an approximation process similar to ours,
and to write only a (weakened) CTL formula, we believe that is a better practice
to write the simpler, more readable ATL* formula and, due to the risk of errors in
the translation, perform the approximation automatically. Since ATL* contains
CTL*, our algorithm can also be applied to CTL* formulae, and will then yield
CTL formulae.

In Cadence SMV [11], specifications are written in LTL and then translated
to CTL in order to perform symbolic model checking. Direct conversions are
used where possible, otherwise new variables are introduced into the model to
characterise the parts which cannot be translated. We intend to investigate this
idea in the context of ATL.
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Abstract. We reduce the modal mu-calculus model-checking problem
for Kripke modal transition systems to the modal mu-calculus model-
checking problem for Kripke structures. This reduction is sound, pre-
serves the alternation-depth fragments of the modal mu-calculus, is lin-
ear in the size of formulas and models, and extends the reach of modal
mu-calculus model checkers to sound abstraction for the full logic. These
results specialize to CTL* model-checking and CTL model checking.

1 Introduction

Model-based property verification of software inescapably has to mitigate com-
putational complexities whose roots are the concurrent interaction of commu-
nicating programs and the size and structure of data types. Abstraction is
widely recognized as a key technology in containing these complexities (e.g.
[2,10,12,15,18,22,31,32]). Since todays software depends on a high degree of com-
munication and reactiveness, property verification can only succeed if reasonable
assumptions are being made about thread scheduling, the access policies to re-
sources, progress conditions on communication, etc. Filter-based refinement [19]
and fairness conditions [21] are well established and widely practiced approaches
of formalizing and enforcing such additional assumptions about the interaction
of software systems. The model checker SMV [26], for example, supports simple
fairness constraints [8,9] that reduce state-space exploration to those paths on
which a finite number of CTL formulas hold infinitely often. The modal mu-
calculus of alternation depth 2 serves as a target specification language that can
express (branching-time) filter-based refinement, CTL, CTL*, CTL with sim-
ple fairness constraints, and many other properties that need to be expressible
in the verification of reactive software, such as “event p occurs at every other
state” [20]. Although that fragment (k = 2) delineates, for most practitioners,
the realm of property-verification applications, we present our technical work
on the abstraction-based verification of concurrent, reactive software for arbi-
trary alternation-depth fragments (k ≥ 0) of the modal mu-calculus. In [16], it
has been recognized that the sound use of fairness assumptions for abstraction-
based reasoning has to be exercised with some care and a sound three-valued
solution for fair CTL* has been given. Although universal and existential prop-
erties can each be soundly abstracted with a corresponding notion of simulation

A. Cortesi (Ed.): VMCAI 2002, LNCS 2294, pp. 302–316, 2002.
c© Springer-Verlag Berlin Heidelberg 2002
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[29,33], more complex notions of refinement are required for the sound abstrac-
tion of their combinations [14,31,13] — examples being the symbolic encoding of
CTL model checking with simple fairness constraints [8], and the use of logical
implication for filter-based refinement in a branching-time logic.

In this paper, we re-examine this delicate but important combination of ab-
straction techniques and property verification for the modal mu-calculus and
its alternation depth fragments in general. We use Kripke modal transition sys-
tems [23] (Kripke MTSs) as our designated models for abstraction-based model
checking [22] which — being three-valued versions of doubly-labeled transition
systems [17] — are expressive models for under-specified, or under-determined
systems. The intent of our work is predominantly pragmatic in nature in that we
mean to reduce the model-checking problem for Kripke MTSs to existing ones
(Kripke structures), allowing the instrumented re-use of tools. Kripke MTSs are
designed to guarantee soundness for abstraction-based model checking of arbi-
trary formulas of the modal mu-calculus [23].1 This class of models encompasses
important classes of qualitative models that have three-valued specifications —
be they on transitions [27], state propositions [6] or expressed through divergence
[30]. Consequently, a model checking reduction for Kripke MTSs applies to these
models as well; see Figure 1.2 The Kripke structures computed in our model-
checking reduction can be described and checked (for CTL) in tools such as SMV
[26] and extensions of Spin, e.g. tools that implement non-emptiness checking
for hesitant alternating automata [36].

three-valued
Krikpe structures

partial
Kripke structures [6]

extended
transition systems [30,6] transition systems [27]

modal

Kripke MTS [23]

Kripke structures

doubly labeled
transition systems

labeled transition systems

Fig. 1. A Hasse diagram of classes of two-valued (doubly labeled transition sys-
tems, Kripke structures, and labeled transition systems) and three-valued (all
other classes) models, where the order represents class inclusion up to isomor-
phism.

1 Similar guarantees have already been established for quantified logics with negation,
e.g [6,13,31].

2 Three valued Kripke structures are Kripke MTS with a sole action type.
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Main results. The principal contributions of this paper are that we reduce the
model-checking problem of the modal mu-calculus for Kripke MTSs to a model-
checking problem of the modal mu-calculus for Kripke structures with an ex-
tended/collapsed signature. This reduction is linear in the size of models and
formulas. For formulas, it leaves their entire recursion structure, and therefore
their alternation depth, invariant. In particular, a model check of a Kripke MTS
turns out to be no more complex than a model check of the resulting Kripke
structure. Although our results apply to all fragments of the modal mu-calculus,
the fragments of alternation depth 1 and 2 have practical importance. For ex-
ample, for alternation depth 1, we get a reduction of model checking CTL over
Kripke MTSs to model checking CTL over Kripke structures, at no additional
cost.

Related work. In [7], Bruns & Godefroid pioneered such a programme for partial
Kripke structures [6] (see Figure 1), which are three-valued versions of Kripke
structures in that atomic propositions at states are either false, true, or undeter-
mined. They transform such a structure into two Kripke structures and a model
mu-calculus formula into one in positive normal form. Their model-checking re-
duction is sound and complete and does not increase the size of the models, nor
the cost of the model check. We merely generalize such a result to the class of
Kripke MTSs, which subsumes the class of partial Kripke structures and other
three-valued classes of models (see Figure 1). Although it is possible that there
is a direct translation from Kripke MTSs into partial Kripke structures, we do
not know of any one in the literature. Even if such a translation exists, it is of
interest to study the explicit nature of alternative translations, notably with re-
spect to their capacity of preserving the “modalities” of paths (must-paths and
may-paths [34]) — which would allow for the algorithmic separation of fairness
constraints — and their ability of providing useful debugging information. Our
reduction proceeds in two stages, one of which is a straightforward adaptation
of a reduction of model-checking modal transition systems to model-checking
labeled transition systems [22].

Outline of paper. In Section 2, we define doubly labeled transition systems
(DLTSs) and Kripke MTSs, and two, mutually recursive, property semantics
for Kripke MTSs — one for assertion checks and one for consistency checks. We
mention that assertion checks on abstract Kripke MTSs are sound for all formu-
las of the underlying logic and that both semantics preserve the usual DeMorgan
laws. Section 3 presents, for sake of illustration, the usual encoding of CTL with
simple fairness constraints in the modal mu-calculus of alternation depth 2, and
notes that its conversion into positive normal form won’t change its meaning
over Kripke MTSs. In Section 4, we first present two corresponding linear trans-
formations of models and formulas: a transformation of a Kripke MTS into two
DLTSs, and a transformation of a modal mu-calculus formula φ into a modal
mu-calculus formula T (φ+); both transformations extend the signature. Second,
we describe a linear transformation that turns a DLTS into a Kripke struc-
ture with extended/collapsed signature and a modal mu-calculus formula φ into
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a modal mu-calculus formula K(φ). We prove that these transformations, and
therefore their compositions, preserve meaning. In Section 5, we analyze the time
complexity of model checking the Kripke structures constructed in this manner;
it is no greater than the time complexity of model checking Kripke structures
whose size equals that of the original Kripke MTS. Section 6 discusses, for sake
of illustration, how one can or cannot separate fairness from the actual model
check. Section 7 discusses related work and Section 8 concludes.

2 Abstraction-Based Model-Checking Using Kripke
MTSs

We begin with defining the models of interest.

Definition 1 (Doubly labeled transition systems and Kripke MTSs).

1. A doubly labeled transition system [17] (DLTS) L with signature (Act, AP)
is a tuple (Σ,R,L), where Σ is a set of states, Act is a (countable) set
of action symbols, AP is a (countable) set of atomic propositions, R is a
transition relation with R ⊆ Σ × Act × Σ, and L is a labeling function
L : Σ → P(AP).

2. A Kripke modal transition system [23] (Kripke MTS) with signature (Act, AP)
is a pair (Ma,Mc) of DLTSsMa = (Σ,Ra, La) andMc = (Σ,Rc, Lc) with
signature (Act, AP) such that Ra ⊆ Rc and La(s) ⊆ Lc(s) for all s ∈ Σ.

It is useful to think of Ma as the part of a specification that asserts state
properties and behavior as necessary aspects of a modeled artifact, whereasMc

expresses which state properties and what behavior are consistent (i.e. possible)
with respect to the modeled artifact. E.g. in [23] Kripke MTSs are natural ab-
stractions of a program’s heap structure and in [22] they serve as abstractions
of program statements as predicate transformers. As property logic for Kripke
MTSs we choose, parametric in a signature (Act, AP),

φ ::= ⊥ | p | Z | ¬φ | φ ∧ φ | (∃α)φ | µZ.φ, (1)

where p ∈ AP, α ∈ Act, Z ∈ var for a countable set of recursion variables var,
and all φ are formally monotone in µZ.φ. We assume the standard embedding of
Act-CTL into (1), e.g. EFα p (“there is an α-path on which p holds eventually”)
translates into µZ.p∨(∃α)Z [4], and make liberal use of Act-CTL connectives as
abbreviations of their corresponding syntactic equivalents in (1). For ρ = (ρa, ρc)
with ρm : var → Σ for m ∈ {a, c}, we write (M, s) |=a

ρ φ and (M, s) |=c
ρ φ iff

s ∈ [| φ |]aρ and s ∈ [| φ |]cρ (respectively). The denotational semantics [| · |]m· is
defined in Figure 2, where ¬a def= c, ¬c def= a, and prem

α (A) def= {s ∈ Σ | ∃s′ ∈
Σ : (s, α, s′) ∈ Rm, s′ ∈ A}. We refer to m ∈ {a, c} as the mode of analysis. The
semantics in Figure 2 is the standard one for DLTSs, except for the treatment
of negation: to evaluate ¬φ in mode m, first evaluate φ in mode ¬m and then
negate that result [25].
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[| ⊥ |]mρ s
def
= {}

[| p |]mρ def
= {s ∈ Σ | p ∈ Lm(s)}

[| Z |]mρ def
= ρm(Z)

[| ¬φ |]mρ def
= Σ \ [| φ |]¬m

ρ

[| φ1 ∧ φ2 |]mρ def
= [| φ1 |]mρ ∩ [| φ2 |]mρ

[| (∃α)φ |]mρ def
= premα ([| φ |]mρ )

[| µZ.φ |]mρ s
def
= lfpFm; where Fm(A)

def
= [| φ |]mρm[Z �→A].

Fig. 2. Property semantics over Kripke MTSs [23] for mode m ∈ {a, c}.

Example 1 (Laptop modes). Figure 3 shows a Kripke MTS with Act = {∗}
that models the modes of a laptop, where x, y, and z denote “AC powered”,
“battery powered”, and “in suspend mode” (respectively). The labeling in the
Figure means x ∈ La(s0) ∩ Lc(s0), y ∈ Lc(s2) \ La(s2), and z ∈ Lc(s1) \ La(s1).
Dashed lines represent transitions in Rc \ Ra; solid lines denote transitions in
Ra∩Rc. The mandatory part of that model specifies the state and behavior of the
laptop’s AC power supply. The possible part specifies an additional power source
(a battery) and a suspend mode for the machine. The property AG EF z — “all
reachable states can reach a state in suspend mode” — is expressible in (1)
as ¬µY.¬(µW.z ∨ ((∃∗) (W ) ∧ (∃∗)¬⊥)) ∨ (∃∗) (Y ). This formula is an invalid
assertion3 (we don’t have (M, i)|=aAG EF z), but a consistent condition (we do
have (M, i)|=cAG EF z). The evaluation of (M, i)|=aAG EF z effectively checks
whether all Rc-reachable states contain a Ra-path to a state s, where z ∈ La(s).
The evaluation of (M, i)|=cAG EF z conducts the same analysis, except that the
modalities of paths are swapped.

Similarly to mixed transition systems [14,15], the usual DeMorgan dualities
are preserved by each [| · |]m· and φ∨¬φ does not hold for [| · |]a· in general. However,
Kripke MTSs do satisfy φ ∨ ¬φ for [| · |]c· and, equivalently, don’t satisfy φ ∧ ¬φ
for [| · |]a· . Although these differences seem small, our semantic approach can be
transferred to interpret under-specified modelsM of software specifications and
requirements, where explicit consistency checks (M|=c

φ) and assertion checks
(M|=a

φ), e.g. as found in the object-modeling language Alloy [24], are vital.
The soundness of abstraction-based model checking using Kripke MTSs has been
shown in [23], where a co-inductive notion of refinement (M, s)≺ (N , t) between
(pointed) Kripke MTSs of the same signature is defined and proved that, for all
(M, s)≺ (N , t) and φ of (1) with matching signature,

(N , t) |=a
ρ φ ⇒ (M, s) |=a

ρ φ (2)

(M, s) |=c
ρ φ ⇒ (N , t) |=c

ρ φ.

3 If convenient, we identify modelsM with pointed ones [33] (M, i).
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i

s0

s1

s2

x y?

z?

Fig. 3. A Kripke MTS modeling laptop modes.

3 Example: Fair Abstraction Using Kripke MTSs

Given an Act-CTL formula φ and a set of fairness constraints C = {ψ1, ψ2, . . . ,
ψn} written in Act-CTL, one can express the fair semantics of φ with respect to C
in the modal mu-calculus of alternation depth 2 [20]. Specifically, all occurrences
of EXα, EGα, and E[·Uα ·] are replaced by their fair versions ECXα, ECGα, and
EC [·Uα ·]:

ECGα φ
def= ¬(µZ.¬(φ ∧

n∧
i=1

EXα E[f Uα ¬Z ∧ ψi])) (3)

ECXα φ
def= EXα (φ ∧ ECG¬⊥) (4)

Eα[φUC η]
def= E[φUα η ∧ ECG¬⊥]. (5)

In that manner, φ is translated into a formula of the modal mu-calculus of al-
ternation depth 2. Note that alternation depths are defined through the positive
normal form of formulas [20], so changing a formula into its positive normal form
will not change its alternation depth, nor its meaning over Kripke MTSs. Finally,
and crucially, the implications in (2) guarantee that model checking such encod-
ings on abstract Kripke MTSs is sound. This is needed since the normal form
of (3) is νZ.φ ∧∧ni=1 EXα E[f Uα Z ∧ ψi]) which combines existential (the least
fixed point for E[·U· ·]) and universal (the greatest fixed point for νZ) aspects
in one property.

4 Sound Abstraction Using Kripke Structures

For each k ≥ 0, we transform the abstraction-based model checking problem
of the alternation-depth k modal mu-calculus for Kripke MTSs with signature
(Act, AP) to an alternation-depth k model-checking problem of the modal mu-



308 Michael Huth

calculus for Kripke structures with signature4 Act + Act + AP, where the trans-
formations are linear in the size of models and formulas.

Definition 2 (Kripke structures). A Kripke structure K with signature AP
is a tuple (Σ,R,L), where Σ is a set of states, AP is a (countable) set of atomic
propositions, R ⊆ Σ ×Σ, and L is a labeling function L : Σ → P(AP).

We achieve this reduction by first reducing the model-checking problem for
Kripke MTSs to two model-checking problems for DLTSs. As a property logic
for DLTSs, parametric in a signature (Act, AP), we use the modal mu-calculus
augmented with the duals of the clauses in (1):

φ ::= ⊥ | � | Z | p | ¬φ | φ ∧ φ | φ ∨ φ | (∃α)φ | (∀α)φ | µZ.φ | νZ.φ, (6)

where p ∈ AP, α ∈ Act, Z ∈ var, and φ is formally monotone in µZ.φ and νZ.φ.
The semantics [| φ |]ρ over DLTS is the standard one, e.g. see [4], and we write
(L, s) |=ρ φ for s ∈ [| φ |]ρ. There is a fairly rich literature on conversions of one
kind of non-deterministic model into another, e.g. transforming Moore machines
into Kripke structures [28], and Kripke structures into Büchi automata (see
e.g. [36]) or DLTSs [17]. The significance of the latter transformation is that
it maps one kind of observational equivalence (e.g. stuttering equivalence [5])
into another (e.g. branching bisimulation [35]). These equivalences have logical
characterizations, but our intent of such transformations is more specific in that
we seek to preserve meanings for all model checksM |= φ of one logic and class
of models by transforming formulas and models, M �→ M′ and φ �→ φ′, such
that the model checkM |= φ is equivalent to the checkM′ |= φ′, for allM and
φ. We proceed in two stages.

Stage #1. In a straightforward adaptation of a transformation of modal transi-
tion systems [22], we transform a Kripke MTS M with signature (Act, AP) into
two DLTSs Mp and Mo of an extended signature (Act, AP). By construction,
checking φ in mode a and c on the Kripke MTS M is equivalent to check-
ing a transformed formula T (φ+) on the DLTSs Mp and Mo (respectively).
This had already been done for MTSs and LTSs in [22]. Given a Kripke MTS
M = ((Σ,Ra, La), (Σ,Rc, Lc)), with signature (Act, AP), we define two DLTSs
Mp def= (Σ,Rp, La) and Mo def= (Σ,Ro, Lc) with signature (Act, AP) — repre-
senting the pessimistic and optimistic interpretations [7] of M (respectively):

Act
def= {α∀ | α ∈ Act} ∪ {α∃ | α ∈ Act} (7)

Rp def= {(s, α∀, s′) | (s, α, s′) ∈ Rc} ∪ {(s, α∃, s′) | (s, α, s′) ∈ Ra} (8)

Ro def= {(s, α∀, s′) | (s, α, s′) ∈ Ra} ∪ {(s, α∃, s′) | (s, α, s′) ∈ Rc}.
4 We write + to denote disjoint union of sets.
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We transform all formulas φ of (1) with signature (Act, AP) to formulas φ+ of (6)
with the same signature by applying the classical rewrite rules

¬¬φ ; φ ¬(φ1 ∧ φ2) ; (¬φ1) ∨ (¬φ2)
¬((∃α)φ) ; (∀α)(¬φ) ¬(µZ.φ) ; νZ.(¬φ).

Finally, T (φ+) is a formulas of (6) with signature (Act, AP) and is computed
from φ+ as follows: for all α ∈ Act, we replace all occurrences of (∀α) in φ+ by
(∀α∀) and all occurrences of (∃α) in φ+ by (∃α∃).

Theorem 1 (Correctness of first reduction [22]). Given a Kripke MTSM
with signature (Act, AP) and any φ of (1) with matching signature, let T (φ+),
Mp, andMo be the formula and the two DLTSs (respectively) as defined above.
For any state s ∈ Σ, we then have

(M, s) |=a
ρ φ iff (Mp, s) |=ρ T (φ+) (9)

(M, s) |=c
ρ φ iff (Mo, s) |=ρ T (φ+). (10)

Stage #2. We parametrically define a transformation φ �→ K(φ) of formulas φ
in (6) with signature (Act, AP) into formulas of

φ ::= ⊥ | � | Z | p | ¬φ | φ ∧ φ | φ ∨ φ | EXφ | AXφ | µZ.φ | νZ.φ, (11)

with signature Act ∪ AP, the range of p:

K(⊥) def= ⊥ K(�) def= �
K(Z) def= Z K(p) def= p

K(¬φ) def= ¬K(φ)
K(φ1 ∧ φ2) def= K(φ1) ∧K(φ2) K(φ1 ∨ φ2) def= K(φ1) ∨K(φ2)
K((∃α)φ) def= EX (K(φ) ∧ α) K((∀α)φ) def= AX (¬α ∨K(φ))
K(µZ.φ) def= µZ.K(φ) K(νZ.φ) def= νZ.K(φ).

Note that the transformations for (∃α)φ and (∀α)φ are the only clauses that
change subformulas and cause the signature extension/collapse to Act ∪ AP. In
particular, φ �→ K(φ) does not change φ’s recursive structure, so φ and K(φ)
have the same alternation depth. Next, we transform DLTSs into Kripke struc-
tures.

Definition 3 (Induced Kripke structure). Given a DLTS L = (Σ,R,L)
with signature (Act, AP), we define a Kripke structure K[L] = (Σ × Act, R̄, L̄)
with signature Act ∪ AP where

R̄
def= {((s, α), (s′, β)) | α ∈ Act, (s, β, s′) ∈ R} (12)

L̄(s, α) def= L(s) ∪ {α}. (13)
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The semantics of (11) over Kripke structures with signature AP ∪ Act is the
standard one — e.g. see [4] — and we also denote it with [| φ |]ρ since the context
will determine the logic and model. As usual, we write (K, s) |=ρ φ for s ∈ [| φ |]ρ.
Finally, we prove that the original model check of φ in the DTLS L is captured
by the model check of K(φ) in the induced Kripke structure K[L].

Theorem 2 (Correctness of second reduction). Let L be a DLTS with
signature (Act, AP) such that AP ∩ Act = {}. For any ρ : var → P(Σ) define
ρK : var → P(Σ × Act) by ρK(Z) def= ρ(Z) × Act. For any φ from (6) with
signature (Act, AP), any s ∈ Σ, and any ρ as above, we have

[| φ |]ρ × Act = [| K(φ) |]ρK . (14)

Proof. The cases ⊥, � are immediate and ∧ and ∨ follow by induction. The case
Z follows from the definition of ρK. The case p holds due to Act ∩ AP = {}.

– We have [| ¬φ |]ρ × Act = (Σ \ [| φ |]ρ)× Act = (Σ × Act) \ ([| φ |]ρK × Act) =
(Σ × Act) \ [| K(φ) |]ρK = [| ¬K(φ) |]ρK = [| K(¬φ) |]ρK .

– Let α ∈ Act. Given s ∈ [| (∃β)φ |]ρ, there exists some s′ ∈ Σ with (s, β, s′) ∈
R and s′ ∈ [| φ |]ρ. By induction, (s′, β) ∈ [| K(φ) |]ρK . By definition, (s′, β) ∈
[| β |]ρK . Thus, (s′, β) ∈ [| K(φ) ∧ β |]ρK . But (s, β, s′) ∈ R implies that the
pair ((s, α), (s′, β)) is in R and so (s, α) ∈ [| EX (K(φ) ∧ β) |]ρK which equals
[| K((∃β)φ) |]ρK . Conversely, let (s, α) ∈ [| K((∃β)φ) |]ρK . Then (s, α) is con-
tained in [| EX (K(φ) ∧ β) |]ρK , so there exists some ((s, α), (s′, γ)) ∈ R̄ with
(s′, γ) ∈ [| K(φ) ∧ β |]ρK . In particular, (s′, γ) ∈ [| β |]ρK , which implies γ =
β. But then (s, β, s′) ∈ R follows. By induction, s′ ∈ [| φ |]ρ. Therefore,
s ∈ [| (∃β)φ |]ρ.

– Let α ∈ Act. We have s ∈ [| (∀β)φ |]ρ iff for all s′ ∈ Σ, (s, β, s′) ∈ R ⇒
s′ ∈ [| φ |]ρ iff for all s′ ∈ Σ, ((s, α), (s′, β)) ∈ R̄ ⇒ (s′, β) ∈ [| K(φ) |]ρK iff
for all s′ ∈ Σ and for all γ ∈ Act, ((s, α), (s′, γ)) ∈ R̄ & γ = β ⇒ (s′, β) ∈
[| K(φ) |]ρK iff for all s′ ∈ Σ and for all γ ∈ Act, ((s, α), (s′, γ)) ∈ R̄ ⇒
(s′, γ) ∈ [| ¬β ∨K(φ) |]ρK iff (s, α) ∈ [| AX (¬β ∨K(φ)) |]ρK = [| K((∀β)φ) |]ρK .

– As for µZ and νZ, consider

F : P(Σ)→ P(Σ) F (A) def= [| φ |]ρ[Z �→A]

G : P(Σ × Act)→ P(Σ × Act) G(B) def= [| K(φ) |]ρK[Z �→B].

By induction, F (A) × Act = G(A × Act) for all A ⊆ Σ, since the environ-
ments (ρ[Z �→ A])K and ρK[Z �→ A × Act] are equal. But µZ.φ/νZ.φ and
µZ.K(φ)/νZ.K(φ) are the least/greatest fixed points of F and G (respec-
tively), the function A �→ A×Act : P(Σ)→ P(Σ × Act) preserves all unions
and intersections, and all fixed-point approximations for G are of the form
A× Act for some A ⊆ Σ. ��

Of course, the model check on the right-hand side of (14) is performed over a
Kripke structure of signature Act∪AP. We can combine our two constructions to
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reduce model-checking a Kripke MTS M = (Ma,Mc) with signature (Act, AP)
to model-checking a Kripke structure with signature Act∪AP. For |=a, we model
check K[Mo], for |=c, we model check K[Mp].

Corollary 1 (Composite model-checking reduction). LetM = (Ma,Mc)
be a Kripke MTS with signature (Act, AP). For Mp andMo as above, we have

(M, s) |=a
ρ φ iff (K[Mp], (s, α)) |=ρK K(T (φ+)) (15)

(M, s) |=c
ρ φ iff (K[Mo], (s, α)) |=ρK K(T (φ+)) (16)

for all φ of (1), ρ : var→ P(Σ), s ∈ Σ, and α ∈ Act.

Example 2 (Computing K(T (φ+))). Consider Act = {∗} and the Act-CTL for-
mula AF∗ p under a sole simple fairness constraint C = {q}.

1. We can express AF∗ p in (1) as ¬EG∗ ¬p.
2. We convert the EG∗ sub-formula to its fair version: φ def= ¬ECG∗ ¬p =
¬(νZ.¬p ∧ EX∗ (E[¬pU∗ Z ∧ q])).

3. We compute the positive normal form

φ+ = µZ.p ∨AX∗ (νY.(Z ∨ ¬q) ∧ (p ∨AX∗ Y )). (17)

4. We change the actions ∗ attached to quantifiers to compute

T (φ+) = µZ.p ∨AX∗∀ (νY.(Z ∨ ¬q) ∧ (p ∨AX∗∀ Y )). (18)

5. Applying K to T (φ+) does not do anything material in this example as its
input formula mentions one action only. Note that this is not so in general,
even for Act = {∗}.

5 Complexity of Model-Checking Reduction

We measure the size of the Kripke structures K[Mp] and K[Mo] in terms of
the size of the Kripke MTS M, showing the there is no significant increase in
the size of models. Similarly, the transformation of formulas φ into K(T (φ+)) is
linear.

Definition 4 (Model complexity). Let L = (Σ,R,L) be a DLTS with sig-
nature (Act, AP). The model complexity [20] of L is |L| def= |Σ| + |R|, where
|R| def=

∑
α∈Act |{(s, s′) | (s, α, s′) ∈ R}|. For a Kripke MTSM = (Ma,Mc) we

define its model complexity as |M| def= |Ma|+ |Mc|.

Theorem 3 (Model-checking complexity). LetM = (Ma,Mc) be a Kripke
MTS with finite signature (Act, AP).



312 Michael Huth

1. Let L be either K[Mp] or K[Mo]. Then

|L| = |Act| · (|Σ|+ 2 · (|Ra|+ |Rc|)) ≤ 2 · |Act| · |M|. (19)

If φ of (1) has alternation depth k, then the time complexity for model check-
ing K(T (φ+)) over L is in O(|φ| · |Act|k+1 · |M|k+1).5

2. If the Kripke MTS M has only one action type, then

|L| = |Σ|+ 2 · (|Ra|+ |Rc|) ≤ 2 · |M| (20)

and the time complexity for model checking such a φ over L is in O(|φ| ·
|M|k+1).

Proof. The computation of model complexities is straightforward. As for the
time complexities, they follow from the model complexities, the complexity
bound given in [20], and the fact that φ �→ T (φ+) �→ K(T (φ+)) is a sequence of
linear transformations that each preserve the alternation depth of formulas. ��
We emphasize that the time complexity in item 2 is identical to the one obtained
if M were a Kripke structure already, i.e. if Ma were equal to Mc in that case
[20]. Of course, our model-checking reduction allows the use of any efficient
model checking algorithms for Kripke structures — be they established tableau
methods [4] or more recent advances in automata-theoretic approaches to model
checking, such as hesitant alternating automata [36] for the CTL* fragment
of (11).

6 Example: Separating Fairness Algorithmically

The modal mu-calculus encoding for model-checking fair CTL has more efficient
algorithms that separate the fairness constraints from the CTL formula φ to be
checked [8,9]. These techniques can be applied to a Kripke MTSM of signature
({∗}, AP): compute the fair maximal connected components of Ma and Mc, or
adapt the more space efficient methods of [11], and then restrict the semantics
|=a and |=c to those states that lead into a fair maximally connected component.
Unfortunately, these two model checks are mutually dependent and can therefore
not be emulated in standard tools per se. It would be of interest to see whether
our model-checking reduction can achieve a similar separation of concerns. Alas,
the definitions in (8) “mix” state transitions of Ma with state transitions of
Mc, preventing a direct detection of fair “assertion-paths” and “consistency-
paths” in the model K[Ma] or K[Mc] in isolation. Thus, the reduction of three-
valued to two-valued model checking not only results in a loss of precision in the
interpretation of conjunction, as discussed in [7], it may also require new tools
to maintain the expressiveness needed in practice, e.g. for property verification
under fairness assumptions.

5 Or O(|φ| · |M|k+1) is we consider |Act| to be constant.
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Although our use of alternation-depth 2 model-checking introduces a com-
putational penalty, there are good reasons beyond fairness for wanting to use
properties of that fragment, an example being “for all paths, if the device is
reset then there is some path on which it is eventually in its initial mode” which
is not expressible as an alternation-depth 1 formula [20]. At the same time, it
is unclear how severe that penalty really is, considering the progress made in
automata-theoretic approaches to model checking modal mu-calculus formulas
with hesitant alternating automata; e.g. for the alternation depth 1 fragment [3]
and CTL* [36]. Since these approaches take a Kripke structure and a formula as
input, our reduction enables the sound use of these tools for abstraction-based
model checking of Kripke MTSs.

7 Related Work

Bruns & Godefroid [7] pioneered the reduction of three-valued model-checking
problems to two-valued ones for partial Kripke structures [6], which are three-
valued versions of Kripke structures K = (Σ,R,L), where the labeling function
L has type L : Σ×AP→ {false, true,⊥}. Thus, atomic propositions at states are
either false, true, or ⊥ (undetermined). They also transform such a structure
into two Kripke structures and a modal mu-calculus formula into one in positive
normal form. Their model-checking reduction is also sound and complete and
does not increase the size of the models, nor the cost of the model check.

Our reduction proceeds in two stages, one of which is an adaptation of a
reduction of model-checking modal transition systems to model-checking labeled
transition systems [22]. In that paper it was shown that abstraction-based model
checking using modal transition systems incurs no additional cost or complexity
over abstraction-based model checking of labeled transition systems.

Dams et al. [16] study fair CTL* over mixed transition systems [14,15], where
transitions and propositions came in two flavors: free and constrained ones. Their
fairness assumptions are boolean combinations of “infinitely often L”, where L is
a literal. To gain efficiency offered by some model-checking tools, they separate
the fairness assumptions from the CTL formula φ to be checked. They convert
φ into positive normal form and annotate φ on path quantifiers and atomic
propositions. These annotations guide the satisfaction relation in its choice of
free or constrained fair paths. The soundness of that approach for fair CTL*
over mixed transition systems is then proved.

The semantics of ∨ for |=a is an under-approximation, as the model check
s|=a

p ∨ ¬p with p ∈ Lc(s) \ La(s) shows. Dually, the semantics of ∧ for |= c
is an over-approximation, considering the model check s|=c

p ∧ ¬p with p ∈
Lc(s) \ La(s). Generalized model checking [7] eliminates such imprecision for
partial Kripke structures [6] — a special class of Kripke MTSs (see Figure 1) —
but increases the model-checking complexity.6

6 If it turns out that Kripke MTSs can be translated to partial Kripke structures such
that refinements are preserved and reflected, then the generalized model checking of
[7] can be applied to Kripke MTSs as well.
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There exist linear-time temporal logics whose expressiveness exceeds that
of LTL. For example, Intel developed a model checker for a linear-time tem-
poral logic FTL [1] whose expressiveness supports a limited form of past tense
modalities, subsumes ω-regular expressions (achieved through several redundant
mechanisms), and contains a variety of syntactic support for hardware verifi-
cation (e.g. multiple clocks, reset signals, and temporal connectives over time
windows).

8 Conclusion

In [23], a model-checking framework based on Kripke modal transition systems
was presented and shown that it allows sound abstraction-based model checking
for the entire modal mu-calculus. In [22], it was demonstrated that abstract
Kripke modal transition systems can be computed with a cost no greater than
the computation of standard abstract doubly labeled transition systems. In this
paper, we presented a transformation of modal mu-calculus formulas and Kripke
modal transition systems into modal mu-calculus formulas and Kripke structures
of an extended/collapsed signature such that this transformation is linear in
the size of formulas and models and that it preserves the meaning of model
checks. Specifically, for each mode of analysis m ∈ {a, c} a different Kripke
structure is computed, whereas the transformed formula is the same in each
mode. Since these transformations preserve the alternation depth of formulas,
as well as the CTL and CTL* fragments, this model-checking reduction allows
the instrumented use of efficient Kripke structure model checkers for the model
checking of Kripke modal transition systems.
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Abstract. In a previous paper we presented a method which allows to
compute abstractions for parameterized systems modeled in the decid-
able logic WS1S. These WS1S systems provide an intuitive way to de-
scribe parameterized systems of finite state processes. The abstractions
can be used to establish properties of the parameterized network. To be
able to prove liveness properties, an algorithm is used which enriches the
abstract system with fairness constraints. We summarize this verification
method and present its application by the verification of both safety and
liveness properties of a non-trivial example of a cache coherence protocol,
provided by Steve German.

1 Introduction

There has been much interest in the automatic and semi-automatic verification
of parameterized systems recently. Although the problem is known to be unde-
cidable in general [AK86], automated methods for restricted decidable classes
and semi-automatic methods have been developed.

Deductive methods presented in [KM89, WL89, BCG89, SG89, HLR92],
[LHR97] are based on induction on the number of processes. A suitable net-
work invariant has to be found during the verification process that abstracts an
arbitrary number of processes.

Algorithmic methods presented in [GS92, EN95, EN96, EK00] show that
for restricted classes of ring networks of arbitrary size, the verification can be
reduced to the verification of networks of sizes up to a computable limit k.

In [KMM+97], regular languages are used in a semi-automatic method to
represent sets of states of parameterized networks, where additionally finite-state
transducers are used to compute predecessors. In [ABJN99, JN00] acceleration
techniques are applied to consider the effect of taking infinitely often a transition.

An incomplete but fully automatic method for proving invariance properties
is presented in [PRZ01]. Model-checking techniques on small instances are used
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to compute candidates for invariant assertions. Deductive methods are used to
check whether they are inductive and usable to prove the property.

In [BBLS00] we showed how to model parameterized systems in the decidable
logic WS1S. The current state of each instance of the system is a fixed number of
finite subsets of the natural numbers and the transitions of the processes in the
network are described in WS1S. Given a boolean abstraction relation in WS1S,
this allows to compute the abstract system automatically. This constructed sys-
tem then abstracts every instance of the parameterized system and can therefore
be used to verify properties of the whole parameterized network. With an ad-
ditional marking algorithm and the lifting of fairness conditions presented in
[BLS00] we were able to establish liveness properties for these protocols as well.

The method is implemented in a tool called pax1, that uses the decision
procedures of Mona [HJJ+96] to check the satisfiability of WS1S formulae.

In this paper we apply our verification method for parameterized systems
to a non-trivial example, a cache coherence protocol [PRZ01], and prove both
safety and liveness properties. To our knowledge, it is the first time that liveness
properties of this protocol are verified.

2 Protocol Description

Our goal is to verify a cache coherence protocol by Steve German which firstly
appeared in an SPL notation in [PRZ01]. We give it in a slightly different nota-
tion using a guarded command language.2

The protocol consists of a central controlling component, called home, and a
parameterized number of client processes. Messages are sent via three channels
from home to a client c and vice versa:

– chan1[c]: The client sends requests for shared or exclusive access to the cache
line to home via this channel.

– chan2[c]: Used by the home process to send grants to client c or the invalidate
command enforcing the client to invalidate its cache status.

– chan3[c]: The client c uses this channel to send acknowledgments about
invalidating its cache status to home.

Each client has a variable cache, which holds the actual state of its cache line
with possible values invalid, shared, and exclusive.

The home process has several variables. Among them are variables command
and current client for the current job it has to process. If home receives a
request from a client process c, then this request will be stored in command and
c in current client until the request is processed.

Moreover, there is a boolean variable excl granted which is set to tt when-
ever an exclusive grant was given to a client.

1 http://www.informatik.uni-kiel.de/̃ kba/pax
2 Compared to [PRZ01] we consider some of the client transitions as home transitions,

since these transitions modify only home variables.
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Furthermore, the home process uses two boolean arrays, sharer list which
stores all processes to which a grant has been given, and invalidate list which
is used during the invalidation process. If the home process has to invalidate some
clients, e.g., because they have shared access and some other process requests
for exclusive access, then all processes which must be invalidated are stored in
invalidate list.

The transitions of the home process and one client c are given in Table 1
and Table 2 in a guarded command style language.

The protocol should ensure coherence between the clients, that is, whenever
there is a client in exclusive state, then all the other clients are in state invalid.

The second kind of properties we are interested in are liveness (response)
properties, namely, that requests of a process will be eventually granted. These
liveness properties are only valid under further fairness assumptions, e.g., that
the home process will eventually read the channel content of each process.

h0 : (command = req shared ∧ ¬excl granted

∧ chan2[current client] = empty)
→ sharer list[current client] := tt ; command := empty ;

chan2[current client] := grant shared

h1 : (command = req exclusive ∧ chan2[current client] = empty

∧ ∀i : [1..N ].¬sharer list[i])
→ sharer list[current client] := tt ; command := empty ;

chan2[current client] := grant exclusive ;
excl granted := tt

h2 : (command = empty ∧ chan1[c] �= empty)
→ command := chan1[c] ; chan1[c] := empty ;

invalidate list := sharer list ; current client := c

h3 : (((command = req shared ∧ excl granted)
∨ command = req exclusive)
∧ invalidate list[c] ∧ chan2[c] = empty)
→ chan2[c] := invalidate ; invalidate list[c] := ff

h4 : (command �= empty ∧ chan3[c] = invalidate ack)
→ sharer list[c] := ff ; excl granted := ff ;

chan3[c] := empty

Table 1. Transitions of the home process

3 Verification Approach

We now explain in detail our verification method for parameterized systems.
The extensions to prove also liveness properties will be presented in Section 5.
We model parameterized systems as higher order transition systems in the logic
WS1S. Given an abstraction relation, we then make use of the decidability of
WS1S to construct automatically an abstraction for the whole parameterized
network.
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c0 : skip

c1 : (cache[c] = invalid ∧ chan1[c] = empty)
→ chan1[c] := req shared

c2 : ((cache[c] = invalid ∨ cache[c] = shared) ∧ chan1[c] = empty)
→ chan1[c] := req exclusive

c3 : (chan2[c] = invalidate ∧ chan3[c] = empty)
→ chan2[c] := empty ; chan3[c] := invalidate ack ;

cache[c] := invalid

c4 : chan2[c] = grant shared

→ cache[c] := shared ; chan2[c] := empty

c5 : chan2[c] = grant exclusive

→ cache[c] := exclusive ; chan2[c] := empty

Table 2. Transitions of a client c

Verification by abstraction. We first recall some definitions and the idea of prov-
ing properties of systems by abstraction. Given a deadlock-free transition sys-
tem S = (V , Θ, T ) consisting of a set of variables V , initial states Θ, and a
set of transitions T , and a total abstraction relation α ⊆ Σ × ΣA, we say that
SA = (VA, ΘA, TA) is an abstraction of S w.r.t. α, denoted by S �α SA, if the
following conditions are satisfied: (1) Θ ⊆ α−1(ΘA) and (2) α ◦ τ ◦α−1 ⊆ τA for
corresponding τ ∈ T , τA ∈ TA.

In case ΣA is finite, we call α finite abstraction relation. Let ϕ,ϕA be LTL
formulae and let [[ϕ]] (resp. [[ϕA]]) denote the set of models of ϕ (resp. ϕA). Then,
from S �α SA, α−1([[ϕA]]) ⊆ [[ϕ]], and SA |= ϕA we can conclude S |= ϕ. This
statement, which is called preservation result, shows the interest of verification
by abstraction: since if SA is finite, it can automatically be checked whether
SA |= ϕA. In fact, a similar preservation result holds for any temporal logic
without existential quantification over paths, e.g., ∀CTL�, LTL, or µ2 [CGL94,
DGG94, LGS+95].

If we have already proven some state property ψ to be invariant in S, i.e.,
S |= 2ψ, we can strengthen condition (2) to (2′)

α ◦ (τ ∩ {(s0, s1) | s0 |= ψ, s1 |= ψ}) ◦ α−1 ⊆ τA .

This allows to establish the abstraction relation for smaller abstract systems SA
(better approximations), for which usually more properties can be verified. We
denote this type of abstraction by S �ψα SA.

In fact, in our verification approach, we will compute the abstract systems,
and strengthening will immediately result in better abstractions.

WS1S logic. Terms of weak second order theory of one successor (WS1S for
short) [Büc60, Tho90] are built up from the constant 0 and 1st-order variables
by applying the successor function succ(t) (“t+1”). Atomic formulae are of the
form b, t = t′, t < t′, t ∈ X , where b is a boolean variable, t and t′ are terms,
and X is a set variable (2nd-order variable). WS1S formulae are built up from
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atomic formulae by applying the boolean connectives as well as quantification
over both 1st-order and 2nd-order variables.

WS1S formulae are interpreted in models that assign finite sub-sets of ω to
2nd-order variables and elements of ω to 1st-order variables. The interpretation
is defined in the usual way.

Given a WS1S formula f , we denote by [[f ]] the set of models of f . The set
of free variables in f is denoted by free(f).

Finally, we recall that by Büchi [Büc60] and Elgot [Elg61] the satisfiability
problem for WS1S is decidable. Indeed, the set of all models of a WS1S formula
is representable by a finite automaton (see, e.g., [Tho90]).

WS1S systems. Now, we introduce WS1S transition systems which are transition
systems with variables ranging over finite sub-sets of ω and show how they can
be used to represent the parameterized system.

Definition 1 (WS1S Transition Systems). A WS1S transition system cS =
(V , Θ, T ) is given by the following components:

– V = {X1, . . . , Xk}: A finite set of second order variables where each variable
is interpreted as a finite set of natural numbers.

– Θ: A WS1S formula with free(Θ) ⊆ V describing the initial states.
– T : A finite set of transitions where each τ ∈ T is represented as a WS1S

formula ρτ (V ,V ′), where primed variables refer to the post-state.

The computations of S are defined as usual. Moreover, let [[S]] denote the set of
computations of S. 2

Example 1. We give transition c1 as example. Since there are three different
values for cache[c], we encode this variable with two sets, cache a and cache b.
For example, c /∈ cache a ∪ cache b corresponds to cache[c] = invalid. The
different values for the channels are similar encoded.

# guard: cache[c] = invalid, chan1[c] = empty

c notin cache_a union cache_b & c notin chan1_a union chan1_b

# effect: chan1[c] := req_shared

& chan1_a’ = chan1_a union {c} & chan1_b’ = chan1_b \ {c}

# the other variables are unchanged

& (excl_granted’ <=> excl_granted)

& ...

Abstracting WS1S systems. We now want to verify WS1S systems by abstraction,
using the methods presented in [BBLS00, BLS00]. Let S = (V , Θ, T ) be a WS1S
system and let α be a boolean abstraction relation given by a WS1S formula
α̂(V ,VA), where VA are all the abstract boolean variables. Since the abstract
variables are booleans, the constructed abstract system is finite and can be
model-checked. Moreover, we make use of the fact that both α̂(V ,VA) and the
transitions in T are expressed in WS1S to give an effective construction of the
abstract system.
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The initial states of the abstract system can be described by the formula

ΘA
def= ∃V : α̂(V ,VA) .

For each concrete transition τ there is one abstract transition τA in the set of
abstract transitions TA, and it is characterized by the formula

ρτA

def= ∃V ,V ′ : α̂(V ,VA) ∧ ρτ (V ,V ′) ∧ α̂(V ′,V ′
A)

with free variables VA and V ′
A. The system (VA, ΘA, TA) consisting of this initial

state predicate and these transitions is clearly an abstraction of S.
If we have already proven some invariance property ψ about S, we can choose

the following abstract transitions

ρτA

def= ∃V ,V ′ : ψ(V) ∧ α̂(V ,VA) ∧ ρτ (V ,V ′) ∧ α̂(V ′,V ′
A) ∧ ψ(V ′) .

We say that we strengthen S with invariant ψ. The abstract initial states are
similarly computed.

To compute the abstract system, one has to find all states fulfilling these
formulae, which is possible since they are WS1S formulae. This means, choosing
some formulae ϕi(V) (we call them abstraction predicates) about the concrete
system, we can automatically compute an abstract system with boolean variables
VA = {a1, . . . , an} according to the boolean abstraction relation

α̂
def=

n∧
i=1

(ai ⇔ ϕi(V)) .

In Sections 4 and 5, where we will apply this verification methodology, for each
used abstraction relation α̂, we will solely give the abstraction predicates ϕi in
natural language.

Universal properties. For the class of so-called universal progress or response
properties, we use a slightly different type of abstraction relation. These proper-
ties guarantee that each single process i eventually makes some progress, or each
request by i to j eventually is responded to by j. To prove those properties by ab-
straction the abstraction relation has to focus on processes, i.e., the abstraction
relation contains i or i, j as free variables (α̂(V ,VA, i) or α̂(V ,VA, i, j)).

Then, the abstract system contains as abstract transitions

ρτA

def= ∃V ,V ′ : ∃i, j : α̂(V ,VA, i, j) ∧ ρτ (V ,V ′) ∧ α̂(V ′,V ′
A, i, j)

(or those with invariance constraints) and starts in initial state

ΘA
def= ∃V : ∃i, j : α̂(V ,VA, i, j) .

4 Coherence Property

We apply an incremental verification process to verify the coherence property
that whenever there is a process in exclusive mode, then there is no other process
having any access. Successively, we prove invariants of the system, which are
then used to strengthen the system to establish further invariants, as explained
in Section 3.
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4.1 Step 1

In a first step, we want to show that the property

excl granted⇒
(∀i : ¬sharer list[i]
∨ (∃i : sharer list[i] ∧ ∀j : j �= i⇒ ¬sharer list[j]))

(1)

which states that whenever variable excl granted is set, then there is at most
one process in sharer list, is an invariant for the protocol.

In order to verify the property using our approach, we have to define an
abstraction relation to be able to compute an abstraction. We use an abstraction
relation, which is defined by a set of abstraction predicates ϕi as described in
Section 3. Each of the following items corresponds to one (or more, depending
on the encoding of the protocol into WS1S logic) of these abstraction predicates
ϕi:

– the truth value of Formula 1,
– excl granted,
– whether the size of the sharer list is empty, one, or greater one,
– whether there are zero, one, or more then one processes which have a message

grant exclusive or invalidate message in their input channel, and
– whether there are zero, one, or more processes with cache set to invalid or

exclusive.

Using this abstraction relation, we computed the abstract system automatically
and verified Formula 1 to be invariant using model-checking techniques or a
simple state exploration.

4.2 Step 2

Invariant 1 can now be used to strengthen the concrete system. This enables us
to establish simultaneously seven new invariants.

Together, these properties further determine the behavior of the system,
e.g., Formula 2 and 3 state that during the invalidation process, processes are
not in invalidate list. Formula 4 describes that the home process does not
give grants to a client which it wants to invalidate. Formula 5 states that the
sharer list contains at least all processes which have shared or exclusive access,
or have such a grant in their input channel, together with all processes which are
not fully invalidated. Formula 6 specifies that no process is invalidated without
a request which enforces invalidation. Formula 7 is similar to Invariant 1, and
specifies the same property for invalidate list instead of sharer list. The
last formula states that every invalidate ack received by the home process is
correct because the corresponding cache is indeed invalid.

∀i : ¬(invalidate list[i] ∧ chan2[i] = invalidate) (2)

∀i : ¬(invalidate list[i] ∧ chan3[i] = invalidate ack) (3)
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∀i : ¬(chan2[i] �= empty ∧ chan3[i] = invalidate ack) (4)

∀i : (invalidate list[i] ∨ chan2[i] �= empty
∨ chan3[i] = invalidate ack ∨ cache[i] �= invalid)
⇒ sharer list[i]

(5)

(∃i : chan2[i] = invalidate∨ chan3[i] = invalidate ack)⇒
(∃i : sharer list[i] ∧
((command = req shared∧ excl granted)
∨ command = req exclusive))

(6)

excl granted⇒
(∀i : ¬invalidate list[i]
∨ ∃i : invalidate list[i]
∧ (∀j : j �= i⇒ ¬invalidate list[j]))

(7)

∀i : ¬(chan3[i] = invalidate ack ∧ cache[i] �= invalid) (8)

Here, we use in this step an abstraction relation built as described in Section 3
using abstraction predicates ϕi

– for the truth value of each of Formulae 2-8,
– which encode the values of the home process variables command,
– and the values of variable excl granted.

Using the constructed abstract system, the invariants are easily established by
model-checking.

Most of these invariants were found during the verification process by ex-
amining counter examples. Whenever the abstraction was too weak to show the
properties so far, the analysis of the counter example led to a new property which
was hurt by the example, but seemed to be an invariant of the system. There-
fore, we added a new formula ϕi to the abstraction relation and recomputed the
abstraction. Since the construction of the abstract system is fully automatically,
there is very little user interaction necessary for the reconstruction.

4.3 Step 3

In a third step we strengthen the system with all properties verified so far. We
are now able to prove simultaneously two more invariance properties, the second
being the coherence property.

We want to show invariance of the following properties for each arbitrary pro-
cess p. The first one specifies that the home process is always aware of processes
having exclusive access, the second one is the coherence property.

cache[p] = exclusive⇒ excl granted (9)

cache[p] = exclusive⇒ (∀j : j �= i⇒ cache �= shared) (10)
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Since these properties are universal properties as explained in Section 3, we
now use an abstraction relation which focuses on one arbitrary but fixed process
p. This allows us to generalize the property to an invariant for all processes. The
abstraction is based on abstraction predicates ϕi describing

– the truth value of the Formula 9 and 10,
– the value of the home variable excl granted,
– the content of p’s input channel chan2[p],
– whether p is in the sharer list (sharer list[p]), and
– p’s cache status.

Computing the abstract system corresponding to this abstraction relation, it
can easily be used to establish the Properties 9 and 10.

5 Liveness Properties

It is well known that an obstacle to the verification of liveness properties us-
ing abstraction, is that often the abstract system contains cycles that do not
correspond to fair computations of the concrete system. A way to overcome
this difficulty is to enrich the abstract system with fairness conditions or more
generally ranking functions over well-founded sets that eliminate undesirable
computations. We present a marking algorithm that given a concrete system,
an abstraction relation, and the abstract system, enriches the abstraction with
strong fairness conditions while preserving the property that to each concrete
computation corresponds an abstract fair one. The enriched abstract system is
used to prove liveness properties of the WS1S systems, and consequently, of the
parameterized network.

Throughout this section, we fix a WS1S system S = (V , Θ, T ) and an ab-
straction relation α given by a predicate α̂. Then, let SA = (VA, ΘA, TA) be the
finite abstract system obtained by the method introduced in Section 3. We show
how to add fairness conditions to SA leading to a fair abstract system SFA which
remains to be an abstraction of S.

5.1 Marking Algorithm

We use WS1S formulae to express ranking functions. Let χ(i,X1, · · · , Xk) be a
predicate with i as free 1st-order variable and X1, · · · , Xk ∈ V as free 2nd-order
variables; we call such predicates ranking predicate. Given a state s of S, i.e., a
valuation of the variables in V , the ranking value ζ(s) associated to s by ζ is the
cardinality of {i ∈ ω | χ(i, s(X1), . . . , s(Xk))}.

The marking algorithm we present labels some of the abstract transitions
with the symbols +χ and −χ. Intuitively, an abstract transition τA is labeled by
−χ, if it is guaranteed that the concrete transition τ associated with τA decreases
the ranking value, i.e., (s, s′) ∈ τ implies ζ(s) > ζ(s′). The label +χ denotes
that the τ potentially increases the ranking value. Otherwise, the transition is
not marked.
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Input: WS1S system S = (V , Θ, T ), abstraction relation α̂, abstraction SA =
(VA, ΘA, TA), set of ranking predicates χ(i,X1, · · · , Xk)

Output: Labeling of TA
Description: For each χ(i,X1, · · · , Xk), for each edge τA ∈ TA, let τ be the

concrete transition in T corresponding to τA. Moreover, let ∆(χ, τ,≺), with
≺ ∈ {⊂,⊆}, denote the WS1S formula:

α̂(V ,VA) ∧ ρτ (V ,V ′) ∧ α̂(V ′,V ′
A)⇒ {i | χ′(i)} ≺ {i | χ(i)} .

Then, mark τA with −χ, if ∆(X, τ,⊂) is valid, and mark τA with +χ, if
¬∆(X, τ,⊆) is valid.
Then, since we have only finite sets, it is safe to add the fairness constraint

that a transition labeled with −χ can only be taken infinitely often, if also one
of the transitions labeled with +χ is taken infinitely often.

Now, for each ranking predicate χ we denote with Iχ (Dχ) the set of edges
labeled with +χ (−χ). Then, we add for each such χ the fairness condition
(Dχ, Iχ) which states that a transition τA ∈ Dχ can only be taken infinitely
often if one of the transitions in Iχ is taken infinitely often.

Assume that we have a ranking predicate χ and the marking algorithm marks
exactly one transition τ1 with −χ, and two transitions τ2 and τ3 with +χ. More-
over, assume that we know that τ2 definitely increases the ranking value of χ.
Transition τ3 may increase the value for some pre states, for other the ranking
value decreases or is the same. If we would add the fairness constraint, that τ1
can only be taken infinitely often, if also τ2 is taken infinitely often, we may
remove behavior for the abstract system, which has a concrete counter part,
namely computations where τ3 is taken infinitely often in the right pre state,
where the ranking value increases.

We will now apply this theory to prove two liveness properties of the cache
coherence protocol, namely, that process requests for exclusive (resp. shared)
access will be granted eventually.

Abstractions and fairness constraints. To be able to express the fairness con-
straints derived by the marking algorithm, it is required to be able to express
which transition was taken in the last step. Therefore, all abstraction relations
used in this section observe which transition τ was taken in the last step by
abstract boolean variables takenτ .

This can be done syntactically, since one can denote, for each computed
abstract transition, which is the corresponding concrete transition. After com-
puting the abstract system, one can now simply add an assignment to the new
abstract variables assigning adequate values to them, encoding which transition
was taken.

5.2 Liveness: Exclusive Access Response

Our goal is to verify that for each process p, whenever p requests for an exclusive
access, then this access will eventually be granted by the home process. This is
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again a universal property, so we use again an abstraction relation which focuses
on one arbitrary but fixed process p, built on abstraction predicates observing

– cache[p],
– chan1[p]-chan3[p],
– whether sharer list[p] is set,
– whether p = current client,
– the values of the home process variables command and excl granted.

Moreover, we add to the abstract system boolean variables takenτ encoding
which transition was taken in the last step, as described in the previous section.

As presented in Section 5.1 we use the following ranking predicates:

χ1(i)
def= invalidate list[i] χ4(i)

def= chan2[i] �= empty

χ2(i)
def= sharer list[i] χ5(i)

def= chan3[i] = empty

χ3(i)
def= chan1[i] = empty

Our tool computes for each transition τ and predicate χj , whether τ will
definitely decrease the set of processes i for which χj(i) holds, or potentially
increase this set. Thus, for each predicate χj we build two sets of transitions Dj
and Ij . Since all the sets appearing in the formulae describing the system are
finite for each instance of the parameterized network, no such instance can have
a computation containing infinitely many transitions from Dj and only finitely
many transitions from Ij .

Choosing ranking predicates. These predicates were easily found, since it is suffi-
cient to examine each transition locally, searching for a predicate which decreases
for this transition without knowing the behavior of the overall system! This can
easily be done, because all the behavior of the system is encoded in the manip-
ulation of sets, and usually it is fairly easy to find one of these sets M which
decreases (so one can choose the ranking predicate χ(i) def= i ∈ M) or which
increases (one can use χ(i) def= i ∈ P ∧ i /∈ M , where P is a set containing all
process indices) when the transition is taken.

One could also try to choose arbitrary sub-formulae appearing in the system
description, and calculate their ranking behavior. If the result of such a formula
is a useful fairness constraint, one can add it to the system. It is guaranteed,
that the computed fairness constraint will be satisfied by every instance of the
parameterized network, so it is safe to add the constraint to the abstraction. In
the worst case, the fairness constraint does not rule out any behavior.

In our case we get the following results:

D1 = {h3} I1 = {h2}
D2 = {h4} I2 = {h0, h1}
D3 = {c1, c2} I3 = {h2}
D4 = {c3, c4, c5} I4 = {h0, h1, h3}
D5 = {c3} I5 = {h4}

(11)
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For example, we derived from D4 and I4 the following fairness constraint:

ψ4
def= GF (takenc3 ∨ takenc4 ∨ takenc5)
⇒ GF (takenh0 ∨ takenh1 ∨ takenh3)

Obviously, we also have to rule out taking transition c0 forever, this can be
done with another simple fairness constraint.

It turns out that the computed fairness constraints are too weak to show the
liveness property, since it is possible that the home process just never reads the
request of a single client, only processing requests of the other clients. Therefore,
we have to assume chan1[p] to be fair, so that if home has infinitely often the
possibility to read the request of process p, then eventually this will be done.

Assuming these fairness constraints, we can easily prove the exclusive re-
sponse property.

5.3 Liveness: Shared Access Response

We now prove that also requests for shared access will eventually be granted. The
same abstraction relation as in Section 5.2 can be used. It turns out, that even
with all fairness constraints given in Section 5.2, the property cannot be proven.
Examining a counter example, we found a further ranking predicate missing,
namely

χ6(i)
def= chan2[i] = empty .

The fairness constraint derived from this predicate allows to rule out some traces
where h0, h1, or h3 are taken infinitely often and neither c3, c4, nor c5 are.

Even this is not sufficient: assuming this fairness constraint enables us to
show that eventually a shared grant will be sent from home, but it is possible
that this grant will never be read from process p. But if we also assume chan2[p]
to be fair (or we assume that each process will eventually make a step), then
shared access response can be established.

6 Conclusions

We have presented a verification method for parameterized networks. Our ap-
proach is based on modeling the infinite family of finite state systems as one
single higher order WS1S transition system. This system is then automatically
finitely abstracted and model-checked. To verify also liveness properties, we pre-
sented an algorithm to enrich the abstract system with fairness conditions which
are guaranteed to be valid in the concrete system. This method is implemented
in an experimental tool called pax, which uses Mona to decide WS1S formu-
lae. We have applied the method to a non-trivial example of a cache coherence
protocol and proved both safety and liveness properties. The results are very
encouraging.
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Krstić, Sava, 182

Lagoon, Vitaly, 126
Lakhnech, Yassine, 317
Levi, Giorgio, 225

Matthews, John, 182
Melo de Sousa, Simão, 32
Mukhopadhyay, Supratik, 109
Murano, Aniello, 94, 240
Murawski, Andrzej S., 139

Napoli, Margherita, 240

Piazza, Carla, 16
Pistore, Marco, 196
Pnueli, Amir, 208
Podelski, Andreas, 109

Rossi, Sabina, 16
Roveri, Marco, 196
Ryan, Mark, 289

Schobbens, Pierre-Yves, 289
Sebastiani, Roberto, 196
Shyamasundar, R.K., 46
Sidorova, Natalia, 79
Spoto, Fausto, 154
Stahl, Karsten, 317
Steffen, Martin, 79

Tan, Li, 65
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